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YOUPTIAI
CynanraaHbl M3a3annuiir aapaax 4 6ynar acyyasblH XypaaH4 aHrunaH 6onoBcpyyrcaH:

1. Knbep atoynryn 6angan, xangnarbiH TOpnyya;
2. OnoH yncklH cTaHgapTt, 6oanorbiH 3eBnemx, byaanelwTninH KOHBEHL;

3. Kubep atoynryn 6ananeiH Tanaapx MoHron Yncag 6apumranmk 6yn 6ognoro,
30XuLUyynanTbiH OPYUH;

4. Bycapg opHyyabiH Typwnara (ConoHroc, Manawns)

CYOANTAAHbI XYPAAHIYI

Kubep atoynryi 6angan eHee Lart XyBUNH a)k axylH HONKI3C 3XI1934, SANAH 3aCTUiH
canbap, yaawnaag yHO3CTHUIN X3AMXKI3HA Apuraaar HAINTAAr TOM ¢3a3B 60K XyBupcaH
0a TEXHVK TEXHOMOIMAH XerKrneec yyAanTan Xam €cHbl acyygan oM. Har xyHaac
Heree XyHf O4YMx Laxmm M3433, M3A33M3N aHXHbI aryyrnra LNHX33 r3amnry YHaH 368
AaMXnx écTton. 9BY MIO33NNUIAH ypcranbiH 3aM 3YYpPT X6eHAMOHTMAH XYYUH 3YWNC
HeneesncHeep M3O33MMNH aHXHbI LWMHX TOMAAr angargax yr MOg3annmnr XynasH
aBard Tang ceper Hernee y3yynax, Har €cHbl “LUaxmMm xanagnara yycax” G0rOMXKTOMN.

CynanraaHbl Harayrasp 6ynart, kubep atwoynryii GaignbiH Tanaap epeHXuii
M33NNUIAr TycracaH 6a CUCTEMMUIH Cyn TanbIr alurmaH XyBb XYH, aX axyi Hanx,
Laalunaag HyyublH 33parnanTaii M3A33man pyy XOpXaH HIBTIpY xananara yrinaaasr,
YYHO3C X3PX3H YpbAUMIaH CopruiiimKk Xxamraangar Tanaapx acyyanbir aBy y3CaH.

Xoépayraap 6ynarT, ofioH yncag mepae 6aviraa knbep aoynryi bangantan xonbooTom
cTaHgapt, 6oanorbiH 3eBnemX OOMOH OMOH YMCbIH F3P33 KOHBEHUMWH Tarnaapx
mMagaannuir opyyrncaH. OnoH yncag kubep atoynryn Gawgantanm xonbooton SO/
IEC 27032:2012, ISO 27001 ctangapTtyygbir Mepaaer 6ereeg 033px CTaHOapTyya Hb
M3A33NNUIH aloynry 6ananbiH MEHEXXMEHTUIH OFOH yrcaa XyN33H 36BLU6epPeraceH
cTaHgapT oM. AnrBaa yrc OpHbl LlaxMm Xananaraac eepuimnree xamraanax Yagamxuinr
OnoH ynebliH xapunuaa xonbooHsl 6aviryynnaraac (International Telecommunication
Union) rapracaH knbep atoynryn 6anansiH nHaekcasp (The Global Cybersecurity
Index) Topopxowngor GamHa. Yr uHOekcuir 1) Xyynb, 3pX 3yWH apra X3amkad
(Legal), 2) TexHukniAH apra xamxaa (Technical Measures), 3) 6aviryynnarbiH 30XWOH
GaviryynantbiH apra xamxaa (Organization Measures), 4) YagaBx xenkyynax apra
xamxa3 (Capacity Building Measures), 5) xamTbIH axxunnaraa (Cooperation Measures)
FAC3H YHAC3H 5 wanryyp y3yynantaap togopxomngor 6arHa.

MeH OnoH yncbiH [Nporpam xaHramXuiH xornbooHooc (BSA) 3eenex Oyn kubep
atoynryn GanpganTtan xonbooton ©Gopnoro GonoBcpyynaxag 3acrunH raspyynag
Waapgargax 6 Tynryyp 3apymbilr TOQOPXOMCOH. TyyHUnaH 2004 OHOOC X3P3amKmx
axancaH bypanewtunH Knbep roMT X3partam TaMUSX Tyxanh KOHBEHUMWH y33n
GapumTnan, 30punro, HarA3H OPCHOOP YYCaX 60Mnox AaByy Tanyyabir MeH 3H3 Gynart
TOWNMIOH OpyYyricaH.

lypasayraap 6ynart, MoHron Ync gaxe kubep aroynryn 6ananbiH Xyynb, apX 3yWH
Op4uH, KMbep atoynryi GanganTai xon6ooToN YHAICHWIA aroynryn 6ananesiH cTpaTtery,
M333/MIAH aloynryn 6anansir xapuyucaH 6anryynnara, TYYHAR YT YYPriH Tanaapx
M3 33T OPYYIICaH.
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Hepesayrasap Oynart, kubep awoynryin 6aianbiH MHOEKCIIP TIPryynax Gaip cyypb
939N43r calH Typlunaratain OpHyyAblH Xuwaa Gonrox ConoHroc 6onoH Manais
YICbIH TypLunara, Uaxum ramT X3aparTail TaMUSX Tyxaih Oue JaacaH Xyynb GOMOH
xonborgox 6ycan XyynuyabliH TanaapxX M3a33nnviir opyyrcan.

Tynxyyp ya: Kubep aroynayt 6atidan, MadaannutiH atoynayd 6atidasn, Kubep aroynayt
6alionbiH uHdekc, bydanewmutiH Kubep aamm xapaamali mamuyax myxal KOH8EHU,

Keywords: Cybersecurity, Information security, Global cyber security index, Budapest
cybersecurity convention,
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BYNAr I. KUBEP AIOYNIYN BAMOAN

MaaasannunH aroynrym 6amaan ragar Hb Mag33n3n G0NoH M3g33NIniH cucTema
36BLU6BPeNTYN XaHaax, M3A33NNMIr awmrnax, un 6onrox, eep4unex, Xyynax, ycrrax,
M3O93MMIMAH CUCTEMUIH YU axunnaraar tacangyynax, ragHaac XsHanT XUMXa3c
Xamraanaxbir XanHa.31°

Knubep aroynryn 6angan ragar Hb KMGep raMt Xaprasac CUCTEM, CYJDKI3, erergnmmnr
Xamraanaxag 3opuynargcaH TeXHOMoru, ywn siBl, apra XaMxasHaac bypppar.’™

Kubep aroynry 6Gavipgan Hb kubep xangnarbiH apcaanunr Byypyymx, cucTtem,
CYITK33, TEXHOMNOrMWr caHaaTanraap awuurnacaap 6anraa Xymyycasac ax axywH
HarK, Ganryynnara, XyBb XyMYYCUIr xamraanaxag uurnargaar. Kubep xananaryyn
Hb OMOH SH3bIH X3N63pTal barHa. (KULLS3 Hb NporpambiH JOBTONIOOHYYA, malware,
ransomware, ULNHT rax MaT). Knbep xangnara Hb MX3BYMaH Xynranraap (TenbepuiH
KapTblH erergen, XaparnaryuinH M343aran, KOMNaHui Hyyunan, OlYHbl ©MUYNUAH SPXUIAT
36PUUX MAX M3T) CYIDKI3HI 36BLUOOPONTryA HIBTPIH XOXMPOrY 3Trasas4 CaHXYYruiH
GOMNOH HAP XYHOMUWH XOXMPON y4pyyrnax 30puiroop XUnrgaar axunnaraa oM. Knbep
xangnaryyq ynam 6yp 6onoBcpoHryin 6oncoop 6ariraa 6a onoH yrncag anveaa yncbiH
3aCrMiH raspbiH M3O93MUIMIAH CaHA Xangax yrc OpHbl atoynryn 6arnpan, 6atnaH
Xamraanax, Luapar, crparteru, ync TepuiiH canbapT YMrmacaH alyn 3aHan yypyynax
AaBaAan Tyraaman 6omxk 6ariHa. OAraapaac 3apuM HAr HAWTNAT aroyn 3aHanbIr Aypasan:

e CyberterrorismHb TeppopucT ByNarnanyyaasac 3acrmnH ra3pblH Y335 CypTIbiH
BOOH YNC TOPUNH XOTeN6GepT HAIBTPIH OPXK TOAOPXOM 30PUNTOOP MIAIANITUIH
TEXHONMOrUNr awmrnagar xanbap oM. CyrmkaaHyya, KOMMbIOTEPUIAH CUCTEM,
xapunuaa xonbooHbl 434 6yTuaa HABTapY xanaaar.®'?

e Cyber warfare Hb ync YHO3CTHWMIA CYIDK39HLO HOBTIPY, MIO33MNNH
TexHonorunr gorongyyngar. Cyber warfare [OBTOMrOOHyyd Hb YHAC3H
CYITKI3r 9BA3X 0a TyxalH CYIDKI3HUM X3BUWH axunnaraar Tacangyynax
yyxan erergnuiir 6oorgyynax samaap xangnara ynnggars's,

e Cyber espionage Hb 333MWNMYNIH 36BLUOSPONTYAradp HyyL, MIA33NNNNAT
OmK aBax TarHax xanbap tom. Cyber espionage Hb cTpaTerwinH, 3auiiH
3aCr1iH, YNc TOPUH, LAPTUAH AaByy Tarnbir OfX aBaxaz alwwurnargaar.®™

XANANArbIH APTA X3NBaPYY[]

Knbep ramMT X3parTHWI 3yrasc xangrara ynngax xag x3439H apra xanbapyyg 6angar
Gereeq T9Or93p Hb XOPTOW MpOrpambir KOMMLIOTEPT Opyynax, 3CXyn ereranvinr
Xynraunax 33par OfioH apra 3amaap xapankaar 6anHa. YyHa:

e Social engineering- XyBb XyHWIA Cyn TanbIl awmrnaH xopTon xonbooc 4sap
Aapyynax, 9CBan XyypaH Maxnax 3amaap KOMMbIOTEPT HIBTPAX 3PX OI1K aBax
apra;

e Phishing /ereeiu xaax samaap xoxuporumunr yaupaax/-Xyypamy ax axymH
HarK Baviryynax, aCxyn TSQHUIT Teneenex 3amaap XaparnardvinH Magaannnir
0K aBaxbIr OpoONAoOX ynngan;

310MapgaannuiiH aroynryin 6anansiH razap

31"TepuiiH M3A333Nn Xon6ooHbI rasap
$12https://www.nato.int/cps/en/natohqg/topics_140739.htm?
$3https://www.dcaf.ch/sites/default/files/publications/documents/OnCyberwarfare-Schreier.pdf
Shttps://www.vmware.com/topics/glossary/content/cyber-espionage
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Pharming /MHTepHaT 3anunan/-Bab caiTblH M3433annuiiH ypcranbir eep
3YIT YUIMYYNaX, XyypamMy BIOCaNT yMnasx 33prasp XyBb XYHUA M3AISMITUMAT
Xynramnax xangnara;

Drive-by /xonoopox/-Cuctem OOTOpX TOAOPXOM Cyn Tanyyabir almrnax
xangax;.

Man in the middle /3yyuynary/- TanyyablH XxapwnuaaHg XeHANeHreec
OpPONUOX YP AYHAO Hb Xakep XOE€p Tanbir XOEynaHr Hb yampaax, XOXMPOOX
©onomxTon 6onox apra.

Malware Hb KOMNBIOTEPUIH CUCTEMUIT Tacangyyrax, rAMT33X, 36BLU6PesTryn
H3BTP3X 30PUJITOOP TycramsiaH 6yT3ac3H nporpam xaHramx Gereen Sarasp Hb
Aapaax xanbaptan 6angar:

Ransomware Hb KOMMNbIOTEPUIAH CUCTEM L33P XOPTOW nporpamMmmaap kubep
Xananarbir axnyyncHui gapaa tenbep waapgaar xanoap oM. JHS TepnuiiH
XOPT NpOrpam Hb raMT X3P3rTHYYAUNH OyHA TYraaman 6ok, xun 6yp cas cas
Bawryynnarbir XoXxmpoox 6anHa.

Viruses (Bupyc) Hb Har KOMMbIOTEP33C HETEe KOMMbLIOTEPT 66P66 86pUiiree
XyynGapnax 60NOMKTOM KKUT XIMKISHWIN KOA, oM.

Worms (OT) Hb Oycag KOMMNblOTEpyyOoan TapxaxblH Tyna ©eepuinree
xyynbapnagar 6ue gaacaH xopTorn Nnporpam tom.

Trojans (TposiH) BMpPYC Hb Har (pyHKU (KMW33n0an, BMPYC apunrax) mat
xaparggar nporpam 0OOMoBY Ar YH3HA3S YANOAN XUAX yen CUCTEMUIAT
ramMTa343r b6arHa.

Spyware/adware Tepen 6ypuiiH dann xaBcapragar 6a yyHUnr Haax xonbooc
433p Aapax 3CB3fl XOPTOW MporpamMbIr TaTaX aBax yen cuctemp H3BTIpd
XOXUPON yupyynaar.

XANONATA YANA3X CYBryya

XopTou nporpam (Ko4)-aap AaMXWH xangaax

Llaxmm wyynaH, Meccexaap AamXWH xangaax

Llaxvm xyygac, HUIMTUAH CYIKaaraap AaMxuH xangaax
Hyyu yr Tannax

Ten6epTan nporpamMmmbIr 3BAIXK alumrnax

360



“NAPITAMEHT” CYOJAJTTAAHBI SMX3TI Al XXXIV 601b

BYNAr Il. KUBEP AIOYNIYA BAAAJIbIH ONOH YNCbIH CTAHOAPT

OnoH yncbliH cTangapTuunnbliH Ganryynnaraac (ISO) kubep atoynryn 6angnbiH
onnronT, wanryyp, bonoscpoHryi 6onrox sapumyyabir 6arraacan ISO/IEC 27032:2012
Information technology (MagaannunH TexHonorn) OnoH yncelH ctaHgaptbir 2012
OHbl 7 gyraap capg TortoocoH 6anHa.’'® ¥Yr ctangapTag kubep atoynryin Gawgan,
CYJDKISHMI aloynryn bargan, XaparnasHuin aoynryn 6angan, MHTEPHITUAH atoynrym
Gavgan, Asg oyTumiiH aroynryn G6angan rax MaT H3p TOMbEOHYYAbIr TOAOPXOMIICOH
6aviHa. TyyH4naH ISO 27001 Hb M3433NNMIAH atoynry 6anabiH MEHEXXMEHTUIH ONOH
yncag XyIaaH 36BLUeeperaceH CTaHAapT oM. JHIXYY CTaHAapPThIr X3P3nKYYIICHIap
M333NMIAT XaMraanax, M3A33NUNH aynryin 6anansir xaHraxram xonbooTton apra
X3MXKA3r Wwanryyp y3yynant 6onroH Tanyygag 6atanraa erger 6anHa.

OONXUWH KUBEP AOYNIYN BANANbIH UHOEKC (GCI)

Amepuk, AHrn, FepMaH TIPryyTay ©pHeOUNH XONKUHIYA OpHyya kubep arynrym
Ganpgnaapaa ganxung Tapryypk GamHa. Llaxum xangnaraac eepuiree xamraanax
yagamxuir OnoH yncelH xapunuaa xonbooHbl Gavryynnara (International
Telecommunication Union)-aac rapracaH [OanxunH kubep aroynryn 6anansiH
nuaekcasp (The Global Cybersecurity Index) togopxomngor. Yr uHgekc (GCl)
Hb A3NXUAH YNC OPHyyablH kubep arwynryih 6angnbiH TYBLUMHT TOZOPXOWMIICOH
WTraMKNIrAC3H Nasnaraa 6onpor 6anHa.3®

Kubep atoynryn 6angan Hb OnoH canbapbiH OrToNuong opLigor Tyn yrnc OpHyYyAbIH
Knbep aroynryn 6ananbiH XenKNUnH TYBLUMHT Aapaax 5 Tynryyp wanryypaap yHangaar
GaviHa.

Xyynb, 3px 3yrH opyuH (Legislative environment)

TexHuKuIH apra xamxa3 (Technical Measures)

BaviryynnarelH apra xamxaa (Organization Measures)

Yapaex xenkyynax apra xamxaa (Capacity Building Measures)
XamTbliH axunnaraaHbl opynH (Cooperation Measures)

BAraap wanryyp Tyc GypT TyxamH OpHbl kKnbep aroynryn 6ananbiH TYBLUMHE YHIM3X
Aapaax Toaopxon y3yynantyya 6artaar 6annHa. YyHa:3'"”

Xyynb 3px 3yUH Op4YUH

o Kubep atoynryn 6ananbiH Tyxanm xyyrnb
o  Kubep atoynryn 6ananbir 3oxmuyynax apra Xamxaa
e Cnawm, xangnarbIr xa3raapnax xyysb 9px 3yn

TexHUKUUH apa2a X3MX33

e CIRT-(Computer Incident Response Team) KOMNbIOTEPLIH FIAMTIMIAH Xapuy
apra xaMxasHun 6ar

e CERT-(Computer Emergency Response Team) KoMnboTEPUINH TYPraH
TycnamxuiiH 6ar

e CSIRT-(Computer Security Incident Response Team) KomnbioTepuiH
aroynryn 6ananbir xaHrax xapuy apra XamkasaHun 6ar

e CTaHgapT X3apankyyrnax cTparteru

315https://www.iso.org/standard/44375.html
$18https://www.itu.int/en/ITU-D/Cybersecurity/Pages/global-cybersecurity-index.aspx
$17https://www.secureworldexpo.com/industry-news/countries-dedicated-to-cybersecurity
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CrangaptuvnnblH 6anryynnara

Cnam xangnarbsir apunraxag YMrnacaH TEXHUKUAH MEXaHWU3M, YagaBx
Kubep atoynryi 6angnbiH 30pyunrog YynaH TEXHOMOM alurnax
Xyyxag 6aravyygpir oHnarHaap xamraanax MexaHuam

BatieyynnaeblH ap2a XaMX233

YHAacHWM knbep aroynryi 6ananeiH ctpateru
Kunbep atoynryn 6angneiH areHTnar
Kubep atoynryn 6angnbiH xamxurgaxyyH (Cybersecurity metrics)

Yadaex 63xKyynax

OnoOH HUNTUIT M3AIANMAIP XaHrax

Knbep atoynryn 6ananbiH MIPraXUnTHAT rapUMITaIaxKyynax, MaragnaH
UTFAMXKIT3X TOITONLO0O0

Kunbep atoynryn 6ananbiH Tanaap MIpraxunTaH 6anTrax

Kubep atoynryn 6ananbiH 6010BCPOIbIH TyXan M3praXxviH GarimmH
cyprant

Kubep atoynryn 6ananibiH 3p4sMm WMHXWAT33, cyaanraaHbl xeTenbep (LUaxmm
asp oyTumir xamraanax xetentep)

YpamLyynribiH MeXaHN3Mm

XaMmebiH axunna2aa

XoE€p Tan xynaaH 3eBLUeepCeH balix

OnoH Tan xynasH 3eBLUeepCceH balix

OnoH yncelH oponuory Tanyyaran 6amx

OnoH HUATUAH BONOH XYBUIH X3BLUINMIAH Oponuory Tanyaran 6arnx
XawmTpary areHTnaryygravm 6anx

CaviH TypLunara, yin axunnaraatan banx

OnoH yncblH xapunuaa xornbooHbl GanryynnarbiH A33px 5 wanryyp y3yynantasp

YH3IX,

WHOEKCUII TOAOPXOWIICHOOP TyxawH Yyrc kubep xangnaraac ypbaqunaH

COPrUNIIaxX YagampkTam ICIXMUT ToAopxownox 6Ga 6oanorbiH  TYBLWUMHAO —A33PX
Wanryypyyabir TOrTooxbIr 3eBrnemx donrogor 6arHa.

KUBEP AIOYNIYU BAWANbIH LWANTYYP XAHIACAH LLUMNA3C 10 YNC

OnoH ynceiH xapunuaa xonbooHbl banryynnara (ITU)-aac rapracaH cyganraaraap
LuaxvMm awynryn 6angnbiH 5 wanryypbir xaHracaH LaxvM xangnaraac ypbaduvnad
Caprunnax YagaBx eHaep yncyyabiH nHaekc®'80 <N <1):

Ync Mupekc | Xyynb | TexHuk Banryynnara | YapgaBx | XamTbIH
GClI Legal Technical | Organizaional | Capacity | axunnaraa
score building | Cooperation

Singapore | 0.92 0.95 0.96 0.88 0.97 0.87

USA 0.91 1 0.96 0.92 1 0.73

Malaysia 0.89 087 0.96 0.77 1 0.87

Oman 0.87 0.98 0.82 0.85 0.95 0.75

Estonia 0.84 0.99 0.82 0.85 0.94 0.64

318https://www.cyberdb.co/top-10-countries-best-prepared-cyber-attacks/
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Mauritius 0.82 0.85 0.96 0.74 0.91 0.70
Australia 0.82 0.94 0.96 0.86 0.94 0.44
Georgia 0.81 0.91 0.77 0.82 0.90 0.70
France 0.81 0.94 0.96 0.60 1 0.61
Canada 0.81 0.94 0.93 0.71 0.82 0.70

(Ox cypsarnx: International Telecommunication Union 2017)

CyberDB cypanraaHbl nnatdopM Hb%'° ganxuii gasiap uaxvm canGapblH LUMHS
TEXHONOM WWRANYYAMIH Tanaap M3433nan cyganraa, AyH WWHXUAraa xunaar 6a yr
Ganryynnaraac knbep aroynryn dangnaap 033px »xarcaantag opooryi opHyyzd 605oH
TOPryynary yncyyabir fapaax 6angnaap togpyyrncaH 6aviHa.

Awmepuk: XKun Gyp acap ux xamxaaHum knbep xangnarag eprtex Oy OpHyyOblH
Har 6on AmepukuiiH HargcaH Ync oM. Tuim 4 yypaac kubep atoynryn 6angnbiH
KoMnaHuyabliH 58 opunM XyBb Hb AMepuKT Banpnagar 6ereen kubep xangnaratan
TOMLIX LUMH3 apra 3aMmyyabIr cygancaap banHa.®?°

U3paunb: Kubep atoynryin 6angnbiH TOrTonuoo canTam ync®?! 6ereeq knbep aroynryin
GarianbiH YATNana3ap OfOH LUMHA cTapTan KOMNaHWyg, YYCH X X3MXKI3HUA CaHXYYXKUIT
Tatax bariHa.3?2

Opoc: OXY-bIr Laxvm TarHyyr, yrnc TepyMiH Laxum xananarag uxaaxaH oypyyTtragar
6a uaxum xangnaraac eepcauiirese Mall CanH Xxamraanax YagaBx, O0NTOBCOH XY4MH,
TexHonornTon 6anHa.

Xataa: 2017 oHpg Xarag ync Knbep atoynryn 6aianbiH Tyxal WWHS Xyynb Gatarnx,
Knbep atoynry 6angan, yHO3CHUIA aoynryn 6aranaa xamraanaxbir 30punro TaBbCaH
oM.

AcToHu: Llaxmm 3acarnanaapaa (e-governance) ganxuig taHurgcan 6ereen 2007
OHOOC 3XM3H LaxmMm xangnaratam yp AyHTar TaMuax knbep atoynryn 6anansiH caH
TypLunaratan opHyygag TooLOoraaor.

LIAXUM XANONATAQ XAMIMAH UX ©ePTOer yncyya

Symantec (Security research firm) cyganraaHel Gaviryynnaraac uaxvm xangnarag
XaMIMH 1x epTaer yncyyabir TOOQOPXOWICOH GanHa. VIHraxaass aapaax 6 Tyraaman
Xangnarbir wanryyp y3yynanTt 60nroH AyH LWMHXUArS3 XMNCaH BainHa. 323

1. KowmnbtoTepuiiH xangnara (Malicious computer activity)
XopTon kogoop xangax (Malicious code)

Cnam (Spam zombies)

Oreewl xasax 3amaap xangax (Phishing web site hosts)
Bot awwurnax (Bot)

Ox yycBapT wyya xangax (Attack origin rank)

ouewN

31%https://www.cyberdb.co
320https://cyberdb1.wpengine.com/database/usa/
$21https://www.cyberdb.co/top-10-countries-best-prepared-cyber-attacks/
322https://cyberdb1.wpengine.com/database/israel/
323https://www.broadcom.com/products/cyber-security
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BSA: OJIOH YNCbIH KUBEP AIOYNIYW BAWANbIH BOANOro
YUN AXKUINNATAA

CyynuinH xunnyyasg kmbep atoynryn 6ananbir xaHracaH 604mnoro, apx 3yWH OpYHbIr
Oypayynaxasp AaNXunH OyX 3acruilH ra3pyyd XuM4asH axunnax OarnHa. XXun 6yp
KNoep ramT X3par A3NXUAH 3OUNH 3acraac X343H 3yyH TapOym Jonnapbir 3anux,
OW3HECUMIAH YUNMYMAraar Tacangyyrk, WHHOBAUWWr caaTyyrmK, axmbliH 6anpHbl
ecenTuir uapuaax 6anHa’??. OanxunH 3acruiiH raspyyn 94rasp awynbir yp AyHTIN
AaBaH Tyynax Hb kubep awoynry 6anianbiH Tanaapx TOHUBSPTSM, LOTL yxaanar, yp
OYHTaM 6ognoro 6GonoBcpyynaxaac xamaapHa XaMasH Y33 6aiHa.

BSA | MNporpam xaHramxunH xon6oo (www.bsa.org) Hb A3NXUAH 3acrniH ra3pyya
BOMNOH ONOH YICbIH 3ax 333N A33PX Nporpam XaHraMXUnH KOMMaHWyAbIr HArTraCaH
OnoOH yncbIH Banryynnara tom. Yr Gairyynnara He AHY-bIH BalUMHITOH XOTOA, TOBTIN
Gereen oanxuinH 60 rapyi opoHA yun axunnaraa asyynaar 6a BSA Hb Xyynb €CHbl
nporpam XaHramxwir cyptandnax, TEeXHOMOMMMH LUMHIYIONUIAT O3MXMK TOPUINH
Goanorbir cyptanynax, ofioH yncbiH knbep awoynryin 6ananbiH 60410rbIH XYpP3asHa
Laxum arynryin 6ananeiH Lory, Wingnyyauir caHan 6onrogor 6ariHa.

BSA-runH rapracaH 6oanorbiH xypasHg (Policy framework) 3acruiiH raspaac knbep
aroynryn 6ananeiH 6ognoro siByynaxgaa gapaax YHACSH 6 3apuump Tynryypnaxoir
3eBnex bavHa.

e bognorbir onoH ynCbIH X3MXK33HO XYII93H 36BLUEOPeraceH TEeXHUKUMH

cTaHgapTag HUMLYYnax;

e bopgnoro Hb 3pcoang cyypwuncaH, yp AYHA YMITIAC3H, TEBWUIWN caxucaH
TexHonoruTon banx;
Boanoro Hb 3ax 333MuiAH MexaHM3amg, cyypunax;
Boanoro He MHHOBaLMIAT A3MXUX YSIH XaTaH, facaH 30XMLoX YaaBapTai b6aiix;
Tep, XyBUINH X3BLUIUIAH XOCOICOH XaMTblH aXunnaraaHz cyypunax;
Boanoro Hb XyBWIAH HyyLbIF XaMraanaxag YnirnacaH 6anx.

324BSA International Cybersecurity Policy Framwork 2018

364



“NAPITAMEHT” CYOJAJTTAAHBI SMX3TI Al XXXIV 601b

BSA: YHO3CHUW KUBEP AIOYNIYW BAUAONbIH YHOC3H SNEMEHTYYO:

3ACTUVIH TA3PbIH YT AXXUNNATAAHBI CTPATETM

Kubep atoynrym GamponbiH acyygan 3pxariCcdH YHOSCHWA OGawryynnaraTam
Bawix;

Oponuord TanyyablH YYpar, xapuyunarbir Togopxor 6omrox;

Baviryynnara xoopoHablH yangaar 6ui 6onrox;

YHaacHui knbep atoynryv 6ananeiH ctpatern 6onoscpyynax;

Kubep atoynryn 6angneiH aag éytunir 6umn 6onrox;

YHOSCHWIA knbep atoynryi GanpnbiH Teneeneree, O34 Oytumir GanHra
LUMHIYNIX;

CanbapblH HapuWIAH Teneeneree raprax;

Tep GONOH XYBUNH X3BLUNNAH XaMTbIH a)Xunnaraa oponuoor A3MXKC3aH OyTaLl
6un 6onrox;

3acruinH rasap 6onoH xonborgox GawryynaryyablH XamTblH aXXurnaraaHbl
MeXaHuU3MbIr 61 6onrox.

KUBEP AKOYNIYW BAMOAN BA 3ACTUNH FA3AP

YHA3CHWIA Knbep atoynryn 6ananeiH sapantan xapuy apra XaMxasHun 6ar
oun Gonrox;

Llar Tyxang M3433nan conunuox, TYYHUAT O3MXKX;

XangnarbiH Tanaapx M3433nnunH 4ag 6yTay 6un 6onrox;

XyBWIH M333Nnan4 xangaxag M343raax ctaHgapTbir TOrToox;

3acruiiH raspblH YN axunnaraa wun To4, cyn tanyygaa 3acgar 6anx.

3ACTUH TA3PbIH XAHTAMX YUINYMITI3

TexHVK Texeepemx XygangaH aBaxgaa TeBUIM Caxux;

JInueHaTan nporpam xaHramx alumrnax;

Mporpam xaHramxuir 6opnyynardyaap 6atanraaxyyrncaH 3CIXUNAr Lwarnrax;
YynaH yuinuunrasHmi (Cloud service) awoynrynm 6ananbiH gasyy Tanbir
awwurnax;

TexHuK, TexeepemX XyganaaH aBaxgaa arynryi 6angnbir xaHrax, wanrax;
MagaannuinH TeXHONOMMMH CUCTEMUIAT yXaanar, aloynryn 6angnaap yogupaax.

OPO3M WNHXNITE3, CYOAITAA

Knbep atoynryn GaignblH TEXHOMOrM, TOXEePeMX X3P3rcnuiH cygarnraa,
XODKYYN3NTUIAT O3MXKMX.

KUBEP AKOYNIYW BAMOAN BA XYBUH X3BLUWN

Kubep atoynryn 6angnsiH yp gyHa TeBnepex;

Opcoang cyypuncaH, yaH xataH 6ognoroton Gawnx;

[oTtooablH cTaHAapTaac ragHa knbep awoynryn 6anansiH 4sg 6yTumnr onoH
yrncag XynasH 36eBLU6SPeraceH cTaHaapTTan yanayynax;

TaHUB3PTAM, UN TOA, ONOH YICbIH TypLunarag cyypuncaH 6anx;

Ox kop, Bycan OyHbl EMUYUIAT HYyYLNaX;

ByTaargaxyyH COHroxaoo 3ax 333an4, CyypuricaH WWMRanyyavnr awurnax;
OnoH ynceblH gata awmrnax;

LLnHaap rapy npx 6yn TEXHONOTMIAT NO3BXXKYYIIaX 604N0rblH OpUMHTON Balx;
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KUBEP AKOYNIYW BAMOAN BA UPITOH

Kunbep atoynryn 6angnsiH Tanaap ofioH HUAT3A cypTanynax;

X3p3rnardymmH COHroNThbIr OYPTraxX, M3433N3X Xaparcan 6ui 6onrox;
BonoBcponbiH ByX TYBLUMHA LAXMM aynryin 6ananbiH M3gnarvir cyynrax;
Kubep arwynryn 6angnbiH Tanaap O©0noBCpon ofrox cyprant 30XMOH
Ganryynax;

o  Kubep atoynryn 6angnbiH MIPraxXunTHYYAMNT ONOH Tanaap A3MXMX.

KMBEP MNBMT XOPar

o Kubep romT x3partam Tamusx Tyxan byganewT KoHBeHUMA HUWLCOH LorL
Xyynb 3pX 3yNH OpYuHr 6uii 6onrox;

e B3eBxeH kubep xangnarag YWrmacaH TycramncaH Xyynb 9pX 3yWH
3oxuuyynanttan 6anx;

e Xyynb caxuynax, X3panKkyynard Oanryynnaryygag TEXHUKUAH cypranT,
O3MXINar y3yynax.

OJT10H YICbIH OPOJILIOO

1. Knubep atoynryn 6angnbiH XxaMTbIH axunnaraaHbsl ragaag 6ognorog Hargax;

2. OnoH yncblH XaMTbIH axunnaraaHg xampargax;

3. OKCnopThiH XAHaNTbIH 6oanoreir kKMbep awynryn 6ananbiH Xyynb €CHbl YIAnN
axunnaraaHaac Tycag Hb aBM y39X;

4. ©epuiiH OpHbI HyTar O3BCrapuir OJIOH YICbIH KMOep xangnarag awurrnaxaac
ypbAYuIiaH Caprumnax;

5. XyBUIAH M3A33NNNNAr xamraanax, XyHUn apxXunr xamraanax.

KUBEP MIMT X3P3rTa! TAOML3X TYXAW BYOAMNELITUAH KOHBEHL

BynanewtninH Knbep raMT Xapartam TaMuU3X Tyxan KoHBeHL Hb 2001 oHbl 11 capbiH
23-Hp Gatnargax 2004 oHbl 7-p capblH 1-HUIM eapeec Xy4uH Terengep OOMCOH.
OHeeapuinr7-p capblH 1-HUIN egpeec xyyunH Terengep O0ncoH. 4 ync rapbiH ycar
3ypX, HArAcaH GaiHa.’?® MuwyyH 6yc yncyya rapblH YCar 3ypXK HAr49X34 HI3NTTIN
rapas 1om.%2¢  JHaxyy KOHBEHL, Hb IHTEpHIT 60M0H Bycaa KOMMLIOTEPUINH CYIKIAra3P
JamxXyynaH VYWnasracsH 3epunn, sinaHrysa  30XMOMYMMH - 3pX, KOMMbloTepTawn
XonbooTon 3anunaH, XYYXOWMH cagap CaMyyH, CYIDKISHWA atoynrym 6Ganansir
36PYCOH AMT XIPIrUWH TyXal ONOH YNCbIH aHXHbl rAP33 OM. JHAXYY KOHBEHL, Hb
KOMMbIOTEPUNH CYJDKIAr alumrnaH YUnaaracaH OfioH TOPHUAH 36pyui, AMT X3prnmr
30rcoOX 30PUTroTON. TYYHUN3H HUATMUIAT KNGEP ramMT X3prasc xamraanaxag YmrrnacaH
HUWATNSr XyYrb 3pX 3yNH B0ANOrbIr X3pankyynax, anaHrysia 30Xmx Xyyrb TOrTOOMXUIAT
GaTtarnk, ONOH YNCbIH XaMTbIH aXunnaraar J3MXUX34 YMrnacaH banHa.

Yr KoHBeHUNinH 2 6ynrunH 1-10 ayraap 3aanTtag ronnox 4 TepnuiiH xananara 3epynuimr
TycracaH 6anHa.?’

o KomnbloTepuiiH M3L433NNUAH CUCTEMUINH Hyyunan, OypsH OyTaH Gawpan,
XYPTI3MXKTIM BananbliH 3CPAr raSMT X3par;

o KomnbtloTepTtanm xonb0o0Tow ramT Xapar, Tyxannbdan sanunat, xyypamy 6apnvt
Onuur ynngax;

3252020 oHbl baringnaap https://www.crossborderdataforum.org/budapest-convention-what-is-it-and-how-
is-it-being-updated/

32https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185
7https://statesassembly.gov.je/scrutinyreviewresearches/2018/research%20-%20briefing%20paper%20
on%20council%200f%20europe%20convention%200n%20cybercrime%20-%2031%20october%202018.pdf

366



“NAPITAMEHT” CYOJAJTTAAHBI SMX3TI Al XXXIV 601b

e AryynraTtai xon6o0Ton 3epynn-xyyxauiH cagap camyyH Oyxui aryynra rax
MaT;
o 30XMOMYUINH 3PXMIAH 38pUUIT.

BygoanewTuinH KOHBEHL, Hb LIaXMM F3MT X3P3rTan XonbooTor xapuyLara Xynasanrax
3pX 3YNH OPYUHI BypayYraxaac ragHa OroH YCbIH XaMTbIH axKunnaraaHbl 9pX 3yWH
YHOCUIT YHASCNACAH XyYrb 3pX 3YAH 6GapuMT Guumr tom. 328

YT KOHBEHUMA HArA3H OPCHOOP TyXaWH YrC KOHBEHLUMIT 4OTOOAbIH XYYrlb TOrTOOMXUIAH
ynrnan 6onroH awwurnax 6onox 6a gapaax Aasyy Tynyya YYCHS.

OnoH yncbiH XaMTbIH axunnaraaHbl Xyyrb 3px 3yWH YHASC Cyypb OOSHO.
HargsH opcoH Tanyya uaawmg KOHBEHUMIAH XeDKUMA HAMINT caHar, MPoTOKOr
opyyImk 6onHo.

o KoHBEHLMA MLLYYH33P OPCOH OPHYYA 3HAXYY rpasHuii aaryy banryynargcaH
uaryyaag 24 uar xonbooton barHa.

o Tanyya XyBUIAH X3BLUUITIM XaMTbIH aXunnaraaraa camxpyyrk TypLuniaraxmx
OONOMXKTON.

e Opornuory Tanyya eepuiiH XyCanTasp TIpryyrard, YagaBxbir G3xXXKyynax TeB
6ok 6ornHo.

BynanewTuiH KOHBEHUMTOW yAngyynaH [AOTOOAbIH Xyyfb TOrTOOMXMUT Guin
BONrOCHOOP OMOH YMChIH LAXUM raMT X3P3arTan TOMUIX LUAMAryypbIr XaHrax Hexuen
Oypaox M. OH3XYY KOHBEHL, Hb OMOH YMCbIH XaMTblH axunnaraar camkpyynax
Gereeq faBxap Xyynb 3px 3yWH LWaapanarbir xaHraxag Tycangar. KoHBeHUWIH
[0Tooz NpoueaypbiH 3apyM 3pX M3 Hb OfIOH YNCbIH XaMTbIH aXunnaraaHsl 6ynart
TycrargcaH 6angar. (Xascpant 2)

38https://rm.coe.int/t-cy-2020-16-bc-benefits-rep-provisional/16809ef6ac#:~:text=The%20Budapest%20
Convention%20requires%20States,cybercrime%20but%20any%20offence%20where
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BYN3r lll. MOHION YNC AAXb KUBEP AIOYNIYA BAAOAN

MoHron YncblH Tep, 3acraac xapuruaa XonbooHbl canbapbir XenKyyrnaX Hb YIC OpHbI
arynryn 6ananbir xaHraxag vyxan ad xornoorgonTon rSArMir OHLUTOMIOH aHxaapy
1922 oHooc 3xnaH [loTooadbir xamraanax ras3pbiH OyTuag wyyaaH, TenedoH, paguo,
Wwndp XxonbooHbl HAINKUAT Ganryymk WPCaH Hb MapgaannuiiH aroynryn 6angnbiH
raspbiH 9X Cyypb 60OMCOH TYyXTaN.

TexHVK TexHOMorn xyparam Xerkmx Oy eHeerMnH HUAramg MIgd3MMWIAH aloynrymn
6avgan xypuaap TaBurgax 6ariHa. MoHron YncelH YHA3CHUIA atoynryn 6angnbiH y3an
6apumTtnan, TarHyynelH 6anryynnarsiH Tyxan xXyynunH 11.1.6, Xapunuaa Xorn6ooHbl
Tyxan xyynuiH 20.3-T1 TepuiH Ganryynnaryygbir kmbep xangnaraac xamraanax
TOrTONUOOr GYpayynaxunir 3aacaH 6ereef 3H3 Yvr yyprunr MagsannuinH arynrymn
GananbiH razap XapankyynaH axunnax 6anHa®?.

Tyc Ganryynnara Hb TOPUIH M3433M3M, Xapuruaa XonbooHbl awynryn Gamgneir
XaHrax Yur YYpruviH XypasHa:

1. TepunH GOMOH OHU 4yxan M3AJNIMAH CYIDKI3, Xapunuaa XonboOoHbI
aroynryn 6ananbir xaHrax, Laxvmm aroyrs, 3aHanTtam TaMuaXx;

2.  Kubep awynryn 6ananbiH Tanaap 6apumTtnax 6oanorbiH GapymT Gudrnir
bonoBcpyynax;

3. TepwwH Ganryynnaryygan kmbep atoynrynm Gangan, mMagd33nnuviH arynrymn
BavganTtan xonbooTON 3PCAINUNAH YHINIII XUIX;

4. Kwubep aroynryn 6anansiH Tanaap cypranT cyptanuunraa 30XmoH banryynax;

5. TepwiH ©6ONOH HYTIMAH eepee yaupgax OanryynnarbiH X3parudsHg
awmrnargax Tycram XaparnasHUn WyyaaHrmiH YANYUIras yayynax;

6. TepwuiiH GONOH TEPUIAH 3axMpraaHbl banryynnaryyabiH XOOPOHZ TOPUAH HyYL|
M3[33, M3331aNn AaMXyyrax, CONnuILoX YEUNH HyyLnan alynryn 6angneir
XaHrax raCaH YMrnanasp yun axunnaraaraa sByymk 6avHa.

MOHIOn YNCbIH YHO3CHUW AIOYNTYN BANONbIH Y331 BAPUMTNAN

MoHron YnceiH YHOacHui Awoynryn bangneiH Y3an bapumTnang magaaniviH
atoynryn 6ananelH Tanaap 6apumtnax 6oanoreir gapaax 6angnaap To4OPXONIICOH
Gangar.

3.6.MapgaannuiH aroynryn 6angan

MagasannuitH canGapT YHOSCHWI allur COHMPXMbIT Xamraanax, Tep, UPraH, XyBWIH
X3BLUNUAH  M3Od3NNMIMH  OYpaH OyTaH, HyyunaracaH, XypTaamkTan Ganianbir
GaTanraaxyynax Hb M333MNNIAH aloynryii GananbIr XaHrax YHA3C MeH.

3.6.1.Mapg2annuiiH canbapT YHO3CHUIA allur COHMPXIbIr XaMraanax.

3.6.1.1.YHaacHun atoynry 6anansir xaHrax, ync OpHbl Xerknunr 43MXKUX, YHOICHUN
YHIT 3YWMMUT X3BLUYYI3X, HUAMUWH OIOYH CaHaar TeneBLUyYnaxag M3adarnan,
M3A33NNNAH aloynryn 6angan HaH Yyxan a4 xonborgonToun.

3.6.1.2.HuirmunH catran 3y, TortBopton Gampan, XyBb XYHUWA yxamcap, €c 3yng
XOHOMOHreec Heneenex Oponanorbir xs3raapnada. [awcarHan, snraBapnaH
ragyypxax y3an, y39H s4antbir CypTanyuncaH, 43MXKC3H cypTanyunraa, Maaasanivnr
TacnaH 30rcoox, caapManrkyyrnax 4agaBxbir 6ui 60Mnrox, yi 3eBLUEBPOX CITraxywr
HUAraMJ TONeBLUYYITHI.

3http:/fisd.gov.mn/
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3.6.1.3.YHA3CHU MagaannuiiH 43 OyTuaa Xxanaax alynaac xamraanax, 3A1InH 3acar,
HUAMUIH YaJaBXbIl Cynpyynax oponanioroTon TaMUax Yagasxbir 6uii 6onroHo.

3.6.1.4.MoHron Yncag ragaagblH XepeHre opyynantTah X3BNan M3O33MMIH
X3pParcan yHA3CHUIA arynryn Gavpang xapluvncaH ynn axunnaraa ssyynéan yun
axunnaraa siByynax apxuir Hb xssraapnax 60mnHo. XaBnan MaassansinimH XaparcimiiH
333MWKN, xapbsanan He un Tog OGanmx Gereen ywn axunnaraa He 60auTON,
TOHLBIPTIN, xapuyunaratan 6anHa. MagaannunH Xxaparcnasp YHAICHUA YHIT 3yWnuir
TYNXYY HUWATNSX, CcypTanynaxbir 3MKWXK, ragHbl LWallWH, COEn, TepuinH 6oanorbir
cypTanyuicaH aryynratan Magaanivir 30XMCTon TYBLUMH, Xs3raapnaHa.

3.6.1.5.MagaannuitH atoynry 6angnbiH YHOA3CHUA XAMKI3HMIA 60anoro, apx 3yWH
30XxMUyynanT, CTaHgapT, yaupanara, 30XMoH 6anryynant, cypranTtbiH TOrTonuoor oui
BONroX HAMram O3X ONNronT, M3OISrMIAT TONeBLUYYITHS.

3.6.1.7.Tep, xyBWWAH X3BWAMWH Ganryynnarag M34d3MnAvMnAH awynryi 6ananbiH
6opgnoro, Oar, 3pcoaNUH yaupAanara, A0TOO4 ayauT, YHAMra3HWM 4vagaBXxbir 6un
6orroHo.

3.6.1.8.MagaannuitH atoynryn 6aignbiH OpYUH YEMWH A3BLIWATAT, epTer Garatan
LWNAONUAT 36BX6H 3PCONMMIH YHIMI33HUA YHACSH O33P COHIOH alumriaHa. TepuiH
Gaviryynnara, oHL 4yxan O34 OyTumiH OObEeKTbIH M3O3NNUAH atynryn Ganansir
XaHrax 4ur yypruir engep TyBWWHA O3NTrargax, WTrOMXKMAATAC3H  YHOICHUN
MIOPrIOKUITTHIIP NYNLUITIYYIIHI.

3.6.1.9.6pcengex vagBapTam M3433Man, xapunuaa XonbooOHbl CUCTEM, TEXHUK
X3PArcan, nporpaMm XaHraMXxviH YHA3CHUA YANAB3pNan 601oH Mag33n 1K aloynrymn
GangnbiH Wnnaan GoNoBCpyynax axunnaraar A3MXUH XODKYYIDK TEXHOMOruinH
xapaat 6ananbir 6yypyynHa.

3.6.1.10.Magaanan, xapunuaa xon60o0HblI TEXHOMOI, M3A33NNIAH aroynryn 6anansiH
YAIMIANA3P YHAOSCHUIM Ccyypb OONMOH XxaBcapra cyganraa, LWWHXWAra3, cypranTbir
OHLIFOVMNOH A3MXWNH3.

3.6.1.11.Knubep opuunH gaxe ramT sSsBgantan TamMuax, anueaa raMT X3prunr nnpyynax,
HOTIIOXOA, TOOLOOMOX X3P3rCANMH KPUMUHANUCTUK TEXHUKUAH LUMHXUT33 aluurnax
YHOSCHWI YaaaBxbir 6ui 6onroHo.

3.6.1.12.MagaannuinH atoynrym Gaianbir xaHrax, M3433/MnAH OpYMHL ceprenaex
aroyrnaac Caprumnax, Kubep opunH faxb ramT aBganTam TOMUIX YUIT3ANA OFOH YIICbIH
XaMTbIH a)kunnaraar epreXyyniaH XenkyyrHa.

TATHYYIbIH BAUTYYNNATbIH TYXAU XYYNb
11 ayraap 3yun.TarHyysnbiH €PeHXUN raspbiH YYpPar
11.1.TarHyynbiH €peHXMI razap gapaax yypar ryiuaTraHa;
11.1.6.TepwuiiH 60MOH OHU, Yyxan M3g33MNMNIAH CYIDKI3, Xapuruaa XonbooHbl aoynrym
BavaneIr XxaHrax, Laxum awyn, 3aHantan 1amMuax; /OH3 3aanmad 2011 oHbl 6 dyzaap

capbiH 10-Hbl 60puliH Xyynuap eep4nenm, 2015 oHbl 7 dy2aap capbiH 9-HUl 60pulH
Xyynuap eepysieH HalpyyrcaH./
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XAPUIUAA XOJNTBOOHbI TYXAU XYYIb
20 pyraap 3ynn.Tycram X3aparfia3HUN XONGOOHbI CYJTK33

20.1.MoHron ¥YncblH ©aTtnaH xamraanax, awynryn OGamanbir xaHrax, ramiiraac
Xamraanax, raMT X3parTar TaMUSX, HUATMUIAH X3B XXypam caxuynax, TepunH 60moH
HYTIMAH yaupanareiH GanryynnarbiH X3parudaH, 30puyraH Tycrah X3parnasHUn
XONBOOHbI CyrmKaar GanryynaH axunnyymk 6onHo. /OHa xacaam 2019 oHbl 05 dyzaap
capbiH 30-Hbl 60pUliH Xyynuap eep4renm opyyrcaH./

20.2.Tycranm xap3arnasHuii XonbooHbI CYIMKas TePUIAH XxaMmraananrtag 6anHa.

20.3.Tycram xaparnasaHni xonbooHbl CyIka3 Ganryynax, awmrmiax XXypMbir 3acruiH
rasap TOITOOHO.

20.4.Tycram xaparnasHUn XOnbOOHbI CYIDKIIHA LaxuriraaH XonbooHb! cyBar, TOHOr
TOXOOPOMXUIT YANUNArYTan 6anryyrncaH rapasHni YHAC3H A433p aluurnaxHa.

20.5.Xapunuaa xonbooHbl CYyIDK33raap AaMxKyynax Tycram XaparnaaHuii XOrnOOoOHbI
M333NNMAH HYYLanT, Xamraanantbir 3H3 xyynunH 20.1-g 3aacaH Gawvryynnara
XapuyLHa

BYNAr Iv. TAOAAAbIH 3APUM OPHbI TYPLUJTATA
BHCY

BHCY 1980 oHOOC 3XN3H YHO3CHWI M3433MMAMIMH aoynryn 6angan 60noH HUArMUIH
CYJDKI9H A3X acyyanyyablr 3oxuuyynax Xyyrnb 60noBcpyymk axancaH 6a 1986 oHg
Xapunuaa xonbooHbI Cyrmkaar camkpyynax Tyxan xyyne (Expansion and promotion
of utilization of communications network act) aHx 6atamk 6anxa3.3° Ogooroop knbep
atoynryn G6angantar xonbooToW acyyanbir X34 X343H Xyynuap 30Xuuyyrk GaiHa.
Tyxann6an;3

CymxkasHun Tyxan xyynb (Network act),
Xapunuaa xonbooHbl Hyyubllr xamraanax Tyxanh xyynb (Protection of
communication secret act),

e Maasanan, xapunuaa xonbooHbl Aag 6yTuunr xamraanax tyxan (The act on
protection of information and communication infrastructure),
Llaxmm 3acarnaneiH Tyxan xyynb (Electronic government act),
YHaacHu 6atnaH xamraanaxblH M3O33nnuiH asg 6ytuunr 6w 6onrox,
MOA23NNMAH Heeuwnr yaupgax Tyxam xyynb (Act on Establishment of
infrastructure for information of national defence and management of
information resources for national defence),

e 353NWMMAH M3Od3NMNWUMAH  awwurnanT, xamraanantbiH Tyxan Xxyyne (Credit
information use and protection act),

e bBarpwneiH Magaannuir xamraanax Tyxan xyynb (Act on protection use of
location information),

e YINABIPNanNunH TEXHOMOMMIAT xamraanax Tyxanm xyynb (Act on Prevention of
Divulgence and protection of industrial technology),

e LlaxunraaH xon6ooHbl Gu3HeCUnH GONMOH CaHXYYIMIAH NYMBPbLIH TyXan Xyyrb
(Telecommunication business act and special act on financial fraud) 3apar
xyynuyg 6artgar 6aviHa.

330|ntroduction to Korean cyber security Law
3thttps://iclg.com/practice-areas/cybersecurity-laws-and-regulations/korea
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YHO3CHWUIA X3MX33HA Knbep xangrnaraac caprunmnax sopunroop “Kubep atoynryi
GananbiH MeHexmeHTunH 3oxuuyynanteiH (National cyber security management
regulation) xxypam”-bIr YHO3cHUIA Accambriert 6atancaH 6anHa. Yr xxypmaap 3acruiH
raspbiH 0anryynnaryygbiH (YHA3CHWUIA TarHyynblH andaHbl YHO3CHUIA atoynryn 6ananbiH
TeB, X6x OpAOH Aaxb YHOSCHUIA arynryn GamgnbiH anba) 3px yypar, oponuoor
TOoOOpPXONNcoH 6anHa.®*? Kubep xangnaraac xamraanax MagldannvinH g 6yTumiiH
Tyxaun Xyyrnb Hb YHO3CHUI aloynryn 6anpgantan wyyn xonborggor 6a Hunramg egep
Oyp Tynrapgar apyvMM Xyd, apyyn MaHA, 6aHK CaHXyyrviH LaxvuM ynn axunnaraar yr
xyynuap soxuuyyngar 6anHa. ConoHrocblH 3acruinH rasap 2002 oHa MagaannuiiH
A3g 6yTumir xamraanax Tyxaw xyynuir (Protecting critical information infrastrucutre
act) 6atancaH 6anHa. Yr xyynb Hb gapaax 6yTaurtan 6anHa.

M303313I1, XAPUIILAA XOHEQOHbI 030 6YTUWAr
XAMIAANAX TYXAU XYYIb
(The Act On Protection Of Information And Communication Infrastructure)

1 ayrasp 3ynn. 3opunro

OHaxXyy XyyrnuiiH 30pUIro Hb Xapunuaa XorbooHb!l HyyL, HyyLbIr XaMraanax,
Xapunuaa xornbooHbl 3pX Yeneer TOrmTooX, 30XMX XXYPMbIH Aaryy LWMAAB3P raprax
3amaap xapunuaa xorbooHbI 3pX Yeneer 30xulyyraxag OpLUnHO.

2 gyraap 3ynn. Hap ToMbE€oHbI Tannbap

3 gyraap 3ynn. Xapuruaa xornb00oHbl HyyLbIr Xxamraanax

4 nyraap 3ynn. Xyynb Oyc XsHanT wWanrantaap oK aBcaH M3433nan xyynb bycaap
yarHax, uaxmnraaH Xxonbo0oHbI aryynrbir HOTIIOX 6apyMT GOMNTOH alnriaxbIr XOPUIioxX
Tyxan

5 pyraap 3ynn. 3OpyyrmiH GanuaanTblH MIOJ3MNUMIAT Xsidraapnax 3eBLUeepriiH
Wwaagnara

6 pyraap 3ynn. OpyyrunH 6anuaanTbiH M3O33MUTUMIAT Xs3raapnax 3eBLUESPNUNH apra
X3M>K33 aBax dpx ONrox xypam

7 pyraap 3ynn. YHOSCHWUI aroynryn 6angang HUALYY3H Xapurdaa XornbooHbl XsHanT
8 ayraap 3ynn. OHuron 6ananbiH YEMnH xapunuaa xonboor xa3raaprax apra Xamxaa
9 pyrasp 3yunn. Xapunuaa xonbooH XSHaNT TaBUX apra XaMX33HUA X3P3NKUNT

10 pyraap 3ywnn. YarHax TexeepeMXuniiH 3eBLLIeeperT ONrox XXypam

11 gyraap 3ynn. HyyunaneiH yypar

12 pyraap 3ynn. Xapurnuaa xonbooHbl apra X3MX3araap OfK aBcaH MaTtepuarbir
almrnaxbir xa3raapnax Tyxam

13 pyraap 3yhn. JpyyrunH GavuaaH LWATISX YN axunnaraang M3gdarnan erex
Xypam

14 nyraap 3ynn. bycabiH HyyubIr 3aapyynax, 3epumx Tyxamn

15 pyraap 3ynn. YHaacHun AccambnenH xaHant

16 gyraap 3ynn. TopryynuinH 3aant

17 pyraap 3ynn. Topryynb oHorgyynax Tyxan

18 pyraap 3ynn. MamT Xapar yNNaaXuMnr 3aBgax Tyxan

32|bid Page 28
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MATAW3 YNIC

Manai3 ync knbep aroynryi 6angantan xondoooTon gapaax Lory, Xyynuyapir 6atancaH
Ganna. YyHa:

3oxmorynnK apxumiiH Tyxam xyynb (The Copyright (AmendmentAct),

TooH rapblH ycrumnH Tyxam xyynb (The Digital Signature Act),

TenemegmuuHmi Tyxan xyynb (The Telemedicine Act),

Xapunuaa xon6oo 6a mynstumeanaH Tyxam xyyne (The Communications and

Multimedia Act),

Llaxum xynangaaHsl Tyxan xyyns( Electronic Commerce Act),

TepunH uaxum ynn axunnaraaHsl Tyxan Xyynb (Electronic Government

Activities Act),

o  XyBWINH M3O33annuir xamraanax Tyxan xyynb (Personal Data Protection Act),
OpyyrviiH xyynb (Penal Code),

e Xyypamu M3433nnunH acpar xyynb (The Anti-Fake News Act) rax mat

Manan3 ync 1997 oHg KoOMMbHOTEPUNH FAMT X3P3rTan Tamuax Tyxan xyynuur (The
Computer Crimes Act) 6atancaH 6a 2011 oHbl 12-p capbiH 1-HO AaXWH LWMH3YUITCIH
GariHa. Yr xyynuap soxuuyymnx by xapunuaa:33?

KOMMbIOTEPUWH FAMT X3P3r T3 TOMLIX TYXAM XYYTb,
1997 ("CCA")

Bynar 1.

1. OH3 xyynb Hb 1997 oHa BGatnaracaH KoMnbOTEPUAH rAMT X3parTanm TOMLIX
Tyxaun Xyynuac awancaH 60nHo0. AHAXYY Xyyrnb Hb EpeHxui cangpir TOMUNCOH
©4peec 3XI3H Xy4uH Terenaep 6onHo

2. Hap ToMbéoHbl Tannbap

Bynar 2.
KomMnbloTeprintH M3433N31 pyy 36BLUO6PeIIryi H3BTPaX
TyxaH  komnbioTep  OOMOH  KOMMBIOTEPUAH  M3A433Nan  (#arta)-HA
30BLU6OPeIITYIN, caHaaTanraap HOBTPaxX
OH3 X3CaIT 3aacHbl garyy ram OypyyTtam rax y3Ban 50 MsAHraH puUHITUTI3C
NXTYM TOPryynb HOrayynax Gytoy TaBaH XMraac A33LUryM Xyrayaaraap Xopux
LUMIATIraN HOrayyrHa.
Yun axunnaraaHg H3BTP3X IPXrymrasp xangax
OpyyriH xyynuiH 573-p 3ying 3aacHaap 3anunaH MIXiaX, XOXMPOI
yypyynax roMT XaprmiH ymungan,
Oepoe 60noH bycap XyH33p xangnara yunaax,
OH3 X3CalT 3aacHbl garyy ramT Xapar YUIAcaH ram bypyyTtam a1rasasg 150
MSIHFAH PUHITUTI3C MXTYA X3MXKI9HUW TOPryynb HOrgyyrnax, 9CXyn apBaH
XKUIIAC OI33LUNYM Xyrauaaraap Xopux sinaap LWANTIaHA.
AnuBaa KOMNbIOTEPbIH 6reraen aryynrbir 3eBLIeepPesiryl eep4rnex
AnvBaa KOMMbIOTEPUIH aryynrbir 3eBLUEePeriTyil eepynex YUnaan XUWCaH
TOoXnongong ram dypyyrang TOOLHO.

333https://cyrilla.org/ar/entity/xqej2atn2lh ?file=1568729651356shamgdeopv.pdf&page=5
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OH3 X3CarT 3aacHbl Aaryy ramT xapar ynnacaH rax y3san 100-500 msaHraH
PVHITUTA3C O33Ny TOPryyrnb HOrAyynax, 3CXyn AOroorooc apBaH XWUIWAH
XOpUX sinaap WWNTI3H3.

3eBleepenryn xapunuax

-KomnbloTepT HABTPax Ayraap, Kog, Hyyw, yr acBan Oycag Xaparcnvir wyya
6onoH gam Gangnaap M343r4caH Toxuongong ram bypyytanm rax y3aHa. OHa
X3C3IT 3aacHbl Aaryy raMmTt Xapar YUngcaH ToXmongong 25 MsHraH puHrmruTaac
O33Ny TOPryynb HOrgyynax, 3CXyS rypBaH Wi XOpux sinaap LWWNTI3H3.
Mam OypyyTaHa WMATI3N OHOorgyynax

OHaxXyy XYyynunH Jaryy ramT X3par YWANA3XWWAr 3aBAcaH 3CBan YMNOC3H
TOXMONZONA ram OypyyTam 6a LUMATIANMIAT OHOrAYYIHa.

AnvBaa KoMMbloTEPT xagranargax 6anraa, nporpam erergen acean bycag
M333NUIAT Xyynb Bycaap 3eBLUeepenryn H3BTPaX,

Bbynar 3.
HamanT 60noH epeHxun 3aantyyq3*
XangnarbiH Lap xypa3
OHaxyy XyynuiiH 3aanTtag roMT 3TrasauiH MpraHwmn 6onoH opwmrH Galiraa
xapbsiannaac yn xamaapaH Manan3blH HyTar O3BCrapT XYYMH Terengep
ynnunax 6eree aH3 XyynunH garyy ramt Xapar yMnacaH atrasgmnr MananabiH
KomnbOTEPUIAH raMT X3parTan TaMUIX XYYNUIAH Aaryy WUATragar 6anHa.
Op3H cypBamknax, xypaax, 6apmBunax 6ypaH apx
OH3 Xyynb/ 3aacHbl garyy raMT Xapar YWnacaH 60noxbir HOTNox 6apumTaHa
YHOSCN3X 3CBaN LWYYMYMAH WNROB3p rapean, Ganuaardyaac O33W LONTON
(above the rank of Inspector) anbaH xaar4y raMT X3pruviH rasap Xxy4aap
HA3BTP3X, LWaapanaratan 6on caatyynax, ToHg Oaiiraa HoOTrox GapuMTbIr
Xaux, xypaax apxTan 6angar 6ariHa.
MepanerT caag yupyynax
Yr xyynb4 3aacHbl garyy anbaH xaardyuiH, apx yypruviH garyy mMepaner Xumx
ABUaA Xxangax, caag y4ypyynax, GavuaanTbir XOMLWyynaxbir XOpWrriogor
GaviHa.
fAnnax
Yr XyynuiH garyy snnax axwnnaraar YNncblH sinnardviH anbaH EcHbl
LIMNOB3P33p Annaxaac bycag Toxmongona snnaxryn.

334https://www.nacsa.gov.my/legal.php
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XABCPANT

XaBcpanT 1. OnoH yncbiH Kubep aloynryn 6angnbiH YMrnanasp
YWn axunnaraa siByymx oyn 6anryynnaryypn®®

BaiiryynnarbiH H3p

Xon6ooc

Xampax xypa3a

United Nations Internet Governance Forum

https://www.intgovforum.org/

multilingual/

Global

United States National Cyber security and
Communications Integration Center (NCCIC)

https://www.cisa.gov/about-cisa

National, Global

Messaging and Anti Abuse Working Group www.maawg.org Global

(MAAWG)

Anti-Abuse Working Group www.ripe.net Global

Forum for Incident Response Security Teams www.firest.org Global

(FIRST)

Asia Pacific Computer Emergency Response www.apcert.org Regional

Team (AP CERT)

Network Operators Groups (NOGs) https://en.wikipedia.org/ Global
wiki/Internet_network_
operators%27_group

Asia Pacific Economic Cooperation (APEC) www.apec.org Regional

ICANN Security and Stability Working Group www.icann.org Global

Cooperative Cyber Defense and Center of
Excellence (CCDCOE)

www,ccdcoe.org

Regional, Global

Council of Europe; Convention on Cybercrime www.conventions.coe.int Global
INTERPOL Interpolnyc.com Global
Internet Society (ISOC) www.internetsociety.org Global

3https://www.itic.org/dotAsset/c/c/cc91d83a-e8a9-40ac-8d75-0f544bad1a71.pdf
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XaBcpanT 2. ByaanewTuiiH KOHBEHLUUA HIFAC3H OPHYyR33®

(2020 oHbI 6 capbiH bangnaap)

KoHBeHUuMA H3ra3H opcoH yncyyn
Andorra Latvia
Argentina Liechtenstein
Armenia Lithuania
Australia Luxembourg
Austria Malta
Azerbaijan Mauritius
Belgium Republic of Moldova
Bosnia and Herzegovina Monaco
Bulgaria Montenegro
Cabo Verde Morocco
Canada Netherlands
Chile North Macedonia
Colombia Norway
Costa Rica Panama
Croatia Paraguay
Cyprus Peru
Czech Republic Philippines
Denmark Poland
Dominican Republic Portugal
Estonia Romania
Finland San Marino
France Senegal
Georgia Serbia Slovak
Germany Republic Slovenia
Ghana Spain
Greece Sri Lanka
Hungary Switzerland
Iceland Tonga
Israel Turkey
Italy Ukraine
Japan United Kingdom

United States of America

33%https://rm.coe.int/t-cy-2020-16-bc-benefits-rep-provisional/16809ef6ac#:~:text=The%20Budapest%20
Convention%20requires%20States,cybercrime%20but%20any%20offence%20where
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XaBcpanT 3. ByaanewTtuinH Knéep ramt xaparram TaMuax Tyxamn

KOHBEHLMMH 6YTaL

Bue paacaH xyynb

Hotnox 6apumT, mepaeH
6anuaaxtan xon6ootTon
npoueaypbiH Xyynb

OnoH yncbiH XaMTbIH
axunnaraa

Art. 2 — lllegal access

Art. 3 — lllegal interception
Art. 4 — Data interference
Art. 5 — System interference
Art. 6 — Misuse of devices
Art. 7 — Computer-related
forgery

Art. 8 — Computer-related
fraud

Art. 9 — Child pornography
Art. 10 — IPR offences

Art. 11 — Attempt, aiding,
abetting

Art. 12 — Corporate liability

Art. 14 — Scope of procedural
provisions

Art. 15 — Conditions and
safeguards

Art. 16 — Expedited
preservation

Art. 17 — Expedited
preservation and partial
disclosure of traffic data

Art. 18 — Production order
Art. 19 — Search and seizure
Art. 20 — Real-time collection
traffic data

Art. 21 — Interception of
content data

Art. 23 — General principles
Art. 24 — Extradition

Art. 25 — General rules

Art. 26 — Spontaneous

information
Art. 27 — MLA in absence of
treaty

Art. 28 — Confidentiality Art.
29 — Expedited preservation
Art. 30 — Partial disclosure
traffic data

Art. 31 — MLA accessing data
Art. 32 — Transborder access
Art. 33 — MLA collection traffic
data

Art. 34 — MLA interception
content

Art. 35 — 24/7 point of contact
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ALUNIMACAH MATEPUAN

Mapgaannuiin aroynryin 6ananeiH rasap http://www.isd.gov.mn/?lang=mné&cat=7

TepwitH Mag3anan xonbooHk! rasap https://www.cita.gov.mn/

Opx 3y M3a33annuiiH cuctem https://www.legalinfo.mn/
https://www.nato.int/cps/en/natohg/topics_140739.htm
https://www.dcaf.ch/sites/default/files/publications/documents/OnCyberwarfare-Schreier.pdf
https://www.vmware.com/topics/glossary/content/cyber-espionage
https://www.iso.org/standard/44375.html
https://lwww.itu.int/en/ITU-D/Cybersecurity/Pages/global-cybersecurity-index.aspx
https://www.secureworldexpo.com/industry-news/countries-dedicated-to-cybersecurity
https://www.cyberdb.co/top-10-countries-best-prepared-cyber-attacks/
https://www.cyberdb.co

https://cyberdb1.wpengine.com/database/usa/
https://www.cyberdb.co/top-10-countries-best-prepared-cyber-attacks/
https://cyberdb1.wpengine.com/databasef/israel/
https://www.broadcom.com/products/cyber-security

BSA International Cybersecurity Policy Framwork 2018
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185
https://statesassembly.gov.je/scrutinyreviewresearches/2018/research%20-%20briefing%20
paper%200n%20council%200f%Z20europe%20convention%200n%20cybercrime%20-%20
31%200ctober%202018.pdf
https://rm.coe.int/t-cy-2020-16-bc-benefits-rep-provisional/16809ef6ac#:~:text=The %20
Budapest%20Convention%20requires%20States,cybercrime%20but%20any%20offence %-
20where
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