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ÓÄÈÐÒÃÀË

Ñóäàëãààíû ìýäýýëëèéã äàðààõ 4 á¿ëýã àñóóäëûí õ¿ðýýíä àíãèëàí áîëîâñðóóëñàí:

1. Êèáåð àþóëã¿é áàéäàë, õàëäëàãûí òºðë¿¿ä;
2. Îëîí óëñûí ñòàíäàðò, áîäëîãûí çºâëºìæ, Áóäàïåøòèéí êîíâåíö;
3. Êèáåð àþóëã¿é áàéäëûí òàëààðõ Ìîíãîë Óëñàä áàðèìòàëæ áóé áîäëîãî, 

çîõèöóóëàëòûí îð÷èí;
4. Áóñàä îðíóóäûí òóðøëàãà (Ñîëîíãîñ, Ìàëàéç)

ÑÓÄÀËÃÀÀÍÛ ÕÓÐÀÀÍÃÓÉ

Êèáåð àþóëã¿é áàéäàë ºíºº öàãò õóâèéí àæ àõóéí íýãæýýñ ýõëýýä ýäèéí çàñãèéí 
ñàëáàð, öààøëààä ¿íäýñòíèé õýìæýýíä ÿðèãääàã íèéòëýã òîì ñýäýâ áîëæ õóâèðñàí 
áà òåõíèê òåõíîëîãèéí õºãæëººñ ¿¿äýëòýé æàì ¸ñíû àñóóäàë þì. Íýã õ¿íýýñ 
íºãºº õ¿íä î÷èõ öàõèì ìýäýý, ìýäýýëýë àíõíû àãóóëãà øèíæýý ãýýëã¿é  ¿íýí çºâ 
äàìæèõ ¸ ñòîé . Ãýâ÷  ìýäýýëëèé í óðñãàëûí çàì çóóðò õºíäëºíãèé í õ¿÷èí ç¿é ëñ 
íºëººëñíººð ìýäýýëëèé í àíõíû øèíæ òýìäýã àëäàãäàæ óã ìýäýýëëèé ã õ¿ëýýí 
àâàã÷ òàëä ñºðºã íºëºº ¿ç¿¿ëýõ, íýã ¸ ñíû “öàõèì õàëäëàãà ¿¿ñýõ” áîëîìæòîé. 

Ñóäàëãààíû íýãä¿ãýýð á¿ëýãò, êèáåð àþóëã¿é áàéäëûí òàëààð åðºíõèé 
ìýäýýëëèéã òóñãàñàí áà  ñèñòåìèéí ñóë òàëûã àøèãëàí õóâü õ¿í, àæ àõóé íýãæ, 
öààøëààä íóóöûí çýðýãëýëòýé ìýäýýëýë ð¿¿ õýðõýí íýâòýð÷ õàëäëàãà ¿éëääýã, 
¿¿íýýñ õýðõýí óðüä÷èëàí ñýðãèéëæ õàìãààëäàã òàëààðõ àñóóäëûã àâ÷ ¿çñýí.  

Õî¸ðäóãààð á¿ëýãò, îëîí óëñàä ìºðäºæ áàéãàà êèáåð àþóëã¿é áàéäàëòàé õîëáîîòîé 
ñòàíäàðò, áîäëîãûí çºâëºìæ áîëîí îëîí óëñûí ãýðýý êîíâåíöèéí òàëààðõ 
ìýäýýëëèéã îðóóëñàí. Îëîí óëñàä êèáåð àþóëã¿é áàéäàëòàé õîëáîîòîé ISO/
IEC 27032:2012, ISO 27001 ñòàíäàðòóóäûã ìºðääºã áºãººä äýýðõ ñòàíäàðòóóä íü 
ìýäýýëëèéí àþóëã¿é áàéäëûí ìåíåæìåíòèéí îëîí óëñàä õ¿ëýýí çºâøººðºãäñºí 
ñòàíäàðò þì. Àëèâàà óëñ îðíû öàõèì õàëäëàãààñ ººðèéãºº õàìãààëàõ ÷àäàìæèéã 
Oëîí óëñûí õàðèëöàà õîëáîîíû áàéãóóëëàãààñ (International Telecommunication 
Union) ãàðãàñàí êèáåð àþóëã¿é áàéäëûí èíäåêñýýð (The Global Cybersecurity 
Index) òîäîðõîéëäîã áàéíà. Óã èíäåêñèéã 1) õóóëü, ýðõ ç¿éí àðãà õýìæýý 
(Legal), 2) òåõíèêèéí àðãà õýìæýý (Technical Measures), 3) áàéãóóëëàãûí çîõèîí 
áàéãóóëàëòûí àðãà õýìæýý (Organization Measures), 4) ÷àäàâõ õºãæ¿¿ëýõ àðãà 
õýìæýý (Capacity Building Measures), 5) õàìòûí àæèëëàãàà (Cooperation Measures) 
ãýñýí ¿íäñýí 5 øàëãóóð ¿ç¿¿ëýëòýýð òîäîðõîéëäîã áàéíà.

Ìºí Îëîí óëñûí Ïðîãðàì õàíãàìæèéí õîëáîîíîîñ (BSA) çºâëºæ áóé êèáåð 
àþóëã¿é áàéäàëòàé õîëáîîòîé áîäëîãî áîëîâñðóóëàõàä çàñãèéí ãàçðóóäàä 
øààðäàãäàõ  6 òóëãóóð çàð÷ìûã òîäîðõîéëñîí. Ò¿¿í÷ëýí  2004 îíîîñ õýðýãæèæ 
ýõýëñýí Áóäàïåøòèéí Êèáåð ãýìò õýðýãòýé òýìöýõ òóõàé êîíâåíöèéí ¿çýë 
áàðèìòëàë, çîðèëãî, íýãäýí îðñíîîð ¿¿ñýæ áîëîõ äàâóó òàëóóäûã ìºí ýíý á¿ëýãò 
òîéìëîí îðóóëñàí.  

Ãóðàâäóãààð á¿ëýãò, Ìîíãîë Óëñ äàõü êèáåð àþóëã¿é áàéäëûí õóóëü, ýðõ ç¿éí 
îð÷èí, êèáåð àþóëã¿é áàéäàëòàé õîëáîîòîé ¿íäýñíèé àþóëã¿é áàéäëûí ñòðàòåãè, 
ìýäýýëëèéí àþóëã¿é áàéäëûã õàðèóöñàí áàéãóóëëàãà, ò¿¿íèé ÷èã ¿¿ðãèéí òàëààðõ 
ìýäýýëëèéã îðóóëñàí. 
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Äºðºâä¿ãýýð á¿ëýãò,  êèáåð àþóëã¿é áàéäëûí èíäåêñýýð òýðã¿¿ëýõ áàéð ñóóðü 
ýçýëäýã ñàéí òóðøëàãàòàé îðíóóäûí æèøýý áîëãîæ Ñîëîíãîñ áîëîí Ìàëàéç 
óëñûí òóðøëàãà, öàõèì ãýìò õýðýãòýé òýìöýõ òóõàé  áèå äààñàí õóóëü áîëîí 
õîëáîãäîõ áóñàä õóóëèóäûí òàëààðõ ìýäýýëëèéã îðóóëñàí. 

Ò¿ëõ¿¿ð ¿ã: Êèáåð àþóëã¿é áàéäàë, Ìýäýýëëèéí àþóëã¿é áàéäàë, Êèáåð àþóëã¿é 
áàéäëûí èíäåêñ, Áóäàïåøòèéí Êèáåð ãýìò õýðýãòýé òýìöýõ òóõàé êîíâåíö

Keywords: Cybersecurity, Information security, Global cyber security index, Budapest 
cybersecurity convention, 
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Á¯ËÝÃ I. ÊÈÁÅÐ ÀÞÓËÃ¯É ÁÀÉÄÀË

Ìýäýýëëèéí àþóëã¿é áàéäàë ãýäýã íü ìýäýýëýë áîëîí ìýäýýëëèéí ñèñòåìä 
çºâøººðºëã¿é õàíäàõ, ìýäýýëëèéã àøèãëàõ, èë áîëãîõ, ººð÷ëºõ, õóóëàõ, óñòãàõ, 
ìýäýýëëèéí ñèñòåìèéí ¿éë àæèëëàãààã òàñàëäóóëàõ, ãàäíààñ õÿíàëò õèéõýýñ 
õàìãààëàõûã õýëíý.310308

Êèáåð àþóëã¿é áàéäàë ãýäýã íü êèáåð ãýìò õýðãýýñ ñèñòåì, ñ¿ëæýý, ºãºãäëèéã 
õàìãààëàõàä çîðèóëàãäñàí òåõíîëîãè, ¿éë ÿâö, àðãà õýìæýýíýýñ á¿ðääýã.311309 
Êèáåð àþóëã¿é áàéäàë íü êèáåð õàëäëàãûí ýðñäýëèéã áóóðóóëæ, ñèñòåì, 
ñ¿ëæýý, òåõíîëîãèéã ñàíààòàéãààð àøèãëàñààð áàéãàà õ¿ì¿¿ñýýñ àæ àõóéí 
íýãæ, áàéãóóëëàãà, õóâü õ¿ì¿¿ñèéã õàìãààëàõàä ÷èãëýãääýã. Êèáåð õàëäëàãóóä 
íü îëîí ÿíçûí õýëáýðòýé áàéíà. (æèøýý íü ïðîãðàìûí äîâòîëãîîíóóä, malware, 
ransomware, ôèøèíã ãýõ ìýò). Êèáåð õàëäëàãà íü èõýâ÷ëýí õóëãàéãààð (òºëáºðèéí 
êàðòûí ºãºãäºë, õýðýãëýã÷èéí ìýäýýëýë, êîìïàíèé íóóöëàë, îþóíû ºì÷èéí ýðõèéã 
çºð÷èõ ãýõ ìýò) ñ¿ëæýýíä çºâøººðºëã¿é íýâòðýí õîõèðîã÷ ýòãýýäýä ñàíõ¿¿ãèéí 
áîëîí íýð õ¿íäèéí õîõèðîë ó÷ðóóëàõ çîðèëãîîð õèéãääýã àæèëëàãàà þì.  Êèáåð 
õàëäëàãóóä  óëàì á¿ð áîëîâñðîíãóé áîëñîîð áàéãàà áà îëîí óëñàä àëèâàà óëñûí 
çàñãèéí ãàçðûí ìýäýýëëèéí ñàíä õàëäàæ óëñ îðíû àþóëã¿é áàéäàë, áàòëàí 
õàìãààëàõ, öýðýã, ñòðàòåãè, óëñ òºðèéí ñàëáàðò ÷èãëýñýí àþóë çàíàë ó÷ðóóëàõ 
ÿâäàë ò¿ãýýìýë áîëæ áàéíà. Ýäãýýðýýñ çàðèì íýã íèéòëýã àþóë çàíàëûã äóðäâàë:

 Cyber terrorism íü òåððîðèñò á¿ëýãëýë¿¿äýýñ çàñãèéí ãàçðûí ¿çýë ñóðòëûí 
áîëîí óëñ òºðèéí õºòºëáºðò íýâòðýí îðæ òîäîðõîé çîðèëãîîð ìýäýýëëèéí 
òåõíîëîãèéã àøèãëàäàã õýëáýð þì. Ñ¿ëæýýí¿¿ä, êîìïüþòåðèéí ñèñòåì, 
õàðèëöàà õîëáîîíû äýä á¿òöýä íýâòýð÷ õàëääàã.312310

 Cyber warfare íü óëñ ¿íäýñòíèé ñ¿ëæýýíä íýâòýð÷, ìýäýýëëèéí 
òåõíîëîãèéã äîãîëäóóëäàã. Cyber warfare äîâòîëãîîíóóä íü ¿íäñýí 
ñ¿ëæýýã ýâäýõ áà òóõàéí ñ¿ëæýýíèé õýâèéí àæèëëàãààã òàñàëäóóëàõ 
÷óõàë ºãºãäëèéã áîîãäóóëàõ çàìààð õàëäëàãà ¿éëääýã313311.

 Cyber espionage íü ýçýìøèã÷èéí çºâøººðºëã¿éãýýð íóóö ìýäýýëëèéã 
îëæ àâàõ òàãíàõ õýëáýð þì. Cyber espionage íü ñòðàòåãèéí, ýäèéí 
çàñãèéí, óëñ òºðèéí, öýðãèéí äàâóó òàëûã îëæ àâàõàä àøèãëàãääàã.314312

ÕÀËÄËÀÃÛÍ ÀÐÃÀ ÕÝËÁÝÐ¯¯Ä

Êèáåð ãýìò õýðýãòíèé ç¿ãýýñ õàëäëàãà ¿éëäýõ õýä õýäýí àðãà õýëáýð¿¿ä áàéäàã 
áºãººä òýäãýýð íü õîðòîé ïðîãðàìûã êîìïüþòåðò îðóóëàõ, ýñõ¿ë ºãºãäëèéã 
õóëãàéëàõ çýðýã îëîí àðãà çàìààð õýðýãæäýã áàéíà. ¯¿íä:

 Social engineering- Õóâü õ¿íèé ñóë òàëûã àøèãëàí õîðòîé õîëáîîñ äýýð 
äàðóóëàõ, ýñâýë õóóðàí ìýõëýõ çàìààð êîìïüþòåðò íýâòðýõ ýðõ îëæ àâàõ 
àðãà;

 Phishing /ºãººø õàÿõ çàìààð õîõèðîã÷èéã óäèðäàõ/-Õóóðàì÷ àæ àõóéí 
íýãæ áàéãóóëàõ, ýñõ¿ë òýäíèéã òºëººëºõ çàìààð õýðýãëýã÷èéí ìýäýýëëèéã 
îëæ àâàõûã îðîëäîõ ¿éëäýë;

310Ìýäýýëëèéí àþóëã¿é áàéäëûí ãàçàð
311Òºðèéí ìýäýýëýë õîëáîîíû ãàçàð
312https://www.nato.int/cps/en/natohq/topics_140739.htm?
313https://www.dcaf.ch/sites/default/fi les/publications/documents/OnCyberwarfare-Schreier.pdf
314https://www.vmware.com/topics/glossary/content/cyber-espionage
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 Pharming /Èíòåðíýò çàëèëàí/-Âýá ñàéòûí ìýäýýëëèéí óðñãàëûã ººð 
ç¿ãò ÷èãë¿¿ëýõ, õóóðàì÷ âýáñàéò ¿éëäýõ çýðãýýð õóâü õ¿íèé ìýäýýëëèéã 
õóëãàéëàõ õàëäëàãà;

 Drive-by /æîëîîäîõ/-Ñèñòåì äîòîðõ òîäîðõîé ñóë òàëóóäûã àøèãëàæ 
õàëäàõ;.  

 Man in the middle /çóó÷ëàã÷/- Òàëóóäûí õàðèëöààíä õºíäëºíãººñ 
îðîëöîæ ¿ð ä¿íä íü õàêåð õî¸ð òàëûã õî¸óëàíã íü óäèðäàõ, õîõèðîîõ 
áîëîìæòîé áîëîõ àðãà.

Malware íü êîìïüþòåðèéí ñèñòåìèéã òàñàëäóóëàõ, ãýìòýýõ, çºâøººðºëã¿é 
íýâòðýõ çîðèëãîîð òóñãàéëàí á¿òýýñýí ïðîãðàì õàíãàìæ áºãººä ýäãýýð íü 
äàðààõ õýëáýðòýé áàéäàã:

 Ransomware íü êîìïüþòåðèéí ñèñòåì äýýð õîðòîé ïðîãðàììààð êèáåð 
õàëäëàãûã ýõë¿¿ëñíèé äàðàà òºëáºð øààðääàã õýëáýð þì. Ýíý òºðëèéí 
õîðò ïðîãðàì íü ãýìò õýðýãòí¿¿äèéí äóíä ò¿ãýýìýë áîëæ, æèë á¿ð ñàÿ ñàÿ 
áàéãóóëëàãûã õîõèðîîæ áàéíà.

 Viruses (Âèðóñ) íü íýã êîìïüþòåðýýñ íºãºº êîìïüþòåðò ººðºº ººðèéãºº 
õóóëáàðëàõ áîëîìæòîé æèæèã õýìæýýíèé êîä þì.

 Worms (ªò) íü áóñàä êîìïüþòåðóóäàä òàðõàõûí òóëä ººðèéãºº 
õóóëáàðëàäàã áèå äààñàí õîðòîé ïðîãðàì þì.

 Trojans (Òðîÿí) âèðóñ íü íýã ôóíêö (æèøýýëáýë, âèðóñ àðèëãàõ) ìýò 
õàðàãääàã ïðîãðàì áîëîâ÷ ÿã ¿íýíäýý ¿éëäýë õèéõ ¿åä ñèñòåìèéã 
ãýìòýýäýã áàéíà.

 Spyware/adware òºðºë á¿ðèéí ôàéë õàâñàðãàäàã áà ¿¿íèéã íýýõ õîëáîîñ 
äýýð äàðàõ ýñâýë õîðòîé ïðîãðàìûã òàòàæ àâàõ ¿åä ñèñòåìä íýâòýð÷ 
õîõèðîë ó÷ðóóëäàã. 

ÕÀËÄËÀÃÀ ¯ÉËÄÝÕ ÑÓÂÃÓÓÄ

 Õîðòîé ïðîãðàì (êîä)-ààð äàìæèí õàëäààõ
 Öàõèì øóóäàí, ìåññåæýýð äàìæèí õàëäààõ
 Öàõèì õóóäàñ, íèéòèéí ñ¿ëæýýãýýð äàìæèí õàëäààõ
 Íóóö ¿ã òàéëàõ
 Òºëáºðòýé ïðîãðàììûã ýâäýæ àøèãëàõ
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Á¯ËÝÃ II. ÊÈÁÅÐ ÀÞÓËÃ¯É ÁÀÉÄËÛÍ ÎËÎÍ ÓËÑÛÍ ÑÒÀÍÄÀÐÒ

Îëîí óëñûí ñòàíäàðò÷èëëûí áàéãóóëëàãàañ (ISO) êèáåð àþóëã¿é áàéäëûí 
îéëãîëò, øàëãóóð, áîëîâñðîíãóé áîëãîõ çàð÷ìóóäûã áàãòààñàí ISO/IEC 27032:2012 
Information technology (Ìýäýýëëèéí òåõíîëîãè) Îëîí óëñûí ñòàíäàðòûã 2012 
îíû 7 äóãààð ñàðä òîãòîîñîí áàéíà.315313Óã ñòàíäàðòàä êèáåð àþóëã¿é áàéäàë, 
ñ¿ëæýýíèé àþóëã¿é áàéäàë, õýðýãëýýíèé àþóëã¿é áàéäàë, èíòåðíýòèéí àþóëã¿é 
áàéäàë, äýä á¿òöèéí àþóëã¿é áàéäàë ãýõ ìýò íýð òîìü¸îíóóäûã òîäîðõîéëñîí 
áàéíà. Ò¿¿í÷ëýí ISO 27001 íü ìýäýýëëèéí àþóëã¿é áàéäëûí ìåíåæìåíòèéí îëîí 
óëñàä õ¿ëýýí çºâøººðºãäñºí ñòàíäàðò þì. Ýíýõ¿¿ ñòàíäàðòûã õýðýãæ¿¿ëñíýýð 
ìýäýýëëèéã õàìãààëàõ, ìýäýýëëèéí àþóëã¿é áàéäëûã õàíãàõòàé õîëáîîòîé àðãà 
õýìæýýã øàëãóóð ¿ç¿¿ëýëò áîëãîí òàëóóäàä áàòàëãàà ºãäºã áàéíà. 

ÄÝËÕÈÉÍ ÊÈÁÅÐ ÀÞÓËÃ¯É ÁÀÉÄËÛÍ ÈÍÄÅÊÑ (GCI)

Àìåðèê, Àíãëè, Ãåðìàí òýðã¿¿òýé  ºðíºäèé í õºãæèíã¿é  îðíóóä êèáåð àþóëã¿é 
áàéäëààðàà äýëõèéä òýðã¿¿ëæ áàéíà. Öàõèì õàëäëàãààñ ººðèéãºº õàìãààëàõ 
÷àäàìæèéã Îëîí óëñûí õàðèëöàà õîëáîîíû áàéãóóëëàãà (International 
Telecommunication Union)-ààñ ãàðãàñàí Äýëõèéí êèáåð àþóëã¿é áàéäëûí 
èíäåêñýýð (The Global Cybersecurity Index) òîäîðõîéëäîã. Óã èíäåêñ (GCI)  
íü äýëõèéí óëñ îðíóóäûí êèáåð àþóëã¿é áàéäëûí ò¿âøèíã òîäîðõîéëñîí 
èòãýìæëýãäñýí ëàâëàãàà áîëäîã áàéíà.316314 
Êèáåð àþóëã¿é áàéäàë íü îëîí ñàëáàðûí îãòîëöëîëä îðøäîã òóë óëñ îðíóóäûí 
êèáåð àþóëã¿é áàéäëûí õºãæëèéí ò¿âøèíã äàðààõ 5 òóëãóóð øàëãóóðààð ¿íýëäýã 
áàéíà. 

 Õóóëü, ýðõ ç¿éí îð÷èí (Legislative environment)
 Òåõíèêèéí àðãà õýìæýý (Technical Measures)
 Áàéãóóëëàãûí àðãà õýìæýý (Organization Measures)
 ×àäàâõ õºãæ¿¿ëýõ àðãà õýìæýý (Capacity Building Measures)
 Õàìòûí àæèëëàãààíû îð÷èí (Cooperation Measures)

Ýäãýýð øàëãóóð òóñ á¿ðò òóõàéí îðíû êèáåð àþóëã¿é áàéäëûí ò¿âøèíã ¿íýëýõ  
äàðààõ òîäîðõîé ¿ç¿¿ëýëò¿¿ä áàãòäàã áàéíà. ¯¿íä:317315

Õóóëü ýðõ ç¿éí îð÷èí

 Êèáåð àþóëã¿é áàéäëûí òóõàé õóóëü
 Êèáåð àþóëã¿é áàéäëûã çîõèöóóëàõ àðãà õýìæýý
 Ñïàì, õàëäëàãûã õÿçãààðëàõ õóóëü ýðõ ç¿é

Òåõíèêèéí àðãà õýìæýý

 CIRT-(Computer Incident Response Team) Êîìïüþòåðûí ãýìòëèéí õàðèó 
àðãà õýìæýýíèé áàã

 CERT-(Computer Emergency Response Team) Êîìïüþòåðèéí ò¿ðãýí 
òóñëàìæèéí áàã

 CSIRT-(Ñomputer Security Incident Response Team) Kîìïüþòåðèéí 
àþóëã¿é áàéäëûã õàíãàõ õàðèó àðãà õýìæýýíèé áàã

 Ñòàíäàðò õýðýãæ¿¿ëýõ ñòðàòåãè

315https://www.iso.org/standard/44375.html
316https://www.itu.int/en/ITU-D/Cybersecurity/Pages/global-cybersecurity-index.aspx
317https://www.secureworldexpo.com/industry-news/countries-dedicated-to-cybersecurity
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 Ñòàíäàðò÷èëëûí áàéãóóëëàãà
 Ñïàì õàëäëàãûã àðèëãàõàä ÷èãëýñýí òåõíèêèéí ìåõàíèçì, ÷àäàâõ
 Êèáåð àþóëã¿é áàéäëûí çîðèëãîä ¿¿ëýí òåõíîëîãè àøèãëàõ
 Õ¿¿õýä áàãà÷óóäûã îíëàéíààð õàìãààëàõ ìåõàíèçì

Áàéãóóëëàãûí àðãà õýìæýý

 ¯íäýñíèé êèáåð àþóëã¿é áàéäëûí ñòðàòåãè
 Êèáåð àþóëã¿é áàéäëûí àãåíòëàã
 Êèáåð àþóëã¿é áàéäëûí õýìæèãäýõ¿¿í (Cybersecurity metrics)

×àäàâõ áýõæ¿¿ëýõ

 Îëîí íèéòèéã ìýäýýëëýýð õàíãàõ
 Êèáåð àþóëã¿é áàéäëûí ìýðãýæèëòíèéã ãýð÷èëãýýæ¿¿ëýõ, ìàãàäëàí 

èòãýìæëýõ òîãòîëöîî
 Êèáåð àþóëã¿é áàéäëûí òàëààð ìýðãýæèëòýí áýëòãýõ
 Êèáåð àþóëã¿é áàéäëûí áîëîâñðîëûí òóõàé ìýðãýæëèéí áàãøèéí 

ñóðãàëò
 Êèáåð àþóëã¿é áàéäëûí ýðäýì øèíæèëãýý, ñóäàëãààíû õºòºëáºð (öàõèì 

äýä á¿òöèéã õàìãààëàõ õºòºëáºð) 
 Óðàìøóóëëûí ìåõàíèçì

Õàìòûí àæèëëàãàà 

 Õî¸ð òàë õ¿ëýýí çºâøººðñºí áàéõ
 Îëîí òàë õ¿ëýýí çºâøººðñºí áàéõ
 Îëîí óëñûí îðîëöîã÷ òàëóóäòàé áàéõ
 Îëîí íèéòèéí áîëîí õóâèéí õýâøëèéí îðîëöîã÷ òàëóäòàé áàéõ
 Õàìòðàã÷ àãåíòëàãóóäòàé áàéõ
 Ñàéí òóðøëàãà, ¿éë àæèëëàãààòàé áàéõ

Îëîí óëñûí õàðèëöàà õîëáîîíû áàéãóóëëàãûí äýýðõ 5 øàëãóóð ¿ç¿¿ëýëòýýð 
¿íýëæ, èíäåêñèéã òîäîðõîéëñíîîð òóõàéí óëñ êèáåð õàëäëàãààñ óðüä÷èëàí 
ñýðãèéëýõ ÷àäàìæòàé ýñýõèéã òîäîðõîéëîõ áà áîäëîãûí ò¿âøèíä äýýðõ 
øàëãóóðóóäûã  òîãòîîõûã  çºâëºìæ áîëãîäîã áàéíà. 

ÊÈÁÅÐ ÀÞÓËÃ¯É ÁÀÉÄËÛÍ ØÀËÃÓÓÐ ÕÀÍÃÀÑÀÍ ØÈËÄÝÃ 10 ÓËÑ

Îëîí óëñûí õàðèëöàà õîëáîîíû áàéãóóëëàãà (ITU)-ààñ ãàðãàñàí ñóäàëãààãààð 
öàõèì àþóëã¿é áàéäëûí 5 øàëãóóðûã õàíãàñàí öàõèì õàëäëàãààñ óðüä÷èëàí 
ñýðãèéëýõ ÷àäàâõ ºíäºð óëñóóäûí èíäåêñ318316(0 ≤N ≤1):

 Óëñ Èíäåêñ
 GCI 
score

Õóóëü
Legal 

Òåõíèê 
Technical

Áàéãóóëëàãà
Organizaional

×àäàâõ
Capacity 
building

Õàìòûí 
àæèëëàãàà
Cooperation

Singapore 0.92 0.95 0.96 0.88 0.97 0.87
USA 0.91 1 0.96 0.92 1 0.73

Malaysia 0.89 087 0.96 0.77 1 0.87
Oman 0.87 0.98 0.82 0.85 0.95 0.75
Estonia 0.84 0.99 0.82 0.85 0.94 0.64

318https://www.cyberdb.co/top-10-countries-best-prepared-cyber-attacks/
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Mauritius 0.82 0.85 0.96 0.74 0.91 0.70
Australia 0.82 0.94 0.96 0.86 0.94 0.44
Georgia 0.81 0.91 0.77 0.82 0.90 0.70
France 0.81 0.94 0.96 0.60 1 0.61
Canada 0.81 0.94 0.93 0.71 0.82 0.70

(Ýõ ñóðâàëæ: International Telecommunication Union 2017)

CyberDB ñóäàëãààíû ïëàòôîðì íü319317äýëõèé äàÿàð öàõèì ñàëáàðûí øèíý 
òåõíîëîãè øèéäë¿¿äèéí òàëààð ìýäýýëýë ñóäàëãàà, ä¿í øèíæèëãýý õèéäýã áà óã 
áàéãóóëëàãààñ êèáåð àþóëã¿é áàéäëààð äýýðõ æàãñààëòàä îðîîã¿é îðíóóä áîëîí 
òýðã¿¿ëýã÷ óëñóóäûã äàðààõ áàéäëààð òîäðóóëñàí áàéíà. 

Àìåðèê: Æèë á¿ð àñàð èõ õýìæýýíèé êèáåð õàëäëàãàä ºðòºæ áóé îðíóóäûí 
íýã áîë Àìåðèêèéí Íýãäñýí Óëñ þì. Òèéì ÷ ó÷ðààñ êèáåð àþóëã¿é áàéäëûí 
êîìïàíèóäûí 58 îð÷èì õóâü íü Àìåðèêò áàéðëàäàã áºãººä êèáåð õàëäëàãàòàé 
òýìöýõ øèíý àðãà çàìóóäûã ñóäàëñààð áàéíà.320318 

Èçðàèëü: Êèáåð àþóëã¿é áàéäëûí òîãòîëöîî ñàéòàé óëñ321319áºãººä êèáåð àþóëã¿é 
áàéäëûí ÷èãëýëýýð îëîí øèíý ñòàðòàï êîìïàíèóä ¿¿ñ÷ èõ õýìæýýíèé ñàíõ¿¿æèëò 
òàòàæ áàéíà.322320

Îðîñ: ÎÕÓ-ûã öàõèì òàãíóóë, óëñ òºðèéí öàõèì õàëäëàãàä èõýýõýí áóðóóòãàäàã 
áà öàõèì õàëäëàãààñ ººðñäèéãºº ìàø ñàéí õàìãààëàõ ÷àäàâõ, áîëîâñîí õ¿÷èí, 
òåõíîëîãèòîé áàéíà.

Õÿòàä: 2017 îíä Õÿòàä óëñ Êèáåð àþóëã¿é áàéäëûí òóõàé øèíý õóóëü áàòàëæ, 
êèáåð àþóëã¿é áàéäàë, ¿íäýñíèé àþóëã¿é áàéäëàà õàìãààëàõûã çîðèëãî òàâüñàí 
þì.

Ýñòîíè: Öàõèì çàñàãëàëààðàà (e-governance) äýëõèéä òàíèãäñàí áºãººä 2007 
îíîîñ ýõëýí öàõèì õàëäëàãàòàé ¿ð ä¿íòýé òýìöýæ êèáåð àþóëã¿é áàéäëûí ñàéí 
òóðøëàãàòàé îðíóóäàä òîîöîãääîã.

ÖÀÕÈÌ ÕÀËÄËÀÃÀÄ ÕÀÌÃÈÉÍ ÈÕ ªÐÒÄªÃ ÓËÑÓÓÄ

Symantec (Security research fi rm) ñóäàëãààíû áàéãóóëëàãààñ öàõèì õàëäëàãàä 
õàìãèéí èõ ºðòäºã óëñóóäûã òîäîðõîéëñîí áàéíà. Èíãýõäýý äàðààõ 6 ò¿ãýýìýë 
õàëäëàãûã øàëãóóð ¿ç¿¿ëýëò áîëãîí ä¿í øèíæèëãýý õèéñýí áàéíà.323321

1. Êîìïüþòåðèéí õàëäëàãà (Ìalicious computer activity)
2. Õîðòîé êîäîîð õàëäàõ (Malicious code)
3. Ñïàì (Spam zombies)
4. ªãººø õàÿõ çàìààð õàëäàõ (Phishing web site hosts)
5. Áîò àøèãëàõ (Bot)
6. Ýõ ¿¿ñâýðò øóóä õàëäàõ (Attack origin rank)

319https://www.cyberdb.co
320https://cyberdb1.wpengine.com/database/usa/
321https://www.cyberdb.co/top-10-countries-best-prepared-cyber-attacks/
322https://cyberdb1.wpengine.com/database/israel/
323https://www.broadcom.com/products/cyber-security
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BSA: ÎËÎÍ ÓËÑÛÍ ÊÈÁÅÐ ÀÞÓËÃ¯É ÁÀÉÄËÛÍ ÁÎÄËÎÃÎ 
¯ÉË ÀÆÈËËÀÃÀÀ

Ñ¿¿ëèéí æèë¿¿äýä êèáåð àþóëã¿é áàéäëûã õàíãàñàí áîäëîãî, ýðõ ç¿éí îð÷íûã 
á¿ðä¿¿ëýõýýð äýëõèéí á¿õ çàñãèéí ãàçðóóä õè÷ýýí àæèëëàæ áàéíà. Æèë á¿ð 
êèáåð ãýìò õýðýã äýëõèéí ýäèéí çàñãààñ õýäýí çóóí òýðáóì äîëëàðûã çàëèëæ, 
áèçíåñèéí ¿éë÷èëãýýã òàñàëäóóëæ, èííîâàöèéã ñààòóóëæ, àæëûí áàéðíû 
ºñºëòèéã öàðöààæ áàéíà322. Äýëõèéí Çàñãèéí ãàçðóóä ýäãýýð àþóëûã ¿ð ä¿íòýé 
äàâàí òóóëàõ íü êèáåð àþóëã¿é áàéäëûí òàëààðõ òýíöâýðòýé, öîãö óõààëàã, ¿ð 
ä¿íòýé áîäëîãî áîëîâñðóóëàõààñ õàìààðíà õýìýýí ¿çýæ áàéíà. 

BSA | Ïðîãðàì õàíãàìæèéí õîëáîî (www.bsa.org) íü äýëõèéí çàñãèéí ãàçðóóä 
áîëîí îëîí óëñûí çàõ çýýë äýýðõ ïðîãðàì õàíãàìæèéí êîìïàíèóäûã íýãòãýñýí 
îëîí óëñûí áàéãóóëëàãà þì. Óã áàéãóóëëàãà íü ÀÍÓ-ûí Âàøèíãòîí õîòîä òºâòýé 
áºãººä äýëõèéí 60 ãàðóé îðîíä ¿éë àæèëëàãàà ÿâóóëäàã áà BSA íü õóóëü ¸ñíû 
ïðîãðàì õàíãàìæèéã ñóðòàë÷ëàõ, òåõíîëîãèéí øèíý÷ëýëèéã äýìæèæ òºðèéí 
áîäëîãûã ñóðòàë÷ëàõ, îëîí óëñûí êèáåð àþóëã¿é áàéäëûí áîäëîãûí õ¿ðýýíä 
öàõèì àþóëã¿é áàéäëûí öîãö øèéäë¿¿äèéã ñàíàë áîëãîäîã áàéíà.

BSA-ãèéí ãàðãàñàí áîäëîãûí õ¿ðýýíä (Policy framework) çàñãèéí ãàçðààñ êèáåð 
àþóëã¿é áàéäëûí áîäëîãî ÿâóóëàõäàà äàðààõ ¿íäñýí 6 çàð÷èìä òóëãóóðëàõûã  
çºâëºæ áàéíà.

 Áîäëîãûã îëîí óëñûí õýìæýýíä õ¿ëýýí çºâøººðºãäñºí òåõíèêèéí 
ñòàíäàðòàä íèéö¿¿ëýõ;

 Áîäëîãî íü ýðñäýëä ñóóðèëñàí, ¿ð ä¿íä ÷èãëýñýí, òºâèéã ñàõèñàí 
òåõíîëîãèòîé áàéõ;

 Áîäëîãî íü çàõ çýýëèéí ìåõàíèçìä ñóóðèëàõ;
 Áîäëîãî íü èííîâàöèéã äýìæèõ óÿí õàòàí, äàñàí çîõèöîõ ÷àäâàðòàé áàéõ;
 Òºð, õóâèéí õýâøëèéí õîñîëñîí õàìòûí àæèëëàãààíä ñóóðèëàõ;
 Áîäëîãî íü õóâèéí íóóöûã õàìãààëàõàä ÷èãëýñýí áàéõ.

324BSA International Cybersecurity Policy Framwork 2018
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BSA: ¯ÍÄÝÑÍÈÉ ÊÈÁÅÐ ÀÞÓËÃ¯É ÁÀÉÄËÛÍ ¯ÍÄÑÝÍ ÝËÅÌÅÍÒ¯¯Ä:

ÇÀÑÃÈÉÍ ÃÀÇÐÛÍ ¯ÉË ÀÆÈËËÀÃÀÀÍÛ ÑÒÐÀÒÅÃÈ

 Êèáåð àþóëã¿é áàéäëûí àñóóäàë ýðõýëñýí ¿íäýñíèé áàéãóóëëàãaòàé 
áàéõ;

 Îðîëöîã÷ òàëóóäûí ¿¿ðýã, õàðèóöëàãûã òîäîðõîé áîëãîõ;
 Áàéãóóëëàãà õîîðîíäûí óÿëäààã áèé áîëãîõ;
 ¯íäýñíèé êèáåð àþóëã¿é áàéäëûí ñòðàòåãè áîëîâñðóóëàõ;
 Êèáåð àþóëã¿é áàéäëûí äýä á¿òöèéã áèé áîëãîõ;
 ¯íäýñíèé êèáåð àþóëã¿é áàéäëûí òºëºâëºãºº, äýä á¿òöèéã áàéíãà 

øèíý÷ëýõ;
 Ñàëáàðûí íàðèéí òºëºâëºãºº ãàðãàõ;
 Òºð áîëîí õóâèéí õýâøëèéí õàìòûí àæèëëàãàà îðîëöîîã äýìæñýí á¿òýö 

áèé áîëãîõ;
 Çàñãèéí ãàçàð áîëîí õîëáîãäîõ áàéãóóëàãóóäûí õàìòûí àæèëëàãààíû 

ìåõàíèçìûã áèé áîëãîõ.

ÊÈÁÅÐ ÀÞÓËÃ¯É ÁÀÉÄÀË ÁÀ ÇÀÑÃÈÉÍ ÃÀÇÀÐ

 ¯íäýñíèé êèáåð àþóëã¿é áàéäëûí ÿàðàëòàé õàðèó àðãà õýìæýýíèé áàã 
áèé áîëãîõ;

 Öàã òóõàéä ìýäýýëýë ñîëèëöîõ, ò¿¿íèéã äýìæèõ;
 Õàëäëàãûí òàëààðõ ìýäýýëëèéí äýä á¿òýö áèé áîëãîõ;
 Õóâèéí ìýäýýëýëä õàëäàõàä ìýäýãäýõ ñòàíäàðòûã òîãòîîõ;
 Çàñãèéí ãàçðûí ¿éë àæèëëàãàà èë òîä, ñóë òàëóóäàà çàñäàã áàéõ.

ÇÀÑÃÈÉÍ ÃÀÇÐÛÍ ÕÀÍÃÀÌÆ ¯ÉË×ÈËÃÝÝ

 Òåõíèê òºõººðºìæ õóäàëäàí àâàõäàà òºâèéã ñàõèõ;
 Ëèöåíçòýé ïðîãðàì õàíãàìæ àøèãëàõ;
 Ïðîãðàì õàíãàìæèéã áîðëóóëàã÷ààð áàòàëãààæóóëñàí ýñýõèéã øàëãàõ;
 ¯¿ëýí ¿éë÷èëãýýíèé (Cloud service) àþóëã¿é áàéäëûí äàâóó òàëûã 

àøèãëàõ;
 Òåõíèê, òºõººðºìæ õóäàëäàí àâàõäàà àþóëã¿é áàéäëûã õàíãàõ, øàëãàõ; 
 Ìýäýýëëèéí òåõíîëîãèéí ñèñòåìèéã óõààëàã, àþóëã¿é áàéäëààð óäèðäàõ.

ÝÐÄÝÌ ØÈÍÆÈËÃÝÝ, ÑÓÄÀËÃÀÀ

 Êèáåð àþóëã¿é áàéäëûí òåõíîëîãè, òºõººðºìæ õýðýãñëèéí ñóäàëãàà, 
õºãæ¿¿ëýëòèéã äýìæèõ.

ÊÈÁÅÐ ÀÞÓËÃ¯É ÁÀÉÄÀË ÁÀ ÕÓÂÈÉÍ ÕÝÂØÈË

 Êèáåð àþóëã¿é áàéäëûí ¿ð ä¿íä òºâëºðºõ;
 Ýðñäýëä ñóóðèëñàí, óÿí õàòàí áîäëîãîòîé áàéõ;
 Äîòîîäûí ñòàíäàðòààñ ãàäíà êèáåð àþóëã¿é áàéäëûí äýä á¿òöèéã îëîí 

óëñàä õ¿ëýýí çºâøººðºãäñºí ñòàíäàðòòàé óÿëäóóëàõ;
 Òýíöâýðòýé, èë òîä, îëîí óëñûí òóðøëàãàä ñóóðèëñàí áàéõ;
 Ýõ êîä, áóñàä îþóíû ºì÷èéã íóóöëàõ;
 Á¿òýýãäýõ¿¿í ñîíãîõäîî çàõ çýýëä ñóóðèëñàí øèéäë¿¿äèéã àøèãëàõ;
 Îëîí óëñûí äàòà àøèãëàõ;
 Øèíýýð ãàð÷ èðæ áóé òåõíîëîãèéã èäýâõæ¿¿ëýõ áîäëîãûí îð÷èíòîé áàéõ;
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ÊÈÁÅÐ ÀÞÓËÃ¯É ÁÀÉÄÀË ÁÀ ÈÐÃÝÍ

 Êèáåð àþóëã¿é áàéäëûí òàëààð îëîí íèéòýä ñóðòàë÷ëàõ;
 Õýðýãëýã÷èéí ñîíãîëòûã á¿ðòãýõ, ìýäýýëýõ õýðýãñýë áèé áîëãîõ;
 Áîëîâñðîëûí á¿õ ò¿âøèíä öàõèì àþóëã¿é áàéäëûí ìýäëýãèéã ñóóëãàõ;
 Êèáåð àþóëã¿é áàéäëûí òàëààð áîëîâñðîë îëãîõ ñóðãàëò çîõèîí 

áàéãóóëàõ;
 Êèáåð àþóëã¿é áàéäëûí ìýðãýæèëòí¿¿äèéã îëîí òàëààð äýìæèõ.

ÊÈÁÅÐ ÃÝÌÒ ÕÝÐÝÃ

 Êèáåð ãýìò õýðýãòýé òýìöýõ òóõàé Áóäàïåøò êîíâåíöèä íèéöñýí öîãö 
õóóëü ýðõ ç¿éí îð÷èíã áèé áîëãîõ;

 Çºâõºí êèáåð õàëäëàãàä ÷èãëýñýí òóñãàéëñàí õóóëü ýðõ ç¿éí 
çîõèöóóëàëòòàé áàéõ;

 Õóóëü ñàõèóëàõ, õýðýãæ¿¿ëýã÷ áàéãóóëëàãóóäàä òåõíèêèéí ñóðãàëò, 
äýìæëýã ¿ç¿¿ëýõ.

ÎËÎÍ ÓËÑÛÍ ÎÐÎËÖÎÎ

1. Êèáåð àþóëã¿é áàéäëûí õàìòûí àæèëëàãààíû ãàäààä áîäëîãîä íýãäýõ;
2. Îëîí óëñûí õàìòûí àæèëëàãààíä õàìðàãäàõ;
3. Ýêñïîðòûí õÿíàëòûí áîäëîãûã êèáåð àþóëã¿é áàéäëûí õóóëü ¸ñíû ¿éë 

àæèëëàãààíààñ òóñàä íü àâ÷ ¿çýõ;
4. ªºðèéí îðíû íóòàã äýâñãýðèéã îëîí óëñûí êèáåð õàëäëàãàä àøèãëàõààñ 

óðüä÷èëàí ñýðãèéëýõ;
5. Õóâèéí ìýäýýëëèéã õàìãààëàõ, õ¿íèé ýðõèéã õàìãààëàõ.

ÊÈÁÅÐ ÃÝÌÒ ÕÝÐÝÃÒÝÉ ÒÝÌÖÝÕ ÒÓÕÀÉ ÁÓÄÀÏÅØÒÈÉÍ ÊÎÍÂÅÍÖ

Áóäàïåøòèéí Êèáåð ãýìò õýðýãòýé òýìöýõ òóõàé êîíâåíö íü 2001 îíû 11 ñàðûí 
23-íä áàòëàãäàæ 2004 îíû 7-ð ñàðûí 1-íèé ºäðººñ õ¿÷èí òºãºëäºð áîëñîí. 
ªíººäðèéã7-ð ñàðûí 1-íèé ºäðººñ õ¿÷èí òºãºëäºð áîëñîí. 4 óëñ ãàðûí ¿ñýã 
çóðæ, íýãäñýí áàéíà.325323Ãèø¿¿í áóñ óëñóóä ãàðûí ¿ñýã çóðæ íýãäýõýä íýýëòòýé 
ãýðýý þì.326324Ýíýõ¿¿ êîíâåíö íü Èíòåðíýò áîëîí áóñàä êîìïüþòåðèéí ñ¿ëæýýãýýð 
äàìæóóëàí ¿éëäýãäñýí çºð÷èë, ÿëàíãóÿà çîõèîã÷èéí ýðõ, êîìïüþòåðòàé 
õîëáîîòîé çàëèëàí, õ¿¿õäèéí ñàäàð ñàìóóí, ñ¿ëæýýíèé àþóëã¿é áàéäëûã 
çºð÷ñºí ãýìò õýðãèéí òóõàé îëîí óëñûí àíõíû ãýðýý þì. Ýíýõ¿¿ êîíâåíö íü 
êîìïüþòåðèéí ñ¿ëæýýã àøèãëàí ¿éëäýãäñýí îëîí òºðëèéí çºð÷èë, ãýìò õýðãèéã 
çîãñîîõ çîðèëãîòîé. Ò¿¿í÷ëýí íèéãìèéã êèáåð ãýìò õýðãýýñ õàìãààëàõàä ÷èãëýñýí 
íèéòëýã õóóëü ýðõ ç¿éí áîäëîãûã õýðýãæ¿¿ëýõ, ÿëàíãóÿà çîõèõ õóóëü òîãòîîìæèéã 
áàòàëæ, îëîí óëñûí õàìòûí àæèëëàãààã äýìæèõýä ÷èãëýñýí áàéíà. 
Óã êîíâåíöèéí 2 á¿ëãèéí 1-10 äóãààð çààëòàä ãîëëîõ 4 òºðëèéí õàëäëàãà çºð÷ëèéã 
òóñãàñàí áàéíà.327325

 Êîìïüþòåðèéí ìýäýýëëèéí ñèñòåìèéí íóóöëàë, á¿ðýí á¿òýí áàéäàë, 
õ¿ðòýýìæòýé áàéäëûí ýñðýã ãýìò õýðýã;

 Êîìïüþòåðòàé õîëáîîòîé ãýìò õýðýã, òóõàéëáàë çàëèëàí, õóóðàì÷ áàðèìò 
áè÷èã ¿éëäýõ;

3252020 оны байлдлаар https://www.crossborderdataforum.org/budapest-convention-what-is-it-and-how-
is-it-being-updated/
326https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185
327https://statesassembly.gov.je/scrutinyreviewresearches/2018/research%20-%20briefi ng%20paper%20
on%20council%20of%20europe%20convention%20on%20cybercrime%20-%2031%20october%202018.pdf
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 Àãóóëãàòàé õîëáîîòîé çºð÷èë-õ¿¿õäèéí ñàäàð ñàìóóí á¿õèé àãóóëãà ãýõ 
ìýò;

 Çîõèîã÷èéí ýðõèéí çºð÷èë.

Áóäàïåøòèéí êîíâåíö íü öàõèì ãýìò õýðýãòýé õîëáîîòîé õàðèóöëàãà õ¿ëýýëãýõ 
ýðõ ç¿éí îð÷èíã á¿ðä¿¿ëýõýýñ ãàäíà îëîí óëñûí õàìòûí àæèëëàãààíû ýðõ ç¿éí 
¿íäñèéã ¿íäýñëýñýí õóóëü ýðõ ç¿éí áàðèìò áè÷èã þì.328326

Óã êîíâåíöèä íýãäýí îðñíîîð òóõàéí óëñ êîíâåíöèéã äîòîîäûí õóóëü òîãòîîìæèéí 
÷èãëýë áîëãîí àøèãëàæ áîëîõ áà äàðààõ äàâóó òóëóóä ¿¿ñíý.

 Îëîí óëñûí õàìòûí àæèëëàãààíû õóóëü ýðõ ç¿éí ¿íäýñ ñóóðü áîëíî.
 Íýãäýí îðñîí òàëóóä öààøèä êîíâåíöèéí õºãæèëä íýìýëò ñàíàë, ïðîòîêîë 

îðóóëæ áîëíî.
 Êîíâåíöèä ãèø¿¿íýýð îðñîí îðíóóä ýíýõ¿¿ ãýðýýíèé äàãóó áàéãóóëàãäñàí 

öýã¿¿äýä 24 öàã õîëáîîòîé áàéíà.
 Òàëóóä õóâèéí õýâøèëòýé õàìòûí àæèëëàãààãàà ñàéæðóóëæ òóðøëàãàæèõ 

áîëîìæòîé.
 Îðîëöîã÷ òàëóóä ººðèéí õ¿ñýëòýýð òýðã¿¿ëýã÷, ÷àäàâõûã áýõæ¿¿ëýõ òºâ 

áîëæ áîëíî.

Áóäàïåøòèéí êîíâåíöèòîé óÿëäóóëàí äîòîîäûí õóóëü òîãòîîìæèéã áèé 
áîëãîñíîîð îëîí óëñûí öàõèì ãýìò õýðýãòýé òýìöýõ øàëãóóðûã õàíãàõ íºõöºë 
á¿ðäýõ þì. Ýíýõ¿¿ êîíâåíö íü îëîí óëñûí õàìòûí àæèëëàãààã ñàéæðóóëàõ 
áºãººä äàâõàð õóóëü ýðõ ç¿éí øààðäëàãûã õàíãàõàä òóñàëäàã. Êîíâåíöèéí 
äîòîîä ïðîöåäóðûí çàðèì ýðõ ìýäýë íü îëîí óëñûí õàìòûí àæèëëàãààíû á¿ëýãò 
òóñãàãäñàí áàéäàã. (Õàâñðàëò 2)

328https://rm.coe.int/t-cy-2020-16-bc-benefi ts-rep-provisional/16809ef6ac#:~:text=The%20Budapest%20
Convention%20requires%20States,cybercrime%20but%20any%20off ence%20where
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Á¯ËÝÃ III. ÌÎÍÃÎË ÓËÑ ÄÀÕÜ ÊÈÁÅÐ ÀÞÓËÃ¯É ÁÀÉÄÀË

Ìîíãîë Óëñûí òºð, çàñãààñ õàðèëöàà õîëáîîíû ñàëáàðûã õºãæ¿¿ëýõ íü óëñ îðíû 
àþóëã¿é áàéäëûã õàíãàõàä ÷óõàë à÷ õîëáîãäîëòîé ãýäãèéã îíöãîéëîí àíõààð÷ 
1922 îíîîñ ýõëýí Äîòîîäûã õàìãààëàõ ãàçðûí á¿òöýä øóóäàí, òåëåôîí, ðàäèî, 
ùèôð õîëáîîíû íýãæèéã áàéãóóëæ èðñýí íü Ìýäýýëëèéí àþóëã¿é áàéäëûí 
ãàçðûí ýõ ñóóðü áîëñîí ò¿¿õòýé.

Òåõíèê òåõíîëîãè õóðäòàé õºãæèæ áóé ºíººãèéí íèéãýìä ìýäýýëëèéí àþóëã¿é 
áàéäàë õóðöààð òàâèãäàæ áàéíà. Ìîíãîë Óëñûí ¯íäýñíèé àþóëã¿é áàéäëûí ¿çýë 
áàðèìòëàë, Òàãíóóëûí áàéãóóëëàãûí òóõàé õóóëèéí 11.1.6, Õàðèëöàà õîëáîîíû 
òóõàé õóóëèéí 20.3-ò òºðèéí áàéãóóëëàãóóäûã êèáåð õàëäëàãààñ õàìãààëàõ 
òîãòîëöîîã á¿ðä¿¿ëýõèéã çààñàí áºãººä ýíý ÷èã ¿¿ðãèéã Ìýäýýëëèéí àþóëã¿é 
áàéäëûí ãàçàð õýðýãæ¿¿ëýí àæèëëàæ áàéíà327.

Òóñ áàéãóóëëàãà íü òºðèéí ìýäýýëýë, õàðèëöàà õîëáîîíû àþóëã¿é áàéäëûã 
õàíãàõ ÷èã ¿¿ðãèéí õ¿ðýýíä:

1. Òºðèéí áîëîí îíö ÷óõàë ìýäýýëëèéí ñ¿ëæýý, õàðèëöàà õîëáîîíû 
àþóëã¿é áàéäëûã õàíãàõ, öàõèì àþóë, çàíàëòàé òýìöýõ;

2. Êèáåð àþóëã¿é áàéäëûí òàëààð áàðèìòëàõ áîäëîãûí áàðèìò áè÷ãèéã 
áîëîâñðóóëàõ;

3. Òºðèéí áàéãóóëëàãóóäàä êèáåð àþóëã¿é áàéäàë, ìýäýýëëèéí àþóëã¿é 
áàéäàëòàé õîëáîîòîé ýðñäýëèéí ¿íýëãýý õèéõ;

4. Êèáåð àþóëã¿é áàéäëûí òàëààð ñóðãàëò ñóðòàë÷èëãàà çîõèîí áàéãóóëàõ;
5. Òºðèéí áîëîí íóòãèéí ººðºº óäèðäàõ áàéãóóëëàãûí õýðýãöýýíä 

àøèãëàãäàõ òóñãàé õýðýãëýýíèé øóóäàíãèéí ¿éë÷èëãýý ¿ç¿¿ëýõ;
6. Òºðèéí áîëîí òºðèéí çàõèðãààíû áàéãóóëëàãóóäûí õîîðîíä òºðèéí íóóö 

ìýäýý, ìýäýýëýë äàìæóóëàõ, ñîëèëöîõ ¿åèéí íóóöëàë àþóëã¿é áàéäëûã 
õàíãàõ ãýñýí ÷èãëýëýýð ¿éë àæèëëàãààãàà ÿâóóëæ áàéíà.

ÌÎÍÃÎË ÓËÑÛÍ ¯ÍÄÝÑÍÈÉ ÀÞÓËÃ¯É ÁÀÉÄËÛÍ ¯ÇÝË ÁÀÐÈÌÒËÀË

Ìîíãîë Óëñûí ¯íäýñíèé Àþóëã¿é Áàéäëûí ¯çýë Áàðèìòëàëä ìýäýýëëèéí 
àþóëã¿é áàéäëûí òàëààð áàðèìòëàõ áîäëîãûã äàðààõ áàéäëààð òîäîðõîéëñîí  
áàéäàã.

3.6.Ìýäýýëëèéí àþóëã¿é áàéäàë

Ìýäýýëëèéí ñàëáàðò ¿íäýñíèé àøèã ñîíèðõëûã õàìãààëàõ, òºð, èðãýí, õóâèéí 
õýâøëèéí ìýäýýëëèéí á¿ðýí á¿òýí, íóóöëàãäñàí, õ¿ðòýýìæòýé áàéäëûã 
áàòàëãààæóóëàõ íü ìýäýýëëèéí àþóëã¿é áàéäëûã õàíãàõ ¿íäýñ ìºí.
3.6.1.Ìýäýýëëèéí ñàëáàðò ¿íäýñíèé àøèã ñîíèðõëûã õàìãààëàõ.
3.6.1.1.¯íäýñíèé àþóëã¿é áàéäëûã õàíãàõ, óëñ îðíû õºãæëèéã äýìæèõ, ¿íäýñíèé 
¿íýò ç¿éëèéã õýâø¿¿ëýõ, íèéãìèéí îþóí ñàíààã òºëºâø¿¿ëýõýä ìýäýýëýë, 
ìýäýýëëèéí àþóëã¿é áàéäàë íýí ÷óõàë à÷ õîëáîãäîëòîé.
3.6.1.2.Íèéãìèéí ñýòãýë ç¿é, òîãòâîðòîé áàéäàë, õóâü õ¿íèé óõàìñàð, ¸ñ ç¿éä 
õºíäëºíãººñ íºëººëºõ îðîëäëîãûã õÿçãààðëàíà. Äàéñàãíàë, ÿëãàâàðëàí 
ãàäóóðõàõ ¿çýë, ¿çýí ÿäàëòûã ñóðòàë÷èëñàí, äýìæñýí ñóðòàë÷èëãàà, ìýäýýëëèéã 
òàñëàí çîãñîîõ, ñààðìàãæóóëàõ ÷àäàâõûã áèé áîëãîæ, ¿ë çºâøººðºõ ñýòãýõ¿éã 
íèéãýìä òºëºâø¿¿ëíý.
329http://isd.gov.mn/
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3.6.1.3.¯íäýñíèé ìýäýýëëèéí äýä á¿òöýä õàëäàõ àþóëààñ õàìãààëàõ, ýäèéí çàñàã, 
íèéãìèéí ÷àäàâõûã ñóëðóóëàõ îðîëäëîãîòîé òýìöýõ ÷àäàâõûã áèé áîëãîíî.
3.6.1.4.Ìîíãîë Óëñàä ãàäààäûí õºðºíãº îðóóëàëòòàé õýâëýë ìýäýýëëèéí 
õýðýãñýë ¿íäýñíèé àþóëã¿é áàéäàëä õàðøèëñàí ¿éë àæèëëàãàà ÿâóóëáàë ¿éë 
àæèëëàãàà ÿâóóëàõ ýðõèéã íü õÿçãààðëàæ áîëíî. Õýâëýë ìýäýýëëèéí õýðýãñëèéí 
ýçýìøèë, õàðüÿàëàë íü èë òîä áàéõ áºãººä ¿éë àæèëëàãàà íü áîäèòîé, 
òýíöâýðòýé, õàðèóöëàãàòàé áàéíà. Ìýäýýëëèéí õýðýãñëýýð ¿íäýñíèé ¿íýò ç¿éëèéã 
ò¿ëõ¿¿ íèéòëýõ, ñóðòàë÷ëàõûã äýìæèæ, ãàäíû øàøèí, ñî¸ë, òºðèéí áîäëîãûã 
ñóðòàë÷èëñàí àãóóëãàòàé ìýäýýëëèéã çîõèñòîé ò¿âøèíä õÿçãààðëàíà.
3.6.1.5.Ìýäýýëëèéí àþóëã¿é áàéäëûí ¿íäýñíèé õýìæýýíèé áîäëîãî, ýðõ ç¿éí 
çîõèöóóëàëò, ñòàíäàðò, óäèðäëàãà, çîõèîí áàéãóóëàëò, ñóðãàëòûí òîãòîëöîîã áèé 
áîëãîæ íèéãýì äýõ îéëãîëò, ìýäëýãèéã òºëºâø¿¿ëíý.
3.6.1.7.Òºð, õóâèéí õýâøëèéí áàéãóóëëàãàä ìýäýýëëèéí àþóëã¿é áàéäëûí 
áîäëîãî, äýã, ýðñäýëèéí óäèðäëàãà, äîòîîä àóäèò, ¿íýëãýýíèé ÷àäàâõûã áèé 
áîëãîíî.
3.6.1.8.Ìýäýýëëèéí àþóëã¿é áàéäëûí îð÷èí ¿åèéí äýâøèëòýò, ºðòºã áàãàòàé 
øèéäëèéã çºâõºí ýðñäýëèéí ¿íýëãýýíèé ¿íäñýí äýýð ñîíãîí àøèãëàíà. Òºðèéí 
áàéãóóëëàãà, îíö ÷óõàë äýä á¿òöèéí îáúåêòûí ìýäýýëëèéí àþóëã¿é áàéäëûã 
õàíãàõ ÷èã ¿¿ðãèéã ºíäºð ò¿âøèíä áýëòãýãäýæ, èòãýìæëýãäñýí ¿íäýñíèé 
ìýðãýæèëòíýýð ã¿éöýòã¿¿ëíý.
3.6.1.9.ªðñºëäºõ ÷àäâàðòàé ìýäýýëýë, õàðèëöàà õîëáîîíû ñèñòåì, òåõíèê 
õýðýãñýë, ïðîãðàìì õàíãàìæèéí ¿íäýñíèé ¿éëäâýðëýë áîëîí ìýäýýëëèéí àþóëã¿é 
áàéäëûí øèéäýë áîëîâñðóóëàõ àæèëëàãààã äýìæèí õºãæ¿¿ëæ òåõíîëîãèéí 
õàðààò áàéäëûã áóóðóóëíà.
3.6.1.10.Ìýäýýëýë, õàðèëöàà õîëáîîíû òåõíîëîãè, ìýäýýëëèéí àþóëã¿é áàéäëûí 
÷èãëýëýýð ¿íäýñíèé ñóóðü áîëîí õàâñàðãà ñóäàëãàà, øèíæèëãýý, ñóðãàëòûã 
îíöãîéëîí äýìæèíý.
3.6.1.11.Êèáåð îð÷èí äàõü ãýìò ÿâäàëòàé òýìöýõ, àëèâàà ãýìò õýðãèéã èëð¿¿ëýõ, 
íîòëîõîä òîîöîîëîõ õýðýãñëèéí êðèìèíàëèñòèê òåõíèêèéí øèíæèëãýý àøèãëàõ 
¿íäýñíèé ÷àäàâõûã áèé áîëãîíî.
3.6.1.12.Ìýäýýëëèéí àþóëã¿é áàéäëûã õàíãàõ, ìýäýýëëèéí îð÷èíä ñºðãºëäºõ 
àþóëààñ ñýðãèéëýõ, êèáåð îð÷èí äàõü ãýìò ÿâäàëòàé òýìöýõ ÷èãëýëä îëîí óëñûí 
õàìòûí àæèëëàãààã ºðãºæ¿¿ëýí õºãæ¿¿ëíý.

ÒÀÃÍÓÓËÛÍ ÁÀÉÃÓÓËËÀÃÛÍ ÒÓÕÀÉ ÕÓÓËÜ

11 ä¿ãýýð ç¿éë.Òàãíóóëûí åðºíõèé ãàçðûí ¿¿ðýã

11.1.Òàãíóóëûí åðºíõèé ãàçàð äàðààõ ¿¿ðýã ã¿éöýòãýíý:

11.1.6.Òºðèéí áîëîí îíö ÷óõàë ìýäýýëëèéí ñ¿ëæýý, õàðèëöàà õîëáîîíû àþóëã¿é 
áàéäëûã õàíãàõ, öàõèì àþóë, çàíàëòàé òýìöýõ; /Ýíý çààëòàä 2011 îíû 6 äóãààð 
ñàðûí 10-íû ºäðèéí õóóëèàð ººð÷ëºëò, 2015 îíû 7 äóãààð ñàðûí 9-íèé ºäðèéí 
õóóëèàð ººð÷ëºí íàéðóóëñàí./
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ÕÀÐÈËÖÀÀ ÕÎËÁÎÎÍÛ ÒÓÕÀÉ ÕÓÓËÜ

20 äóãààð ç¿éë.Òóñãàé õýðýãëýýíèé õîëáîîíû ñ¿ëæýý

20.1.Ìîíãîë Óëñûí áàòëàí õàìãààëàõ, àþóëã¿é áàéäëûã õàíãàõ, ãàìøãààñ 
õàìãààëàõ, ãýìò õýðýãòýé òýìöýõ, íèéãìèéí õýâ æóðàì ñàõèóëàõ, òºðèéí áîëîí 
íóòãèéí óäèðäëàãûí áàéãóóëëàãûí õýðýãöýýíä çîðèóëàí òóñãàé õýðýãëýýíèé 
õîëáîîíû ñ¿ëæýýã áàéãóóëàí àæèëëóóëæ áîëíî. /Ýíý õýñýãò 2019 îíû 05 äóãààð 
ñàðûí 30-íû ºäðèéí õóóëèàð ººð÷ëºëò îðóóëñàí./

20.2.Òóñãàé õýðýãëýýíèé õîëáîîíû ñ¿ëæýý òºðèéí õàìãààëàëòàä áàéíà.

20.3.Òóñãàé õýðýãëýýíèé õîëáîîíû ñ¿ëæýý áàéãóóëàõ, àøèãëàõ æóðìûã Çàñãèéí 
ãàçàð òîãòîîíî.

20.4.Òóñãàé õýðýãëýýíèé õîëáîîíû ñ¿ëæýýíä öàõèëãààí õîëáîîíû ñóâàã, òîíîã 
òºõººðºìæèéã ¿éë÷ëýã÷òýé áàéãóóëñàí ãýðýýíèé ¿íäñýí äýýð àøèãëàíà.

20.5.Õàðèëöàà õîëáîîíû ñ¿ëæýýãýýð äàìæóóëàõ òóñãàé õýðýãëýýíèé õîëáîîíû 
ìýäýýëëèéí íóóöëàëò, õàìãààëàëòûã ýíý õóóëèéí 20.1-ä çààñàí áàéãóóëëàãà 
õàðèóöíà

Á¯ËÝÃ IV. ÃÀÄÀÀÄÛÍ ÇÀÐÈÌ ÎÐÍÛ ÒÓÐØËÀÃÀ

ÁÍÑÓ

ÁÍÑÓ 1980 îíîîñ ýõëýí ¿íäýñíèé ìýäýýëëèéí àþóëã¿é áàéäàë áîëîí íèéãìèéí 
ñ¿ëæýýí äýõ àñóóäëóóäûã çîõèöóóëàõ õóóëü áîëîâñðóóëæ ýõýëñýí áà 1986 îíä 
Õàðèëöàà õîëáîîíû ñ¿ëæýýã ñàéæðóóëàõ òóõàé õóóëü (Expansion and  promotion 
of utilization of communications network act) àíõ áàòàëæ áàéæýý.330328Oäîîãîîð êèáåð 
àþóëã¿é áàéäàëòàé õîëáîîòîé àñóóäëûã õýä õýäýí õóóëèàð çîõèöóóëæ áàéíà. 
Òóõàéëáàë:331329 

 Ñ¿ëæýýíèé òóõàé õóóëü (Network act), 
 Õàðèëöàà õîëáîîíû íóóöûã õàìãààëàõ òóõàé õóóëü (Protection of 

communication secret act), 
 Ìýäýýëýë, õàðèëöàà õîëáîîíû äýä á¿òöèéã õàìãààëàõ òóõàé (Òhe act on 

protection of information and communication infrastructure), 
 Öàõèì çàñàãëàëûí òóõàé õóóëü (Electronic government act), 
 ¯íäýñíèé áàòëàí õàìãààëàõûí ìýäýýëëèéí äýä á¿òöèéã áèé áîëãîõ, 

ìýäýýëëèéí íººöèéã óäèðäàõ òóõàé õóóëü (Act on Establishment of 
infrastructure for information of national defence and management of 
information resources for national defence), 

 Çýýëèéí ìýäýýëëèéí àøèãëàëò, õàìãààëàëòûí òóõàé õóóëü (Credit 
information use and protection act), 

 Áàéðøëûí ìýäýýëëèéã õàìãààëàõ òóõàé õóóëü (Act on protection use of 
location information), 

 ¯éëäâýðëýëèéí òåõíîëîãèéã õàìãààëàõ òóõàé õóóëü (Act on Prevention of 
Divulgence and protection of industrial technology), 

 Öàõèëãààí õîëáîîíû áèçíåñèéí áîëîí ñàíõ¿¿ãèéí ëóéâðûí òóõàé õóóëü 
(Telecommunication business act and special act on fi nancial fraud) çýðýã 
õóóëèóä áàãòäàã áàéíà. 

330Introduction to Korean cyber security Law 
331https://iclg.com/practice-areas/cybersecurity-laws-and-regulations/korea
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¯íäýñíèé õýìæýýíä êèáåð õàëäëàãààñ ñýðãèéëýõ çîðèëãîîð “Êèáåð àþóëã¿é 
áàéäëûí ìåíåæìåíòèéí çîõèöóóëàëòûí (National cyber security management 
regulation) æóðàì”-ûã ¯íäýñíèé Àññàìáëåé áàòàëñàí áàéíà. Óã æóðìààð Çàñãèéí 
ãàçðûí áàéãóóëëàãóóäûí (¯íäýñíèé òàãíóóëûí àëáàíû ̄ íäýñíèé àþóëã¿é áàéäëûí 
òºâ, Õºõ îðäîí äàõü ¿íäýñíèé àþóëã¿é áàéäëûí àëáà)  ýðõ ¿¿ðýã, îðîëöîîã 
òîäîðõîéëñîí áàéíà.332330 Êèáåð õàëäëàãààñ õàìãààëàõ ìýäýýëëèéí äýä á¿òöèéí 
òóõàé õóóëü íü ¿íäýñíèé àþóëã¿é áàéäàëòàé øóóä õîëáîãääîã áà íèéãýìä ºäºð 
á¿ð òóëãàðäàã ýð÷èì õ¿÷, ýð¿¿ë ìýíä, áàíê ñàíõ¿¿ãèéí öàõèì ¿éë àæèëëàãààã óã 
õóóëèàð çîõèöóóëäàã áàéíà. Ñîëîíãîñûí Çàñãèéí ãàçàð 2002 îíä Ìýäýýëëèéí 
äýä á¿òöèéã õàìãààëàõ òóõàé õóóëèéã (Protecting critical information infrastrucutre 
act) áàòàëñàí áàéíà. Óã õóóëü íü äàðààõ á¿òýöòýé áàéíà.

ÌÝÄÝÝËÝË, ÕÀÐÈËÖÀÀ ÕÎËÁÎÎÍÛ ÄÝÄ Á¯ÒÖÈÉÃ 
ÕÀÌÃÀÀËÀÕ ÒÓÕÀÉ ÕÓÓËÜ 

(Òhe Act On Protection Of Information And Communication Infrastructure)

1 ä¿ãýýð ç¿éë. Çîðèëãî
Ýíýõ¿¿ õóóëèéí çîðèëãî íü õàðèëöàà õîëáîîíû íóóö, íóóöûã õàìãààëàõ, 
õàðèëöàà õîëáîîíû ýðõ ÷ºëººã òîãòîîõ, çîõèõ æóðìûí äàãóó øèéäâýð ãàðãàõ 
çàìààð õàðèëöàà õîëáîîíû ýðõ ÷ºëººã çîõèöóóëàõàä îðøèíî.
2 äóãààð ç¿éë. Íýð òîìü¸îíû òàéëáàð
3 äóãààð ç¿éë. Õàðèëöàà õîëáîîíû íóóöûã õàìãààëàõ
4 ä¿ãýýð ç¿éë. Õóóëü áóñ õÿíàëò øàëãàëòààð îëæ àâñàí ìýäýýëýë õóóëü áóñààð 
÷àãíàõ, öàõèëãààí õîëáîîíû àãóóëãûã íîòëîõ áàðèìò áîëãîí àøèãëàõûã õîðèãëîõ 
òóõàé
5 äóãààð ç¿éë. Ýð¿¿ãèéí áàéöààëòûí ìýäýýëëèéã õÿçãààðëàõ çºâøººðëèéí 
øààäëàãà
6 äóãààð ç¿éë. Ýð¿¿ãèéí áàéöààëòûí ìýäýýëëèéã õÿçãààðëàõ çºâøººðëèéí àðãà 
õýìæýý àâàõ ýðõ îëãîõ æóðàì
7 äóãààð ç¿éë. ¯íäýñíèé àþóëã¿é áàéäàëä íèéö¿¿ëýí õàðèëöàà õîëáîîíû õÿíàëò
8 äóãààð ç¿éë. Îíöãîé áàéäëûí ¿åèéí õàðèëöàà õîëáîîã õÿçãààðëàõ àðãà õýìæýý
9 ä¿ãýýð ç¿éë. Õàðèëöàà õîëáîîíä õÿíàëò òàâèõ àðãà õýìæýýíèé õýðýãæèëò
10 äóãààð ç¿éë. ×àãíàõ òºõººðºìæèéí çºâøººðºë îëãîõ æóðàì
11 ä¿ãýýð ç¿éë. Íóóöëàëûí ¿¿ðýã
12 äóãààð ç¿éë. Õàðèëöàà õîëáîîíû àðãà õýìæýýãýýð îëæ àâñàí ìàòåðèàëûã 
àøèãëàõûã õÿçãààðëàõ òóõàé
13 äóãààð ç¿éë. Ýð¿¿ãèéí áàéöààí øèéòãýõ ¿éë àæèëëàãààíä ìýäýýëýë ºãºõ 
æóðàì
14 ä¿ãýýð ç¿éë. Áóñäûí íóóöûã çàäðóóëàõ, çºð÷èõ òóõàé 
15 äóãààð ç¿éë. ¯íäýñíèé Àññàìáëåéí õÿíàëò
16 äóãààð ç¿éë. Òîðãóóëèéí çààëò
17 äóãààð ç¿éë. Òîðãóóëü îíîãäóóëàõ òóõàé
18 äóãààð ç¿éë. Ãýìò õýðýã ¿éëäýõèéã çàâäàõ òóõàé

332Ibid Page 28 
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ÌÀËÀÉÇ ÓËÑ

Ìàëàéç óëñ êèáåð àþóëã¿é áàéäàëòàé õîëáîîòîé äàðààõ öîãö õóóëèóäûã áàòàëñàí 
áàéíà. ¯¿íä: 

 Çîõèîã÷èéí ýðõèéí òóõàé õóóëü (The Copyright (AmendmentAct), 
 Òîîí ãàðûí ¿ñãèéí òóõàé õóóëü (The Digital Signature Act), 
 Òåëåìåäèöèíèé òóõàé õóóëü (The Telemedicine Act), 
 Õàðèëöàà õîëáîî áà ìóëüòèìåäèàí òóõàé õóóëü (The Communications and 

Multimedia Act), 
 Öàõèì õóäàëäààíû òóõàé õóóëü( Electronic Commerce Act), 
 Òºðèéí öàõèì ¿éë àæèëëàãààíû òóõàé õóóëü (Electronic Government 

Activities Act), 
 Õóâèéí ìýäýýëëèéã õàìãààëàõ òóõàé õóóëü (Personal Data Protection Act), 

Ýð¿¿ãèéí õóóëü (Penal Code), 
 Õóóðàì÷ ìýäýýëëèéí ýñðýã õóóëü (The Anti-Fake News Act) ãýõ ìýò

Ìàëàéç óëñ 1997 îíä  Êîìïüþòåðèéí ãýìò õýðýãòýé òýìöýõ òóõàé õóóëèéã (The 
Computer Crimes Act) áàòàëñàí áà 2011 îíû 12-ð ñàðûí 1-íä äàõèí øèíý÷èëñýí 
áàéíà. Óã õóóëèàð çîõèöóóëæ áóé õàðèëöàà:333331

ÊÎÌÏÜÞÒÅÐÈÉÍ ÃÝÌÒ ÕÝÐÝÃÒÝÉ ÒÝÌÖÝÕ ÒÓÕÀÉ ÕÓÓËÜ, 
1997 ("CCA")

Á¿ëýã 1.
1. Ýíý õóóëü íü 1997 îíä áàòëàãäñàí Êîìïüþòåðèéí ãýìò õýðýãòýé òýìöýõ 

òóõàé õóóëèàñ ýøýëñýí áîëíî. Ýíýõ¿¿ õóóëü íü Åðºíõèé ñàéäûã òîìèëñîí 
ºäðººñ ýõëýí õ¿÷èí òºãºëäºð áîëíî

2. Íýð òîìü¸îíû òàéëáàð

Á¿ëýã 2.
Êîìïüþòåðèéí ìýäýýëýë ð¿¿ çºâøººðºëã¿é íýâòðýõ
Òóõàéí êîìïüþòåð áîëîí êîìïüþòåðèéí ìýäýýëýë (äàòà)-íä 
çºâøººðºëã¿é, ñàíààòàéãààð íýâòðýõ  
Ýíý õýñýãò çààñíû äàãóó ãýì áóðóóòàé ãýæ ¿çâýë 50 ìÿíãàí ðèíããèòýýñ 
èõã¿é òîðãóóëü íîãäóóëàõ áóþó òàâàí æèëýýñ äýýøã¿é õóãàöààãààð õîðèõ 
øèéòãýë íîãäóóëíà. 
¯éë àæèëëàãààíä íýâòðýõ ýðõã¿éãýýð õàëäàõ
Ýð¿¿ãèéí õóóëèéí 573-ð ç¿éëä çààñíààð çàëèëàí ìýõëýõ, õîõèðîë 
ó÷ðóóëàõ ãýìò õýðãèéí ¿éëäýë,
ªºðºº áîëîí áóñàä õ¿íýýð õàëäëàãà ¿éëäýõ,
Ýíý õýñýãò çààñíû äàãóó ãýìò õýðýã ¿éëäñýí ãýì áóðóóòàé ýòãýýäýä 150 
ìÿíãàí ðèíããèòýýñ èõã¿é õýìæýýíèé òîðãóóëü íîãäóóëàõ, ýñõ¿ë àðâàí 
æèëýýñ äýýøã¿é õóãàöààãààð õîðèõ ÿëààð øèéòãýíý.
Àëèâàà êîìïüþòåðûí ºãºãäºë àãóóëãûã çºâøººðºëã¿é ººð÷ëºõ 
Àëèâàà êîìïüþòåðèéí àãóóëãûã çºâøººðºëã¿é ººð÷ëºõ ¿éëäýë õèéñýí 
òîõèîëäîëä ãýì áóðóóòàéä òîîöíî.

333https://cyrilla.org/ar/entity/xqej2atn2lh?fi le=1568729651356shamgdeopv.pdf&page=5
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Ýíý õýñýãò çààñíû äàãóó ãýìò õýðýã ¿éëäñýí ãýæ ¿çâýë  100-500 ìÿíãàí 
ðèíããèòýýñ äýýøã¿é òîðãóóëü íîãäóóëàõ, ýñõ¿ë äîëîîãîîñ  àðâàí æèëèéí 
õîðèõ ÿëààð øèéòãýíý. 
Çºâøººðºëã¿é õàðèëöàõ
-Êîìïüþòåðò íýâòðýõ äóãààð, êîä, íóóö ¿ã ýñâýë áóñàä õýðýãñëèéã øóóä 
áîëîí äàì áàéäëààð ìýäýãäñýí òîõèîëäîëä ãýì áóðóóòàé ãýæ ¿çíý. Ýíý 
õýñýãò çààñíû äàãóó ãýìò õýðýã ¿éëäñýí òîõèîëäîëä 25 ìÿíãàí ðèíããèòýýñ 
äýýøã¿é òîðãóóëü íîãäóóëàõ, ýñõ¿ë ãóðâàí æèë õîðèõ ÿëààð øèéòãýíý.
Ãýì áóðóóòàíä øèéòãýë îíîãäóóëàõ
Ýíýõ¿¿ õóóëèéí äàãóó ãýìò õýðýã ¿éëäýõèéã çàâäñàí ýñâýë ¿éëäñýí 
òîõèîëäîëä ãýì áóðóóòàé áà  øèéòãýëèéã îíîãäóóëíà.
Àëèâàà êîìïüþòåðò õàäãàëàãäàæ áàéãàà, ïðîãðàì ºãºãäºë ýñâýë áóñàä 
ìýäýýëëèéã õóóëü áóñààð çºâøººðºëã¿é íýâòðýõ,

Á¿ëýã 3.
Íýìýëò áîëîí åðºíõèé çààëòóóä334332

Õàëäëàãûí öàð õ¿ðýý
Ýíýõ¿¿ õóóëèéí çààëòàä ãýìò ýòãýýäèéí èðãýíøèë áîëîí îðøèí áàéãàà 
õàðüÿàëëààñ ¿ë õàìààðàí Ìàëàéçûí íóòàã äýâñãýðò õ¿÷èí òºãºëäºð 
¿éë÷ëýõ áºãººä ýíý õóóëèéí äàãóó ãýìò õýðýã ¿éëäñýí ýòãýýäèéã Ìàëàéçûí 
Êîìïüþòåðèéí ãýìò õýðýãòýé òýìöýõ õóóëèéí äàãóó øèéòãýäýã áàéíà.
Ýðýí ñóðâàëæëàõ, õóðààõ, áàðèâ÷ëàõ á¿ðýí ýðõ
Ýíý õóóëüä çààñíû äàãóó ãýìò õýðýã ¿éëäñýí áîëîõûã íîòëîõ áàðèìòàíä 
¿íäýñëýõ ýñâýë ø¿¿ã÷èéí øèéäâýð ãàðâàë, áàéöààã÷ààñ äýýø öîëòîé 
(above  the    rank  of  Inspector) àëáàí õààã÷ ãýìò õýðãèéí ãàçàð õ¿÷ýýð 
íýâòðýõ, øààðäëàãàòàé áîë ñààòóóëàõ, òýíä áàéãàà íîòëîõ áàðèìòûã 
õàéõ, õóðààõ ýðõòýé áàéäàã áàéíà.
Ìºðäëºãò ñààä ó÷ðóóëàõ
Óã õóóëüä çààñíû äàãóó àëáàí õààã÷èéí, ýðõ ¿¿ðãèéí äàãóó ìºðäëºã õèéõ 
ÿâöàä õàëäàõ, ñààä ó÷ðóóëàõ, áàéöààëòûã õîéøëóóëàõûã õîðèãëîäîã 
áàéíà. 
ßëëàõ 
Óã õóóëèéí äàãóó ÿëëàõ àæèëëàãààã Óëñûí ÿëëàã÷èéí àëáàí ¸ñíû 
øèéäâýðýýð ÿëëàõààñ áóñàä òîõèîëäîëä ÿëëàõã¿é.

334https://www.nacsa.gov.my/legal.php
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ÕÀÂÑÐÀËÒ

Õàâñðàëò 1. Îëîí óëñûí êèáåð àþóëã¿é áàéäëûí ÷èãëýëýýð 
¿éë àæèëëàãàà ÿâóóëæ áóé áàéãóóëëàãóóä335333

Áàéãóóëëàãûí íýð Õîëáîîñ Õàìðàõ õ¿ðýý
United Nations Internet Governance Forum https://www.intgovforum.org/

multilingual/
Global

United States National Cyber security and 
Communications Integration Center (NCCIC)

https://www.cisa.gov/about-cisa National, Global

Messaging and Anti Abuse Working Group 
(MAAWG)

www.maawg.org Global

Anti-Abuse Working Group www.ripe.net Global

Forum for Incident Response Security Teams 
(FIRST)

www.fi rest.org Global

Asia Pacifi c Computer Emergency Response 
Team (AP CERT)

www.apcert.org Regional

Network Operators Groups (NOGs) https://en.wikipedia.org/
wiki/Internet_network_
operators%27_group

Global

Asia Pacifi c Economic Cooperation (APEC) www.apec.org Regional

ICANN Security and Stability Working Group www.icann.org Global

Cooperative Cyber Defense and Center of 
Excellence (CCDCOE)

www,ccdcoe.org Regional, Global

Council of Europe; Convention on Cybercrime www.conventions.coe.int Global

INTERPOL Interpolnyc.com Global

Internet Society (ISOC) www.internetsociety.org Global

335https://www.itic.org/dotAsset/c/c/cc91d83a-e8a9-40ac-8d75-0f544ba41a71.pdf



375

“ÏÀÐËÀÌÅÍÒ” ÑÓÄÀËÃÀÀÍÛ ÝÌÕÝÒÃÝË XXÕIV áîòü

Õàâñðàëò 2. Áóäàïåøòèéí êîíâåíöèä íýãäñýí îðíóóä336334 

(2020 îíû 6 ñàðûí áàéäëààð)

Êîíâåíöèä íýãäýí îðñîí óëñóóä 
Andorra
Argentina 
Armenia 
Australia 
Austria 
Azerbaijan 
Belgium 
Bosnia and Herzegovina 
Bulgaria 
Cabo Verde 
Canada 
Chile 
Colombia 
Costa Rica 
Croatia 
Cyprus 
Czech Republic 
Denmark 
Dominican Republic 
Estonia 
Finland 
France 
Georgia 
Germany 
Ghana 
Greece 
Hungary 
Iceland 
Israel 
Italy 
Japan 

Latvia 
Liechtenstein 
Lithuania 
Luxembourg 
Malta 
Mauritius 
Republic of Moldova 
Monaco 
Montenegro
Morocco 
Netherlands 
North Macedonia 
Norway 
Panama 
Paraguay 
Peru 
Philippines 
Poland 
Portugal 
Romania 
San Marino 
Senegal 
Serbia Slovak 
Republic Slovenia 
Spain 
Sri Lanka 
Switzerland 
Tonga 
Turkey 
Ukraine 
United Kingdom 
United States of America

336https://rm.coe.int/t-cy-2020-16-bc-benefi ts-rep-provisional/16809ef6ac#:~:text=The%20Budapest%20
Convention%20requires%20States,cybercrime%20but%20any%20off ence%20where
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Õàâñðàëò 3. Áóäàïåøòèéí Êèáåð ãýìò õýðýãòýé òýìöýõ òóõàé 
êîíâåíöèéí á¿òýö

Áèå äààñàí õóóëü Íîòëîõ áàðèìò, ìºðäºí 
áàéöààõòàé õîëáîîòîé 

ïðîöåäóðûí õóóëü

Îëîí óëñûí õàìòûí 
àæèëëàãàà

Art. 2 – Illegal access 
Art. 3 – Illegal interception 
Art. 4 – Data interference 
Art. 5 – System interference 
Art. 6 – Misuse of devices 
Art. 7 – Computer-related 
forgery 
Art. 8 – Computer-related 
fraud 
Art. 9 – Child pornography 
Art. 10 – IPR offences 
Art. 11 – Attempt, aiding, 
abetting 
Art. 12 – Corporate liability

Art. 14 – Scope of procedural 
provisions 
Art. 15 – Conditions and 
safeguards 
Art. 16 – Expedited 
preservation 
Art. 17 – Expedited 
preservation and partial 
disclosure of traffi c data 
Art. 18 – Production order 
Art. 19 – Search and seizure 
Art. 20 – Real-time collection 
traffi c data 
Art. 21 – Interception of 
content data

Art. 23 – General principles 
Art. 24 – Extradition 
Art. 25 – General rules 
Art. 26 – Spontaneous 
information 
Art. 27 – MLA in absence of 
treaty 
Art. 28 – Confi dentiality Art. 
29 – Expedited preservation 
Art. 30 – Partial disclosure 
traffi c data 
Art. 31 – MLA accessing data 
Art. 32 – Transborder access 
Art. 33 – MLA collection traffi c 
data 
Art. 34 – MLA interception 
content 
Art. 35 – 24/7 point of contact
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ÀØÈÃËÀÑÀÍ ÌÀÒÅÐÈÀË

 Ìýäýýëëèéí àþóëã¿é áàéäëûí ãàçàð http://www.isd.gov.mn/?lang=mn&cat=7
 Òºðèéí ìýäýýëýë õîëáîîíû ãàçàð https://www.cita.gov.mn/
 Ýðõ ç¿é ìýäýýëëèéí ñèñòåì https://www.legalinfo.mn/
 https://www.nato.int/cps/en/natohq/topics_140739.htm
 https://www.dcaf.ch/sites/default/fi les/publications/documents/OnCyberwarfare-Schreier.pdf
 https://www.vmware.com/topics/glossary/content/cyber-espionage
 https://www.iso.org/standard/44375.html
 https://www.itu.int/en/ITU-D/Cybersecurity/Pages/global-cybersecurity-index.aspx
 https://www.secureworldexpo.com/industry-news/countries-dedicated-to-cybersecurity
 https://www.cyberdb.co/top-10-countries-best-prepared-cyber-attacks/
 https://www.cyberdb.co 
 https://cyberdb1.wpengine.com/database/usa/ 
 https://www.cyberdb.co/top-10-countries-best-prepared-cyber-attacks/ 
 https://cyberdb1.wpengine.com/database/israel/ 
 https://www.broadcom.com/products/cyber-security
 BSA International Cybersecurity Policy Framwork 2018
 https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185
 https://statesassembly.gov.je/scrutinyreviewresearches/2018/research%20-%20briefi ng%20

paper%20on%20council%20of%20europe%20convention%20on%20cybercrime%20-%20
31%20october%202018.pdf

 https://rm.coe.int/t-cy-2020-16-bc-benefi ts-rep-provisional/16809ef6ac#:~:text=The%20
Budapest%20Convention%20requires%20States,cybercrime%20but%20any%20offence%-
20where


