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YOUPTT AN

YncblH Ux XypnblH ruwwyyHun 3axuanraap “Kubep ramt xapartan TaMLU3X OfOH YNChIH TypLunara
6a apx 3y1NH OpYMH” COA3BT cyAanraaHbl axnbir MapnameHTbIH cyaanraaHbl XypaanaHa ryiuaTraB.

CydanezaaHbl 30pun2o: Llaxum opuvHa yinaaraax Oy knbep ramT XapruiH Tanaapx HUNTRar
OWMNronT, rAMT X3PrunH Teper, xanbap, Laxum romMT X3parTan TOMUSX acyyanaapx OfloH YrCblH
3eBrnemxX, bycas opHyyablH TypLunara 60MoH 3pX 3yiH OPYHbLIT XapbLyynaH cyanax.

CydanzaaHbl xyp33: CyganraaHg kubep atoynryi 6angan, Laxmm ramT X3prasc ypbauvuncaH
caprunnax 6ognoro, crpareru, apx 3yWH OPYMH CarTal eHOep XenkKunTan opHyyd 6onox AHY,
MBYWNHXY, BHCY, Manais, AnoH, MepmaH 33par 6 OpHbIr COHIOH aB4 60450ro, 3pX 3yMH OpYHbI
XYP33HA, XapblyynaH cyanaBs. OArasp OpHyyAblH LaxuM OpYMH [axb FSMT X3PruiH Hexuen
6arigan, Laxum ramT XaparTan TaMUIX "Yurnanasp 6apumrtank 6y 6oanoro, ctpatern Teneeneree
GOMOH WMHCTUTYLMOHAmNb TOrTOMNLOO, 3PX 3YNH OPYHbI acyyanyyabir aB4 Y3CaH.

TYYHUN3H C3OBUMH XYPI3HA kmbep aloynryi Gamanbir xaHrax, Luaxum ramT X3partal TaMLIX
YUMM3NA3p OMOH YNCbIH Xonborgox Ganryynnaryyaaac rapracaH 3eBreMX, ONOH YMCbIH rapaa,
KOHBeHUYya 60M0oH yr acyyaantamn Xxon600Ton OfI0H YNCbIH HAP TOMbEOHbLI TOAOPXOWMONT, YHOC3H
OWNronTyYyAbIr aBy Y3C3H 60rHo.

CyOdaneaaHbl 6ymay: CynanraaHbl M3422annuir aapaax 4 6ynar acyyanblH XypasHA aHrvnau
6onoBcpyyncaH:

- Kunbep ramT xapar, xangnarbiH Tyxan epeHXui OnnronT
- Kubep atoynryin 6ananbiH OfioH YNCbIH 30XMUyynanT

- MoHron Ync gaxb knbep atoynryi 6angan

- TlapaagbiH 3apyM OpHbI TypLunara

CYOAITTAAHbI XYPAAHIYH

CyYYNWIAH XXMUNyyaa uaxvm opumHA YWNAaraax Oy raMt XapruiiH Hap Tepen, apra, xan6ap ynam
HapWIACY, NAM TOPITUIH rAMT X3PrMnH rapanTt Mxcax 6anHa.

MmO OanxvnH ync, OpHyya Kubep ramT X3aparTak ToMUIX YHASCHUIA Goanoro crparterva
TOOOPXONIMK, XYHUA Heeuee 6anTrax, xamraanantbiH 434 6yTay 6un 6onrox, 6anryynnara 6yp
gotooanoo 6oanorbiH 6apuMT Guuur, Xxypam 3aasap 6atnaH Mepaex, SPCANUAH YHIMNM3d XMNX,
ayauT O33p CYypwricaH XamraananTbiH WWALAMYYL rapraH X3pankyyrnax, LaXum romT X3parTam
TOMULIX YHOSCHUI TOITOMNLLOOro0 6uii 6oNrox, apx 3yMH OpPYHbIr BypaYYNaxaac ragHa 6yx HUNTUIAH
M3AJI3N, OAMTONTHIN A3SLLIYYIIAX MAX MAT apra XaMXKI3HYyOUNAr aBax 3aMaap 9H3 TOPIUMAH ramT
X3P3IrTan Tamuax HarHa.

CynanraaHbl Harayrasp 6ynart, kubep ramT xapar, kKubep xananarbiH TyXah epeHXuii ONNronT,
M333nnunr opyyncaH. CUCTeMUH Cyn TanbIl awnrnad XyBb XYH, &X axyWH HAOPK, Laawnaag
YMCbIH HYYLIbIH 33P3rnanTan M3A33nan pyy HIBTIpY Xxananara ynnaax raMmt Xapryya uxasap rapax
GoncoH. Nnma, uaxum ramMT X3PrunH HIp Tepern, xananarbiH xanbap, xangnara ynngsx apra
3aMyydblH Tanaap OnoOH YNCbIH X3MX33HWUIM 3apuM ron onnronTyyd 60MOH H3p TOMbEOHLI
TOOOPXONNONTLIF 3H3 GYNArT aB4 Y3C3H GOIHO.
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Xoéppayraap 6ynarT, onoH yncag Mepaex baviraa knbep aroynryi 6anansir xaHraxran xon600Tomn
fapaax cTaHgapt, 6oanorbiH 3eBnemX OGOMOH OMOH YNCbIH F3P33 KOHBEHLYYAbIH Tanaapx
M3A33NSTMNAT TycracaH.

- Onox yncag ogooroop knbep atoynryii 6angantar xon6ootow ISO/IEC 27032:2012 6onoH
ISO 27001 ctaHgapTyyabir Mepaex baviHa.

- AnuBaa yrnc OpHbl Laxvum xangnaraac eepuiiree xamraanax 4yagavpkuir OnoH yncbiH
xapunuaa xonbooHbl Ganryynnaraac rapracaH “Kubep aroynryii 6ananeiH MHOeKc -33p
Topgopxonngor 6anHa. Yr uHaekcuir (1) apx 3ynH opumH (2) TEXHUKUIAH apra Xamxaa, (3)
GaviryynnarbiH 30XvOH GanryynanTtblH apra xamxaa, (4) 4agaBx 63XKyyrax apra XaMxaa,
(5) xaMTblH axunnaraa raceH YHACAH 5 uurmanasp 6GarunaH ToOopXoW Luanryyp
Y3YYNanTyy4aap rapragar.

- OnoH yncbiH MNporpam xaHramxuinH xon6oo (BSA)-Hooc rapracaH 3eBnemxug kubep
aloynryi bavigantan xonbooTon 6Gopgnoro 6GonoBcpyynaxag A3MXUAH YNC OPHYYAbIH
3acruiiH raspyynaac 6apymTtnax 6 Tynryyp 3ap4Mbir TOLOPXOWCOH.

- 2001 oHA “Knbep raMT xaparTait TamMuax Tyxal byganewtuitH koHBeHW” 6atnargax 2004
OHOOC 3XJ13H X3PANKMK 3X3NC3H Gereeq 3HAXYYy KOHBEHLbIH 30puiro, ad xonborgon,
HArgsH opcHoop 6un Gorox AaByy TanyydblH Tanaapx MIO33MNMAr MeH 3H3 OynarT
TOWNMITIOH OpYYyrcaH.

l'ypaBayraap 6ynart, MoHron Ync gaxb knbep atoynryi 6anansiH apx 3ynH OpyYunH, knbep aroynryin
Gananbir xaHraxram xonb6ooTon YHAICHMI aoynryi 6anansiH y3an 6apumTnan 60noH xondorgox
XYYNUAH 30XULLYYNanT, X3pankunTuir xapuyuax Oyn GanryynnaryyabiH Tanaapx M3gs3nnivir
TOWMIIOH OpYYrCaH.

OepeBayrasp 6ynart, Knubep aroynryn 6ananbiH MHAEKCI3P A3NXMIA TIPryyngar, uaxmMm ramt
X3parTar TaMU3X Xyynb, 3pX 3yiH 3oxuuyynant canTtan AHY, UBYUHXY, BHCY, Manawns, AnoH,
FepMaH 33par OpHyyAbIr COHIOH aB4Y KMGEp raMT X3P3rTal TIMLUSX YMUIMANISP XIPINKYYIDK OyM
6oanoro ctpartern 60noH xonborgox 3px 3yMH 30XMLYYynanTbIr A3MrapyynaH cyaarncaH 60mnHo.

CyOanzaaHO asazdcaH OpHYYyObIH mypuwiiazbi2 mMolUMJIOH maHunyyynban:

AHY: LlaxvM ramT xapartam TaMuax “YHASCHUI Laxum cTpatern”, “BorMHo xyrauaaHbl YHOAICHWUA
atoynryn 6angnblH cTpaternind youpaamx”, “YHO9CHUI Laxum aroynryn 6angnbir camkpyynax
Tyxa” EpeHxuineryuinH 3apnur 33par X34 X343H bGopnoreiH GapumT Gudryyauir 6atnad
X3pAnKyyrmk 6anHa. XonbooHbl 3acrMiH raspblH xapbsia areHTnaryyg ync opHbl 34UAH 3acruiiH
alynryi Gadanbir  xaHrax YyAH33C TOMOOXOH .34 OyTtumnH Ganryynamkyyd, YWnaBap
YAMUUMNrasHUA raspyyd, Uaalnaag UaxuM CYIK3HA XonboracoH YncbiH GOMOH  XyBUIAH
Gaviryynnaryynasd YHO3CHUIA CTaHAapT TEXHOSOMIH XyP33mnaHraac GatnaH rapracaH HUMTI3p
Jarax mepaex Laxum awynryn 6ananbiH HIrQCSH CTaHOApThIr AaraX Mepaexvnr Laapaaar.
TYYHUN3H Laxum aloynryi 6aianbir xamraanax M3anar YagsapTtanm XyYHUA Heeuuir 6ypayynaxag
aHxaappaar.

AHY-g ogooroop Laxum opyHbl aroynry 6ananeiH Tyxan 18 xyynuiiH Tecen KoHrpecct epreH
Gapuvraaan 6aiiHa.3%® Llaxum romMTt XapruiH XOXMpPordabiH UX3HX XYBUIAT XYYXa/1, 6CBOP HaCHbIXaH

398 https://www.washingtonpost.com/politics/2021/10/18/cybersecurity-legislation-is-waiting-wings/
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333N49r TN XYyyXd4, 3anyychbilr Laxvm raMT X3praac ypbOuuriaH CIpruinax, xamraanax xyyrb
LeeHryn banHa. Llaxum xapunuaaHg oponuox Oyn Tanyya, snaHrysia MHTEPHITI3p YUNYuMnras
y3yynary 6anryynnaryynbiH YYpar, xapuyunarbir 34rasp Xyynuyaaz ToAopPXon TyCrax eryas.

ANOH YIC: 2021 oHbl 9 ayrasp capa Kubep atoynryn 6anansiH 3 gaxe crpatern Tenesnereer
HUAraM- SOWUAH 3aCrMiH TOrTBOPTOM XODKIWUWI XaHrax, awynryn 6ampan-guwkuvtan HUArMUnr
yxamcapnax, AnoH YNcblH YHASCHUA atynryn 6Gangnbir XaHrax r3c3H 3 4Mrnanasp
X3pankyynaxasp 6atancaH 6anHa. Haxyy Teneeneree 6onoH 6ycag 6oanoreiH 6apuMT GUYrMIAH
XypaaHa AnoHbl LlargaarminH epexxuin rasap, Knbep ramMt xapartan TaMUdX TeB, 3acruiiH raspbiH
X3par apxnax rasap, xonborgox sama 60N0H UHTEPHIT OPYUMHA YW axunnaraa siByynaar XyBunH
X3BLUMNIAH X0n600 6onox “©cBep YEUMHXHUA MHTEPHIT alwurnanTbir camkpyynax 3eenen” rax
MITUIH ONOH Banryynnaryyg xamTpaH axvnnagar.

AnoH yncap kmbep ramT XaparTan TaMUIX xapunuaar SpyyrunH Xyynb, XyyXauiH Guenir yHanax,
cagjap camyyHA ypyy TaTcaH YWngang xapuyunara Horgyynax 60noH xyyxag Xxamraanax Tyxaw
Xyynb, HacaHg Xyp3asryih XyMyyCT WHTEPHSTUWMH aroynryi OpuHbIr Oypayynax Tyxal Xyyrb,
36BLU6ePeNnTYNrasp LUaxum CYMmKI3HA HIBTPIXMIT XOPUITIOX Tyxal Xyynb 6onoH Kubep atoynryi
GananbiH Tyxan Xyynuap Tyc TyC 30Xmuyyrk barnHa.

FEPMAH YNC: “Kubep atoynryi 6angan-2021” ctpatern TenesnereeHs XxamTbiH XapuyLnarbiH
XYP33HA LaxvMm atroynryn 6ananeir 6ypayynax, Tep, GU3Hec, WNHXNAX yxaaH, HUATMUIH Laxum
xangawryn 6ananbir 60Kyynax, LaxuMm XenkrunH arynryi Gamanbir XaHrax, X9MXUIOaXynL
XUAradg un Tog Oomrox racaH 4 uurmanuiiH garyy Xonborgox apra X3IMXKI3HYYAunir aed
X3pankyynx 6anHa.

XonbooHb! yncbiH Xyynb 3ynH fam, ap 6ynuiH sam, Llargaarwin 6airyynnara, OpyyruiH
uargaarMnH rasap 33par TOpUNH 3axvpraaHbl Ganryynnaryyq xamTpaH Laxum ramT X3pruiiH
Tanaapx YWn axunnaraar xsHax, M3O33MnuiAr UHOEKCXKYYNax, caHan roMaon XynasH asax,
LUNAABIPNAX, L@XMM FAMT X3Praac ypbAvMNnaH Capruinax xetenodep, ynn axvunnaraaHg xaHant
TaBbaar. Knbep ramt xapraac xamraanax xapunuaar 3pyyrumH xyynb, HUArMUAH CyrmkaaH gax
XYYNUAH  X3P3ADKUNTUAM XaHrax Tyxan Xyynb, WpraHui xyynb 6GonoH Tene M3433nmviH
X3PArCNuNNH Tyxaw Xyynb 33par Xyynuygaap Tyc Tyc 3oxuuyymxk 6aviHa.

UBYUHXY: Tyc yncbiH 3acruiiH raspaac Laxmm raMT XaparTan TaMuax 6oanorsiH 6apumT 6udrnir
5 xunuiiH xyrauaatam GonoscpyynaH 6artangar Gereeg 2016-2021 oHg “YHOSCHMI uUaxum
aroynryn 6ananbiH cTparern’-unr Xapankyymx, Tyc 6oanorbiH 6apyMT BUYUIT XIPIDKUNTUIH
TeneBnereer xaBcapraH 6arancaH. Yr ctpatern Hb Llaxmm atoynryin 6aignbir xaHrax, ypbadunaH
COPrUNNaX, XenKyynax racaH 3 uory TenesnereeHeec 6ypaax GawHa. Hangeaprtan uaxum
xapwuruaa xon6oor 6uii 6onrox, 3acruiiH razap 60s10H Yyxan waapanaratam o6bekTyyablH Laxum
alynryn 6ananbir xaHrax, ragaag, 4oTooAblH TEPPOPUCT xangraraac ypbauunaH CIpruinax,
Laxum arynryn 6ananbir xaHrax Ganryynnara, HaDKyYOUMNH TEXHUK TeXHONorn GOnoH XyHui
HEOLMNH YaaaBXbir 63XKYYNaxX 33par axnyyabir TONOBMNOH X3p3anKyyrnk banHa.

Tyc yncblH Xyynb caxuynax GairyynnarbiH Laxum raMT X3parTai TAMUSX HINKYYL Hb 30XWOH
GauryynantTan raMT XoparTaii TOML3IX XYpP3a3HA eep XO0POHA00 GOMOH BYCUIAH XaMXK33H[, OFOH

https://www.csoonline.com/article/3626908/18-new-cybersecurity-bills-introduced-as-us-congressional-interest-
heats-up.html
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YINCbIH Xyynb caxuynax bavryynnaryyg, Tyxaunoarn, EBponors, XonoooHsl Mepaex 108400, AHY -
bIH TarHyynbliH Anba 33par 6anryynnaryyaran xamtpaH axunnagar 6anHa. Llaxvm ramT xapartan
Xx0n6ooTON Xapunuaar OfioH TOOHbI Xyyrb, TOITOOMXKOOP 3oxuuyyngaar 6ereef Laxvm OpYHbI
atoynryn Gangnbir xaHraxag Tep, MHTEPHITIaP YWNUMArad yayynard GanryynnaryyabiH yypar,
Xapuyunara, XaHanTblH acyyanyyablr HapuiBYnaH 3oxuuyyrncaH 6ainHa.

BHCY: 2019 oHg ©MHen ConoHroc Ync kubep xangnara, raMT X3prasc ypbAuunaH CaprumncaH
Kunbep atoynryn 6ananbiH yHOA3CHWA CTpaTervir 6onoBcpyymkaa. Yr cTtpatern Hb 6 3opuntot
xeTenbeprtan GanHa. JArasp 30pUNTOT XeTenbepyya Hb YHOASCHMM A34 OyTuMiH arynrym
GananbIr camkpyynax, knbep xangnarag Lwyypxan xapuy apra Xamxa aBax, OfloH YICbIH XaMTbIH
axunnaraar Xenkyynax, knbep awynryi 6ananbiH 3pX 3yMH OpYHBIF CamXpyyrnax 33par apra
X3aMXI3Hyyaunr OGartaacaH 6GanHa. BHCY-g 2015 oHooc axnaH Epewxuiineruvg wyyn
xapbsfanargaar YHascHui atoynryn 6ananeiH 3esnen (YAB3) Hb kubep atoynryn Gavpantan
xon6ooTon acyyanyyabir yaupaaH 30XuUyymk MpcaH 6anHa.®® YHgacHuin aroynryin 6anarnbiH
3eBMnenuiiH xapbsiaHa, G6anx Liaxum atoynryi 6ananbiH YHOSCHWA TEB Hb LAXMM TAMT X3par,
Xananara aloynryn 6avigantan xonbooTon acyyanyyabir xapuyLuad axunnagar. Llaxum atoynryi
6ananbiH YHA3CHUA TeB Hb LUMHXNSX yxaaH, M343anan, TEXHOMOrnH siam GonoH YHA3CHWUA
BatnaH xamraanax siamtam xamTpaH XyBUWH X3BLUMN GOMNOH TepuIH GanryynnaryyabiH Laxum
aroynryn 6ananeir xapmyLax XoopoHA00 HAMT yangaaTtan xamTpaH axunnagar 6anHa.

MAINAI3 VNC: Tyc yncag 2020-2024 oHA X3pankyynax kubep atoynryi 6aiansiH Tenesnen,
XOPANKMNTUAH Byx acyyanbir 3oxvuyynax 5 uurman 6yxuii ctpatern 6onoscpyyricaH 6GaiHa.
OHaxyy kubep atoynryit 6ananeiH crpatern*® (Malaysia Cyber Security Strategy)-T yp ayHTan
3acarnan, 9px 3yMH OPYHbIr camkpyynax, MHHOBAaL, TEXHOMOTW, CyAanraaHbl axnyyablr TYpracrax,
OFIOH HUATUIH M3ANAr 6ONOBCPONBIT A33LLIYYMSX, ONOH YIChIH XaMTbIH axunnaraar 63xKyynax
39par 30punTyya TycraracaH 6anmHa. 1997 oHa  KomnblOTEpWIAH rSMT X3parTan TOMLUSX Tyxan
xyynuir (The Computer Crimes Act) 6atancaH 6a 2011 oHbl 12-p capbIH 1-HA AaXVH LUMHIYMIICIH
6ariHa.

Tynxyyp ya: Kubep 2amm xapae, kubep xandnaza, Kubep aroyneyl 6aldan, M3d3snnuliH
aroyrnieyd 6atidan, Kubep aroyneyl 6alidnbiH uHOekc, bydanewmulH Kubep eamm xapazmal
mamusx myxat KOHeeHU,

Keywords: Cyber crime, Cyber attack, Cyber threat, Cybersecurity, Information security, Global
cyber security index, Budapest cybersecurity convention

399 From 2015 to 2018, the NSC designated the cybersecurity adviser to lead the cybersecurity efforts nation-wide,
however, this position was merged with the cyber information convergence adviser under the same NSC

400 Malaysia Cyber Security Strategy (2020-2024) https://asset.mkn.gov.my/wp-
content/uploads/2020/10/MalaysiaCyberSecurityStrategy2020-2024.pdf
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XycHazm 1. CydaneaaHd asazdcaH OpHyyOblH OHUIOX mypuinaaa, 3pX 3yUH OpYHbI marnaapx
M3033r1ulic A00PX XyYCHI2MIap XypaaHaylnaH maHunuyynas.

Ync Llaxum ramt KuGep ramrt Xaparkyynary Apx 3yMH OpYHbI NaBnaraa
X3PrunH Hexuen X3pP3arTan Gauryynnaryyn
6anpan TIMLIX
cTpaTerutan
3cax
AHY Llaxum ramt -2018 oHA | -batnan Xamraanax | -KomnbtotepT xyynb 6ycaap
X3PruiH 6aTancaH Aam (Department of | HOBTPAXUIr XOPUINoOX Tyxamn
M3433NUNH “YHO3CHUN Defense)-Hbl xapbsia | Xyynb
CYJKa3 uaxum ctpatern” | YHO3CHUIA  Awoynryin | -Xon6ooHbl MagaannuinH
(Cybertipline) Hb (National Cyber | 6ananbiH  AreHtnar | Aroynryin 6anansiH
2020 oHbI Strategy) (National ~ Security | MeHeXMeHTUIH Tyxal Xyyrnb
6angnaap -2021 oHp, | Agency) -Laxmum Xapunuaa xon6ooHsl
Laxmmaap baTancaH -foTooapir Aloynaac | HyyunanbiH Tyxan Xyynb
YANYUNras “BoruHo Xamraanax Aam | -Llaxum Atoynryii 6ananbiH
3pXnaryasac XyrauaaHbl (Department of | Magaanan conmnuox Tyxawn
XYYXOUAr 63NrMitH | YHASCHWI Homeland Security)- | xyynb
XYYMpXUnnan, Awoynryin Hbl xapbsia Laxum | -Llaxvm epTeHuen xyyxaninH
capap caMmyyH 6angnbiH Awynryin  Gaingan, | Hyyublr xamraanax Tyxan
ynngang CTpaTerumnH Oan OyTUMIH | Xyynb
awwmrnacaH Yavpaamx” Atoynryin  GaianbiH | -MIHTEPHST OPYMHA XYYXAUAT
Tanaapx 21.7 caa | (Interim National | ArenTnar Xamraanax Tyxaw Xyynb
M33371311 XYN33H Security (Cybersecurity and | -Xyyxag xamraanan, atoynryn
aBcaH GaiHa. 40! Strategic Infrastructure GananbiH Tyxai Xyynb
(OanrapaHrywr Guidance) Security Agency) -21-p 3yyHA XyyXauir
cynanraaHbl -2021 oHg -foTtooabir Atoynaac | xamraanax Tyxan xyynb
X3Craac xapax) rapracaH xaMmraanax famHbl | -[JJOM3ViH H3p YH3H 36B Galix
“YHO3CHWI Xapbsia AHY-bIH | Tyxai xyynb402
Llaxum Atoynryin | TarHyynbiH rasap | -Laxum ramt xaprunH
Gangnbir (US Secret Service) | M3433MMNAH WNHIYNINUIAH
canxpyynax -Xyynb 3yWH fam Tyxamn xyynb
Tyxan” (Department of -AnraBapnaH ragyypxax ramt
(Executive Order | Justice)-Hbl xapbsia | X3prasac ypbauunaH
on Improving the | arenTtnar CIprunnax Tyxamn
Nation’s -Xon6ooHbl Mepaex
Cybersecurity) Tosuyoo (Federal
Epenxuineruuniii | Bureau of
3apnur Investigation)
FepmaH 2020 oHa NepmaH Kunbep atoynryi -Xon6ooHbl Xyynb -OpyYruiH xyynb
Ync Yncap 108,474 6angnbiH 3YVH sam, -HUArMUIAH cymkaaH Aax
knbep ramT xapar ctpareru- 2021 -l ap GynuiiH sam, XYYMUIAH X3P3DKUITUIAT
OypTraracaH Hb -LlargaaruiiH XaHrax Tyxaum xyynb
2019 oHbIX00OC Gairyynnara, -Tene mMaa3anNnUNH Tyxamn
7.9%-nap, 2015 -OpyyrunH Xyynb
OHBIXOOC 2 AaxuH LargaaruiiH rasap -8anyy4dyyabIr xamraanax
H3M3rACoH BaiiHa. xapuylaxaac ragHa | Tyxam xyynb
3ap GYNuiH siaMHbI
xapbsia Xyyxag,
sanyyvyynaan 5
XOPTOW M3A33NMNIH
XsIHANTbIH

402 hitps://www.law.cornell.edu/uscode/text/34/subtitle-l/chapter-209
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xonbooHbI 3eBnen
(BPJM), Llaxum
OPYMH AaXb XYyX3A

3anyy4yynbir
Xamraarnax KoMmucc

(KUM)

AnoH Ync | 2021 oHbl 3-p 2021 oHbl 9 capp | -LlargaarunH -OpYYr1MiH Xyyrb,
capblH 6angnaap Knbep atoynryit | epeHxuii rasap, -WNHTepHaTUIiH atoynryi
YHA3CHMIA GananbiH 3 gaxb | -EpeHxui raspbiH OpYHbIr BypAyynax Tyxamn
uargaaruinH cTpareru “Knbep ramt Xyynb
raspaac siByyrnicaH | Tenesnereer X3parTa TaMUIX -3eBLUeepenryrasp Laxmm
cynanraaraap 18- | 6atnaH rapracaH | Tes” CYJDKI3HA, HIBTPIXMIT
aac [0OoL HaCHbl 6anHa. XOPUIMOX Tyxan Xyynb
1819 xyyxag 2020 -Knbep atoynryit 6ananbiH
OHA HUNTMUIH Tyxaw xyynb
CYJDKIITIN
Xon6ooTow ramt
X3PrUMH XOXMPOrYy
60mncoH 6onoxbir
TOITOOX33.
ConoHroc | 2020 oHbI -YHA3CHUIA -OpYYrMnH Xyynb
6avgnaap BHCY- TarHyynbiH anbaHbl | -CymkasHWUI Tyxan Xyynb
bIH LlargaarninH napragax Llaxum Xapunuaa Xon6o0Hbl HyyubIr
Gavryynnarag 234 aroynryin 6ananbiH Xamraanax Tyxamn xyynb
MSIHFa OpYUM YHA3CHWI TeB -Mapaanan, xapunuaa
LlaXUM raMT X3par -LLUnHxnax yxaaH | Xon6ooHbI naa oyTumnr
6ypTraracaH 6a M333m13n Xamraanax Tyxan
3H3 Hb BMHEX TEXHOMOrMNH  siam | -Llaxum 3acarnanbiH  Tyxaw
OHooC 54 msiHra (Ministry of Science | xyynb
opyMoop and ICT) -YHOSCHUI 6atnaH
HAM3racaH barHa. -YHaacHuiA  BatnaH | xamraanaxbiH M3A33NNUNIAH
Xamraanax fam | gsg  6ytumir 6w Gonrox,
(Ministry of National | magaannuitH HeeLuunr
Defense) yanpaax Tyxaw xyynb
-339nniiH M3033NNUNH
awwrnanrt, XaMmraananTbliH
Tyxaw Xyynb (Credit
information use and protection
act),
-banpLnbiH M3433NNNIAr
Xamraanax Tyxam xyynb
-YNnaBapnanuiiH TeXHONOTUIAr
Xamraanax Tyxan xyynb
-Llaxunraan XON6GOOHbI
Ou13HEeCHIH 60NOH CaHXYYrMinH
NyMWBpPbIH TyXaw Xyynb
Manaw3a ManawsbliH Manaw3s YncblH YHASCHWI knbep -KomnbtoTepuiiH ramT
uargaarumiH knbep aroynryn atoynryn 6ananbsiH X3ParTal TAMUIX Tyxaw Xyynb

GavryynnarbiH
M3433ncHa3p 2019
oHA knbep
xangnara, ramT
X3prumiH Too 3,787

6ananbIH
cTparern4o4
(Malaysia Cyber
Security
Strategy)

areHtnar (NACSA)

-30XMOrYMINH  3PXUIAH  Tyxai
Xyynb (The copyright
(amendment act),

-TOOH rapblH YCIMIH Tyxan
xyynb (The digital signature

404 Malaysia Cyber Security Strategy (2020-2024) https://asset.mkn.gov.my/wp-
content/uploads/2020/10/MalaysiaCyberSecurityStrategy2020-2024.pdf
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bavicaH 6on 2020
oHA 4,194 6onx
10%-unap
HOM3racaH GanHa.
2021 oHA 3H3 TOO

act),

-TenemeauumHUN Tyxaw Xyyrnb
(The telemedicine act),
-Xapunuaa xon6oo 6a
MynbTUMeAMaH Tyxal Xyyrb

HAaMaraax (The communications and
TeneBTal Gairaa multimedia act),
a3, -Laxvm xygangaaHbl Tyxan
xyyne( Electronic commerce
act),
-TepuitH Laxum yin
axunnaraaHbl Tyxall Xyyrb
(Electronic government
activities act),
-XyBUWIH M3A33NNNIAr
XaMmraanax —Tyxalh  Xyymnb
(Personal data protection act),
apyyruiiH xyynb Penal code),
-Xyypamy M3a33nMuinH acpar
xyynb (The anti-fake news act)
NBYUHXY | Llaxumaap NBYUHXY Hb 5 -YHASCHWIN [amT | -KomnbloTepuitH 3y Byc
XaMIMnH nx Xun TyTam X3parTan TAMUIX | X3P3IrMasHuUi Tyxam
yvnaargax oy “YHOaCHWIA AreHtnar (National | -Xapunuaa xon6ooHbl Tyxan
rAMT X3PruiiH Llaxum Awoynryn | Crime Agency) Xyynb
Tepnyyasa Aapaax | 6ananbiH -LlargpaarunH razap | -Xop  HemeeTan  xapunuaa
Xapryya opgor Crtpartern” -BycuitH 30XMOH | XONBOOHbI TyXam Xyynb
GaiiHa: (National Cyber | 6anryynantran ramt | -Owxutan 3auidiH  3acruiiH
Hyyu yr awwurnax, Security X3parTam TAMUIX | Tyxan xyynb
XyBWIAH Magaanan | Strategy)-uir HANKYYA -AnnraH CcypAayynaxaac
(phishing), LUNMHIYN3H -YHgacHun Liaxum Xamraanax Tyxan xyynb
CYMKa3HA xanaax | GonoBcpyymnx, Atoynryin 6ananeiH -lamT x3partaHa xapuyunara
(malicious 6atangar. Tes (National Cyber | Toouox 6a HWITUIAH  X3B
software) Security Centre) XYpMbIr  caxuynax  Tyxan
MeHre xynrannax Xyynb

30pUNroop Laxum
XyyAac pyy xangax
MHraxaaa TyxawH
Llax1M XyyQacHbl
cyJ ka3 6onoH
CepBepuir XaT nx
avaannax samaap
yinpax
(Distributed denial
of service).

-Bonoscpon GonoH xsHanT
wanrantbliH Tyxan

-Xyyxag xamraannbiH Tyxawn
Xyynb

-banruiiH XYYUPXUANINTIN
TAMUAX TyXan Xyyrb

[anrapaHryn Magaannuir cyganraaHbl XaCraac y3Ha Yy.

403 Manasa Yrnc Kubep ramt xapruitt Hexuen 6aingan The Star Hews
https://www.thestar.com.my/news/nation/2021/06/28/cybercrime-increasing-as-more-people-rely-on-digital-tech-

during-pandemic-says-pm
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CYOANTAAHbI O3NI3P3HIYA X3Car
BYN3r I. KWBEP MAMT X3PMMWH TANAAPX YHOCOH oUnronTt
1.1 KWNBEP I'3MT X3P3ar, XANANArbIH TYXAW EPOHXUA ounront

VIHTEPH3TUIH X3P3rnas 3pC HIMIrAdK, 36BXOH KOMMbIOTEP Teaunrym tepen OypuiiH yxaanar
TOXOOPOMXK aLUUIMaH CyIKasHA xonboraaor 60NcoH, eaep TYTMbIH aMbApanbiH ONTOH X3P3rnaar
yxaanar TexeepemMx, LLaX1M CyIpKaa aluurnaH sieyynaar 60ncoHTOM 33parlaH TEXHOMOMMINH 0NonT
aMXWUMTBIM TAMT X3P3r YMNA3X 30pUnroop almrnax, Yunasraak bairaa raMT XapruiH Tepen,
xanbap, apra, TexHonoru unyy 6onoBcpoHryin 6onox xaHanarartan 6anHa.

Llaxum opumH gaxb ramT X3pruiH Tyxan OWMronThbir aB4 y33X433 HYHbl 6MHE KMbep OpoH 3ai,
XananaryyablH xanoap, To4opXOMnonTyyabir cantap ounrocoH 6arx waapanaratan.

Kubep /Cyber/ rax Hapwumn Hb KMbepHeTVK rax yrran ytra gyhx 6a yTraunaH Tann6apnasan
HapuiiH TOOL00MNOH 600X TEXHUK-TEXHOMNOIUIAH Tycnanuaaranraap Magaannuir 6onoscpyynax,
yWn axunnaraar yampaax oytoy 3anyyp 3yi (yavpaaxynH TOrTonuoo) rax ounrorgoHo. EBponbiH
X0n6oOHOOC LiaxMM OPOH 3air HUMT3Z, Hb KMBEep OpUMH X3M33H TOAOPXOK GaiHa.40°

Kunbep ramt xapar rafart kubep xananara, (ULLIKHT, OHMaiH MepAner, 3aHanxuinan, CKUMUHT
BYI0y KapTHbI FAMT Xapar, OHManH 3anunad, cajap camyyH Aypc Buunar Tapaax, WHTepHaTaf
CYypWricaH OYHbl MYMUIAH 3CPar raMT xapryyawir Gartaad omnnrogor. % Gepeep xanban,
KOMMbIOTEP, MIAB3MNMUIAH CYIMK33, MHTEPHAT alumrnaH YANAaracoH 6yX TOPrviH raMT X3prur
XanHa.4%7

Llaxum Xyumpxuminnan ragar'® Hb XaH HAraH 3Trag/ LiaxMM TEXHOMOMMIAT almnrnaH 6ycaz XyHuir
JapamTnax, 3aHanxuinax, N4sax, 3CBaN TYPIMIUINSX ABAAn IOM. DHS Hb rap yTac, KOMMboTep,
TabneT, TOFMOOMbIH CUCTEM I'3X MIT TEXOOPOMX aluurnaH ynnaaranar. o

MapaannuinH  arynrym 6Gaupan ragar Hb  M3433Man  GOMOH  M3A33NNUNAH - cUCTEMA
36BLUOEPOITYN XaHaaxX, M3A3MNMIAT alumnrnax, un 6onrox, eepyunex, xyynax, ycrrax, MaaaannmnH
CUCTEMWIH YIAN aXkunnaraar Tacanayynax, ragHaac XaHanT XMixaac xaMmraanaxbir xanHa. !

Kn6ep aroynrym 6angan ragar Hb Kubep raMT Xapraac CUCTEM, CYIK33, ereranuir xamraanaxag
3opuynaracaH TEXHOMOrW, YN ABL, apra XamxaaHaac 6ypager.*!' Kubep awoynryin 6angan Hb
knbep xangnarbiH 3pCO3nuiir Gyypyyrbk, CUCTEM, CYJDK33, TEXHOMOrWiAr caHaatairaap
awwrnacaap Gainraa xymyycaac ax axyiiH HaPk, Gauryynnara, XyBb XyYMYYCUIAT xamraanaxag
yurnargaar. Kubep xangnaryyd Hb OMOH SIH3bIH X3n6apTai GaiHa. (KUW33 Hb NporpamMbiH
[OBTONrOOHyyA, malware, ransomware, (ULLIMHT raX M3T).

405 B Xuwumrgopx, Liaxum Maasannnit opumHA YnNasrasx raMT XapruitH MepAeH LUMHKITOXYAH OHOS apra 3ynH
YHA3C cypax 6uunr 2015

408 hitps://searchsecurity.techtarget.com/definition/cybercrime

407 . CymbsiauapaH MoHron Yric aaxb kubep raMT XapruinH eHeervitH 6arnaarn, 2016

https://www.slideserve.com/maina/4923860

408 https://kidshealth.org/en/parents/cyberbullying.html

409 https://www.verywellfamily.com/types-of-cyberbullying-460549

410 MogoannuitH atoynryit 6ananbiH rasap

411 TepuiH Ma423113n X0N600HbI rasap
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Knbep xangnara Hb UX3B4NaH Xynranraap (TentepuitH KapTblH erergen, XaparnaryuH Magaanan,
KOMMaHWUI Hyyuan, OlYHbl OMUYUAH 3PXUIAT 36PYMX TIX M3IT) CYIDKISHL 36BLUOSPOSTYA HIBTPIH
XOXUPOrY 3Traaa3f CaHXyYrMiH G0MOH HAp XYHAUWH XOXMPOI Y4Ypyynax 30puiroop Xvumrgaar
axwunnaraa oM.

Knbep xangnaryyn ynam 6yp 6onoscponryii 6oncoop 6anraa 6a onoH yncag anueaa yricbiH
3aCTUH ra3pblH M3A33MNNIAH CaHA, Xanaax yrc opHbl aloynryv 6angan, 6atnaH xamraanax, Ldpar,
cTpaTteru, yrnc TepuH canbapT YMITIC3H atoyn 3aHan y4upyynax siegan Tyraaman 6omk 6anHa.

1.2 XANNONArbIH APIA X35B3PYY[

Knbep ramT XaparTHUIM 3yraac xangnara ynnaax xXaf Xa4aH apra xanoapyys 6avgar 6a epexHxung
Hb fapaax 3 xan6apaap aHrunaar 6anHa.*1?

e XyBb XYHWIA 3CPAr YATNIC3H (BMPYC, 3anunaH,puULLVHT, CM3M M )
e OMuUMIH acpar (bycablH 30 XOPEHTUIAT CYUTrax, XOPTON NporpamM Tapaax r.M)
e TepuiiH acpar (knbepTeppopuam, M3OISMNUAH AaNH .M )

XyBb_XYH 6OSIOH ©MYMWAH 3CP3r YUINICIH: XOPTOW MPOrpamMbIr KOMNLIOTEPT Opyyrnax, 3CXyn
ereranunr xynramnax 33par OfioH apra 3amaap xangnara yungaar 6aviHa. YyHAa:

e Social engineering-XyBb XyHWIN Cyn Tanbir awmrnaH XopTon xonbooc A33p Aapyynax,
3CBAN XyypaH MaxNax 3amaap KOMMbOTEPT HIBTPIX 3pX OMXK aBax apra;

e Phishing /ereew xasax 3amaap xoxuporyumur yaupaax/-Xyypamuy ax axymH HanK
Gaviryynax, acxyn TOOHWWAT Terneernex 3amaap X3p3rnardyuH M3O33MUAr oMK aBaxbir
opongox ymungan;

¢ Pharming /MHTepHaT 3anunan/-Bab caviTblH M3A33NMMIH ypcranbIr eep 3yrT YUIyynax,
Xyypamy BabcanT yAnaax 33prasp XyBb XYHUA MIAISNIUIAT Xynrannax xananara;

¢ Drive-by /)xonoogox/-Cvctem fOTOpPX TOLOPXOW Cyn Tanyyablr alwnrnax xangax;

e Man in the middle /3yyunary/-TanyyabiH xapunuaaHg XeHOJIOHreec OponuoX yp AyHO
Hb XaKep X0E€p TanbIr X0€ynaHr Hb yanpaax, XoXxmpoox 60rnomxTon 6onox apra.

Malware Hb KOMMbLIOTEPUWH CUCTEMUII Tacangyynax, ramMT33X, 3eBLUeSpPenryn H3BTPax
30punroop TycrawnaH 6yTa3CcaH nporpam xaHramx 6ereeq 34raap Hb Aapaax xan6apTan banaar:

e Ransomware Hb KOMMbIOTEPUIAH CUCTEM [33P XOPTOM Mporpamaap kubep xangnareir
axXIyyncHvin gapaa tenbep waappaar xanbap oM. OH3 TEPNUIAH XOPT NporpamM Hb raMT
X3ParTHYYAUAH AyHA TYraaman 6ormk, xun byp cas casa 6anryynnarbir Xoxupoox 6arHa.

e Viruses (Bupyc) Hb Har KOMMbIOTEPIIC HOre® KOMMBIOTEPT 66PO6 eepuiree xyynbdaprax
OONOMXKTOM KIDKUM XOMXKIIHUI KOL, IOM.

e Worms (O7) Hb Oycag KomnbloTepyyaas TapxaxblH Tyng eepuiree xyynbapnagar 6ue
JaacaH XopTon Nporpam oM.

e Trojans (TposiH) BMPYC Hb H3r pyHKL (kuwaanbamn, BUPYC apunrax) MaT xapargaar
Mporpam 60noBY Ar YH3HA33 YWANASMN XMIAX yea CUCTEMUIAT raMTa343ar banHa.

e Spyware/adware Tepen 6ypuiiH cann xascapragar 6a yyHUir Haax xonbooc A33p Aapax
9CBaN XOPTOW Mporpamblr TaTax aBax e[ CUCTEMA HIBTIPY XOXMPON y4upyynaar.

412 . CymbsauapaH, Moxron Yrc gaxb knbep raMT xapruiH eHeerniiH 6anparn, 2016
https://www.slideserve.com/maina/4923860
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TepuinH 3cpar YUIMIC3H fapaax xananaryyn Tyraaman bavgar. YyHA:

e Cyber terrorism Hb TeppopucT Gynarnanyyassc 3acruiiH ra3pbliH Y335 CypTibiH GOMOH
yrnc TepuiH XxeTenbepT HIBTPSH OpPX TOAOPXOW 30pUNTOOp M3A33MMMNH TEXHOMOTUIAr
alwmrnaaar xan6ap oM. CyImKasHyya, KOMNbIOTEPUINH CUCTEM, Xapuiuaa XxonbooHb! 434
6yTuaa HOBTIpY xanaaar.*'®

e Cyber warfare Hb yNnc YHOSCTHUIM CYIDKI3HA HIBTIPY, MIO33MNMAH  TEXHOMOMMIAT
noronayynaar. Cyber warfare OOBTONrOOHYYyA Hb YHLACOH CYMKaar aBaax 6a TyxaiiH
CYIDKI3HMIA X3BUMH axunnaraar Tacangyynax udyxan erergnunr Goorgyynax 3amaap
xangnara ynngaoar.4'

e Cyber espionage Hb 333MLUNIYMIAH 36BLUEBPENTYArasap HyyL, M3O33MNNUAT OMDK aBax
TarHax xan6ap tom. Cyber espionage Hb cTpaTeruiH, 3guinH 3acCruiH, yrc TOPUNH, L3PTUAH
[aByy TanbIr /K aBaxag awwvrnarggar.'®

1.3 LAXUM OPYMH JAXb XYUUPXUUTTTUAH XNBIP

Llaxum xyunpxunnnuiH xan6apuiir MoHron YncbiH Xapunuaa Xxon600HbI 30XMLyYax XOpoOHOOC
napaax 6angnaap aBd y3caH 6aiiHa. YyHg:41e

1. X3H HAraH pyy aengar 6yc JOPOMXMIICOH 3CB3N CYPAYYIICIH U-MIN, YaT, TEKCT, MECCEX
UIrasax;

2. X3H H3rHWIM Uaxum xasr, OypTrang 3eBLUeepenryi xanaax, alurnax;

3. BycablH XyBWUIAH 3ypar, Magdannunr xyynbapnaH 6anpLuyymk, aBRAyynar xuix, 6uunar
XWX 3amaap 6ycabIr ryTrax JOPOMXKITOX;

4. OHnaiH TOrnooMm TOrMOXA00 X3H HArAHTaM Gyayynar, sengar 6yc xapbuax;

5. BycAblH XyBMWH Taanampxryh 3ypruir uaxum opuvHg Ganmplyynax, Oycaap wnraax,
XyBaanuax;

6. X3H HOrHWWr anarnaH gyypancaH, Xyypd MIX3fC3H HUATMUNH CYIDKIIHUIA Xyypamy xasar
YYCrax, awmrnax;

7. X3H HOrHUAM aHru Ccypryynb, OMOH HWATUAH HUWUTMUWH CYIDKI3HWW TPynn, OHMNanH
XapunuaaHz siMap Har WanTraaHrynraap oponuyynaxryi 6aix, 610k xuix 33par 6aiHa.

MoHron YncblH HURT XyH amblH 37.6 xXyBunr 0-18 xypTanx HacHbl Xyyxaa 9335k 6avHa. Matan
LaxvM XYYMPXWANIIUIAH 30NIMOC Hb HacaHA, Xypaarym xyH Oywy xyyxayyg 6omnox Hb anbar
GaitHa. MaHait yrncbiH HUAT XyH amblH 80.6 XyBb Hb MHTEPHAT xaparnardy*'’, TyyHuin gotop
yxaanar ytactanm XyyxayyaunH 95 XyBb Hb MHTEPH3IT X3parnagar, MeH TaaHunm 92 XyBb
Hb aNcOyyk xasarTail Gairaat'’® Hb LaxUM OpPUMH GOSIOH HUNAMMWUIH CYJDKIIHA aryymnrbiH
3apcaan, xapunuaaHbl 3pcaan, YANANWMIAH 3pcaan rapy 6onoxoop 6ainHa.

413 hitps://www.nato.int/cps/en/natohqg/topics_140739.htm?

414 https://www.dcaf.ch/sites/default/files/publications/documents/OnCyberwarfare-Schreier.pdf

415 hitps://www.vmware.com/topics/glossary/content/cyber-espionage

416 | laxm OpUMH XYYX3/ Xamraanarn CaAaBT X3B/iamMarn oCTePbIH CaH, Xapuraa xon6ooHb! 30XMLYyyNiax Xopoo
http://ekids.mn/Home/newsdetail?datalD=22012&fbclid=IwAR2YroLWFOHURKca5LdAYWTQH5Fr5kGOy5JwO
xQICEOQer_x_7CNkgt_QixY

417 Xapwunuaa, xon600, M34d3MNNIH TEXHOMOIWIAH rasap https://dashboard.cita.gov.mn/

418 “Gcep ye 6a Laxum xaparnad” cyaanraa, [ap 6yn, Xyyxad, 3anyydyyablH XenknuitH rasap, 2018 oH
https://bit.ly/2RIBGNE
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BYN3r Il. KUBEP MOMT X3P3ITOU TAMLISX ONOH YNCbIH 30XULUYYNANT BA
HUWTNAr Acyyanyyn

2.1 KABEP M3MT X3P3rT9¥ TOMU3X TYXAA BYOAMELWTUAH KOHBEHL

Kubep atoynryin 6aianbiH ONOH TanT XaMTblH aXunnaraaHbl 3pX 3yWH YHA3C Hb Knbep ramr
X3pruinH Tyxan byaanewtniti koHeeHu*'® om.

Llaxum 6ytoy Knbep ramMTt xapruiH Tyxan byganeluTninH KOHBEHL, Hb YHOICHUA X3AMXI3HUNA XyyIb
TOITOOMXYYAbIT yanayynax, MepaeH Oanuaax apra TEXHUKUWAr camxpyynax, ync XOOpPOHAbIH
XaMTbIH aXunnaraar HaMarayynax 3amaap MHTEPHST G6OMOH KOMMbIOTEPUIH IAMT Xapar (knbep
FOMT X3Par)-UIAr UNPYYnax, TacraH 30rcoox, LWMNABIPIIIX 30PUITOTON OMOH YIChIH F3P33 oM.

Knbep raMT X3par Hb HUArMWIAH Cy/mka3 (social network), uaxvm opuMHA YANA3roasr.
BynanewTnitH Knbep ramT xapartan Tamuax Tyxan koHBeHU Hb 2001 oHbl 11 gyrasp capbliH 23-
HAO 6atnargax 2004 oHbl 7-p capbiH 1-HUI eapeec XyyunH Terengep 6oncoH Gereen ruwyyH 6yc
YINC OPHYYAd Y MEH rapblH YCar 3ypX HAOrOOX34 HOAMTTAN rapa3d toM.*?% KoHBEHL Hb UHTEpHAT
opumHA GOMNOH KOMMBLIOTEPUIAH Bycaa CyIKaaraap AamKyynaH YWNA3rAcaH 3epuunn, snaHrysa
30XMOMYMIAH 3pX, KOMMBLIOTEPTAW XONOOOTOW 3anunaH, XYYXOUWH Cagap CaMyyH, CYIDKISHWN
alynry 6ananbIr 3epYCeH raMT Xapar 39par KOMMbIOTEPUINH CYIMKIIr allnriaH YMngargcaH oroH
TOPMMIAH 36pYNSl, FAMT X3PrMIr TacnaH 30rcoox, HUNIMUIAr KMbep raMT X3prasc xamraanaxag,
YWINICIH XYYrb, 3PX 3yH HANTRAr 60ANOrbIr TOAOPXOWIOX, SiNaHrysia yrnc opHyya 30Xux Xyynb
TOrTOOMXKWIAT BaTanX, OfIOH YNCbIH XaMTbIH aXunnaraar XenKYYnaXMir 4OMXCIH KOHBEHL OM.

Yr koHBeHUbIH 2 ayraap 6ynrunH 1-10 gyraap 3aanTtag gapaax 4 TepnuiH YHAC3H xangnara,
30pUNUIAT TOOOPXOWNCoH GanHa.*?!

o KomnbloTepuiitH Maf33nniiH CUCTEMUIAH Hyyunan, GypaH GyTaH Garpan, XypTasaMKTan
6arianbiH 3CPar raMT X3apar;

e KowmnbloTepTali xonbooTon ramT Xxapar, Tyxawnban, 3anunaH, xyypamd 6apumt 6uuur
ynngax;

e Aryynrartai xon600TON 3epUnn-xyyxaunur cagap camyyHa ypyy Tatax aryynra;

o 30XMOMYMIAH IPXMINH 38P4NnsI.

ByoanewwTuitH  KOHBEHL, Hb Laxum I3MT X3parT xapuyunara XynoanroxX 9pX 3YWH OpYMHT
OYpPayYaxeac ragHa OfoH YICbIH XaMTbIH aXunnaraaHbl YHACUAT TOAOPXOWIICOH 3pX 3YMH
6apumT BUUmMr rom.4??

Yr KOHBEHLOA H3rgdH OPCHOOP TyXaWH YNC OPOH KOHBEHLbBIT AOTOOAbIH XyYMb TOMTOOMXWIAH
ynrnan 6onroH awwurnax 6onox 6a gapaax gasyy Tanyyabir 6ui 60nroHo.

419 Knbep roMT xapruiiH Tyxam koHeeHu, 2001.11.23 https://www.coe.int/en/web/conventions/full-list/-
[conventions/rms/0900001680081561

420 https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185

42https://statesassembly.gov.je/scrutinyreviewresearches/2018/research%20-
%20briefing%20paper%200n%20council%200f%20europe%20convention%200n%20cybercrime%20-
%2031%200ctober%202018.pdf

422 https://rm.coe.int/t-cy-2020-16-bc-benefits-rep-
provisional/16809ef6ac#:~:text=The%20Budapest%20Convention%20requires%20States,cybercrime%20but%
20any%?20offence%20where
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e OnoH yncblH XaMTbIH aXurnaraaHbl 3pX 3yNH YHO3C OypasHa.

e HoargsH opcoH Tanyyn uaawmg KOHBEHUbIH XODKUMA HIMAMNT caHar, NpOTOKON OpyyInk
6onHo.

e KoHBeHUOO HIrOC3H OpHYYA 3HIXYy ropasHui garyy OGawryynargcaH LSryyatanm 24
uarninH xonbonTtTon 6anHa.

o Tanyyn XyBUIMH X3BLUMMATIN XaMTbIH a)unnaraaraa Xenkyysbk TypLunaraxmx 60nomKxTon.

e  Opornuory Tanyya eepuiiH Xycan caHaaunnraap YagasXbir 63XKyynaxag Tapryynax yypar
poneston TeB 6ok 6onHo.

BynanewTunitH KoHBEHLTON yanayynaH AOTOOAbIH Xyyrb 3pX 3YMH OpYHbIr 61t 6onrocHoop onoH
YNCbIH LLAXVM raMT X3P3rTal TOMLAX LIanNryypbIr XxaHrax Hexuen 6ypasx oM. SHIXYY KOHBEHL, Hb
OJIOH YFCbIH XaMTbIH axunnaraar camkpyyrnaxaac ragHa OfioH yrcag TaBurgax Oyn Xyynb apx
3YMH Waapanareir xaHraxag tycangar. KoHBeHuUbIH Tanaapx 3apum Magaannuir Xascpant 3-aac
Y3H3 VY.

2.2 KWNBEP AIOYNIYHA BAALOJIbIH ONIOH YNICbIH CTAHOAPT

OnoH yncbiH cTaHgaptinnnbiH Ganryynnaraac (ISO) kubep aroynryn GananbiH OWAronT,
wanryyp, 6onoscpoHryn 6onrox 3apumyyabir 6artaacaH ISO/IEC 27032:2012 Information
technology 6ytoy OnoH YncelH MadaannulH mexHonoeulH ctaHaapTeir 2012 oHbl 7 fyraap capg
GatancaH GaiiHa.*?® Yr craHgaptag kvubep awynryin Gaigan, cyrkesHun awoynryin Gangarn,
X3p3rnasHui aoynryv 6angan, MHTEPHITUIH aloynryin 6anaan, asa 6yTuminH aoynryi 6angan
rax MaT H3P TOMbEOHYYAbIF ToaopxonncoH 6arnHa. TyyHunaH ISO 27001 ctaHgapT rax 6aiix 6a
9H3 Hb M3[A33MNMMNH aloynryn 6ananbiH MEHEXMEHTUIH ONOH yNcaa XYfa3H 3eBLUeeperaceH
cTaHOapT oM. OHAXYY CTaHAApThIr X3P3aDKYYIICHI3P M3A33NNUIAT Xamraanax, M3a33uiiH
alynryn Oamgnbir  xaHraxtam XonboOTOW apra X3MXKISHYYAWMWH Lanryyp  y3yynanTuir
TOOOPXONMXK, Tanyyaan 6atanraa erger 6anHa.

2.3 A3NXUIAH KUBEP AIOYNIYW BANONbIH UHOEKC (GCI)

Amepuk, AHrmn, FepMmaH TIpPryyTam epHeaUNH XeNKMHIYA OpHyya knbep aroynryn Gamgnaapaa
nanxuig Tapryymk 6anHa. Llaxum xangnaraac eepuiiree xamraanax Yagamkuir OnoH yncbiH
xapunuaa xonbooHbl 6auryynnara (International Telecommunication Union)-aac rapracaH
“OanxuiiH knbep aroynryvn 6ananeiH nHaekc™-3ap (The Global Cybersecurity Index) Togopxonngor.
¥Yr wHpekc (GCl) Hb O3nxuiiH yrnc opHyyablH knbep atoynryin 6aianbiH TYBLUMHT TOAOPXOMMNOX
WTF3MXI3rACcaH Nasnaraa 6ongor 6ana.**

Kubep aroynryn 6angan Hb OnoH canbapbiH OrTNonuona OpLWAor Tynm YNC OpHYyAblH kubep
aroynryi 6ananblH XePKNUAH TYBLUMHT Aapaax 5 YHAC3H YMrnanaap yHanaar 6anHa.

e Xyynb 3px 3ynH op4mH (Legislative environment)

e TexHukuiH apra xamxaa (Technical Measures)

e bBainryynnarbiH apra xamx33 (Organization Measures)

e Yapasx xenkyynax apra xamxaa (Capacity Building Measures)
e XawmtbiH axunnaraa (Cooperation Measures)

423 hitps://www.iso.org/standard/44375.html
424 https:/iwww.itu.int/en/ITU-D/Cybersecurity/Pages/global-cybersecurity-index.aspx
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OArasp YHaNrasHWmMm 4mrman Tyc OypT TyxalH OpHbl Knbep aroynryi 6aianbiH TYBLUMHE YHIM3X
TOAOPXOW Wanryyp yayynentyya 6artaar 6aiHa. YyHg: 42

Xyynb 3px 3yUH OpYUH

Knbep atoynryn 6angnsiH Tyxam xyynb
Knbep atoynryin 6ananbir 30xvuyynax apra Xamkaa
Cnam, xangnarbir xa3raapnax xyyrb 3px 3yn

TexHUKuUlH apaa XaMX33

CIRT-(Computer Incident Response Team) KomnblTeEpWUiAH FAMTNUIAH Xapuy apra
X3MXK33HMI Bar

CERT-(Computer Emergency Response Team) KomMnbloTEpUIAH TYPraH TycrnamxuiiH 6ar
CSIRT-(Computer Security Incident Response Team) KomnbtoTepuitH atoynryin 6anansir
XaHrax xapuy apra xamxasHun 6ar

CraHfapT Xapanrkyynax crparteru

CraHgaptumnnblH 6anryynnara

Cnam xangnarbir apunraxag YirnacaH TEXHUKUAH MeXaHn3M, YafaBx

Knbep atoynryi 6ananbiH 30punrof, YynaH TEXHOMOrM alumrnax

Xyyxag 6aravyyabir oHnanHaap xamraanax MexaHuam

BalizyynnazbiH ap2a XaMX33

YHOSCHWIA kKMbep atoynryi 6GananbiH cTpatery
Knbep atoynryn 6angnbiH areHTnar
Knbep atoynryn 6angnsiH xamxurgaxyyH (Cybersecurity metrics)

Yadaex 63xKyynax

OnOH HUATUIAT M3A33MN33P XaHrax

Kubep atoynryin 6amanbiH MIProXunTHUNT TAPUUNTIKYYIIOX, MaragnaH WUTraMXKIIoX
TOrTONLOoO0

Kubep atoynryii 6ananbsiH Tanaap MapraxuntaH 6anTrax

Kubep atoynryii 6anansiH 60M0BCPOnbIH Tyxa MIpraXnuiH 6arminH cypranT

Knbep atoynryn GamanbiH 3p43M LUMHXWMAT33, cydanraaHbl xetenbtep (uaxvm [ag
OyTUMIAr Xamraanax xeTen6ep)

YpamLuyynnbiH MexaH1u3m

XammsbiH axunnazaa

XOEp Tan XynasH 3eBLUEBPCeH baiix;

OnoH Tan XyN33H 36BLUESPCEOH baix;

OrnoH yncbIH oponuory Tanyyarai 6aiix;

OnoH HUATUIAH BONOH XYBWINH X3BLLINUIAH OpOMLord Tanyyaran 6aiix;
XamTpary areHtnaryyaran 6awx;

CaliH TypLunara, yuin axunnaraaran 6anx.

425 https://www.secureworldexpo.com/industry-news/countries-dedicated-to-cybersecurity
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OnoH yncbiH xapurnuaa xonbooHbl baryynnaraac A33px 5 Uirnanasp wanryyp y3yynanTtyyauir
YH3MK, WHOEKCUIT TOOOPXOWICHOOP TyXaWH ync kubep xangnaraac ypbOuunaH Caprunax
YagamKTal 3CaXuIr Togopxounnox 6a 6oanorbiH TYBLUMHA A33PX LUANryypyyabir  TOFTOOXbIT
3eBnemx bonrogor 6anHa.

2.4 OJIOH YJCbIH KUBEP AKOYNIYW BAWANbIH BOANOro

CyynuiiH xxunyyaag knbep aroynryi 6ananeir xaHrax 604noro, apx 3yrMH OpYHbIr Bypayynaxasp
A3NXUIAH ByX 3acruiiH raspyya XuyasH axkunnax 6anHa. XKun 6yp kMbep ramT Xxapar ASnXuiH
3OWUVH 3acraac X343H 3yyH Tapbym aonnapsbir 3anumk, GU3HecunH yin axwnnaraar tacangyysnx,
VHHOBALMII caaTyyrxX, axnbiH 6aipHbl eCOnTUIAr LapLaax 6ainHa. 2

BSA |0rioH YrnebiH lNpoepam xaHeamxutiH x01600 (Www.bsa.org) Hb O3NXWIAH 3aCTUIH ra3pyyn
6OMOH ONOH YNCbIH 3ax 333 A33pX NPOorpam XaHramXuiH KOMNaHWyabIr HIrTrAC3H OMOH YIChIH
Ganryynnara tom. Yr 6anryynnara He AHY-bIH BalwmMHITOH xoTtog TeBTan 6ereeq aanxuH 60 rapym
opoHA yun axwnnaraa sasyyngar. BSA Hb Xyynb €cHbl mporpam XaHramkuiar cypranynax,
TEXHOMOTUH LUMHIUNAMUIAT A3MXMX TOPUIAH 6oanorbIr cypTanynax, OnoH yrncbiH knbep aloynrymn
6ananbiH 604N0rbIH XYP33HA LaxuM aroynryv 6ananbIH Lory, LWMAGYYANAr caHan 6omnrox YHACaH
30pUNTOTOMN.

BSA-uiiH rapracaH BognoreiH xypaa (Policy framework)-Ha 3acruiiH raspaac kvwbep awoynryi
6anansiH 604M0ro Xapankyynaxaas Aapaax YHACAH 6 3apumblr 6apuMTnaxeir 3eBnex 6anHa.

e bBopgnorbir onoH yYnCbiH X3MX33HA XYN33H 36BLU6ePerAceH TEXHUKWAH cTaHgapTag
HUALLYYNX;

e Bopnoro Hb apcaAang cyypuncaH, yp AyHA YUIMSC3H, TOBUIN caxmMcaH TEXHONMOrnTomn bainx;

e B0oanoro Hb 3ax 333NUH MEXaHM3MA, CyypuncaH 6ainx;

e bBoanoro Hb MHHOBALMNT A3MXMX YSIH XaTaH, AacaH 30XMLOoX YaasapTan 6anx;

e Tep, XyBUIAH X3BLUWI XOCONCOH XaMTbIH axunnaraaH cyypunax;

e Boanoro Hb XyBUIH HyYLbIr XaMraanaxag YnrmnacaH baiix.

YHA3CHUI KnGep aroynryn 6anansiH YHAC3H aneMeHTyya (BSA):
3ACTUWH FA3PbLIH YA AXXUNNAMAAHBI CTPATEM

o Kubep aroynryn 6angnbiH acyynan apxancaH YHA3CHUIA banryynnaratanm 6awnx;

e Oponuory TanyyablH YYpar, XxapuyLnarbir TOLOPXoi 60mrox;

e Balryynnara XxoopoHApblH yangaar 6un 6onrox;

e YHAscHuUi knbep atoynryn bananbiH cTpatern 6onoscpyynax;

o Kubep atoynryin 6angneiH gag 6ytumnir 6uin 6onrox;

e YHA3cHUi knbep atoynryin 6ananbiH Tenesneree, 434 6yTUMIAr 6GaliHra LWMHIYNSX;

e CanbapblH HapWiAH Teneerneree raprax;

o Tep 6OMOH XyBUIAH X3BLUIMINH XaMTbIH a)Xunnaraa oponLoor 43MXKC3H 6yTay 6un 6onrox;

e 3acruiiH razap 6onoH xonborgox GanryynnaryyablH XaMTbIH aXurnnaraaHbl MexaHU3MbIr
6uin 6onrox.

426 BSA International Cybersecurity Policy Framwork 2018
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KUBEP AOYNTIYW BAVMOAN BA 3ACTUNH FA3AP

YHOSCHUI knbep aroynryi 6ananbiH sapanTan xapuy apra XxamxkasHum 6ar 6un 6onrox;
Llar Tyxana magaanan conunuox, TYYHUIAT O3MXKMX;

XangnarblH Tanaapx MagaannuiiH aag oytaw 6uii 6onrox;

XyBUINH M3433N3N4 Xangaxa MaAargax CTaH4apThir TOrTooxX;

3acruiiH raspblH YN axunnaraa un tog, cyn Tanyygaa 3acgar 6anx.

3ACIUMH FA3PbIH XAHFAMXK YUNYUMNTa3

TexHuK Texeepemxk XyaangaH aBaxgaa TOBUNT Caxux;

JInuensTtai MNporpam xaHramx aluurnax;

Mporpam xaHramxunr 6opnyynardaap 6atanraaxyyncaH 3COXMIAr wanrax;
YynaH yrunuunraanui (Cloud service) atoynryit 6ananeiH AaByy TanbIr awmrnax;
TexHuK, TOXeepemXk XyaanaaH asaxgaa avynry 6aiansir xaHrax, Lwarnrax;
Mapga3annuinH TEXHONOTrMNH CUCTEMUIAT yXaanar, atoynryn 6angnaap yavpaax.

SPO3M WNHXUNIT33, CYOAITAA

Kubep atoynryn 6aianbiH TEXHOMNOIN, TOXOOPOMXK X3P3rCruH Cyaanraa, XenkyynanTuir
O3MXKMX.

KWBEP AIOYNIYW BAVOAN BA XYBUH X3BLUMN

Kubep atoynryi 6anansiH yp AyHA TOBNOpPex;

Opcasnga cyypuncaH, ysH xataH 6ognoroTton 6anx;

HoToonbiH cTaHoapTaac ragHa kubep atoynryin 6ananbiH 434 Gy TUMIAT ONOH yricag XynasH
36BLUOBPOrACeH CTaHaapTTan yanayynax;

TaHLBAIPTaN, UN TOA, ONOH YNCbIH Typlunarag cyypuncax 6anx;

Ox ko, Bycan OlyHblI EMUMIAT HyyLaX;

ByTa3rgaxyyH COHrox4o0 3ax 333an4 CyypurcaH Wunanyyaunr awvrnax;

OnoH yncbIH gata awurnax.

LUnH33p rapy npx Gy TEXHONMOMMIAM NA3BXXKYYNaX 604M0rbIH OPYMHTON Barix

KWBEP AIOYNIYN BAVOAN BA UPIF3H

Kubep atoynryn 6angnbiH Tanaap OnoH HAWTIA cypTanynax;

X3parnardunitH COHroNTbIr BYPTrax, MaO33M3X X3aparcan 6u 6onrox;
BonoscpornbiH 6yXx TyBWUXHA LLaxvM atoynryi 6anansiH MAN3rMir cyynrax;
Knbep atoynryii 6anansiH Tanaap 60noBcpon ofnrox cyprant 30XMoH Ganryynax;
KnGep atoynryin 6ananbiH MIpraXunTHYYAMIAT ONOH Tanaap S3MXuX.

KNBEP MOIMT X3P3aI

Knbep ramMT xapartan TaMuUax Tyxa ByganewTuitH KOHBEHLOA HUMLCSH LIOTL, XYYIb 3pX
3YH OpYHBIT 61 6onrox;

3eBxeH kubep xangnarag YMrnacaH TycrancaH xyyrb apx 3yWH 3oxvuyynantran 6ax;
Xyynb caxuynax, Xapankyynard 6avryynnaryynas TEXHUKWIAH CypranT, A3MXKIAr y3yyrax.

ONOH YNCbIH OPOJILIOO

1.

Kunbep atoynryin 6aianbiH XxaMTbiH axunnaraaHbl ragaag 6ognorog Haraax;

2. OnoH yncbiH XamTblH axunnaraaHg xampargax;
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4.

5.

OKCnopTblH  XAHanNTbIH  Goanoreir  knbep awoynryn  GaianbiH - Xyyrnb  €CHbl - YN
axunnaraaHaac Tycaj Hb aBM y33X;

©6epUiH OpHbI HyTar A3BCrAPUIAT ONOH YNCbIH KMbep Xxangnarag awuvrnaxaac ypbadunnax
Coprumnax;

XYBUIH M3A33MMMIM XaMmraanax, XyHUin apxXuir xamraanax.

2.5 LAXUM OPYMH OAXb XYHUA SPXUAH TYF33M3N TYHXAINATN

1948 oHpg HYB-biH Epenxuii Accambneriraac XyHuUn 3pxvMiH TYrasMan TyHxarnaneir 6atancaH.
Tarsan eHeepmep ynam Oyp Aasapwwk Gavraa uaxum epTeHUen TIAra3pwuiiH xapunuaar
3oxuuyynax, TyHxarnax laapanara TynrapcaH. OHAXYY TyHxarnanblH LaxXuM OpuYuH Aaxb
xyBun6ap(tecen)*?’-bir PobepT b.MemaH xama3x cyanaay 60noBcpyynxas.

1.

10.

11.

12.

13.

XyYH 6yp XyHU eepuiiH caHaa 6040, UNapxuinnuir wyya 6a wyya 6ycaap nnapxminax,
Tyraax, 6ycagran xyBaanuax 30Xux €cHbl, Tarw 60nomxoop xaHraracaH 6anHa.

XyH Byp 3Haxyy TyHxarnang 3aacaH b6yx apx, apXx 4Yeneer yHASC yrcaa, apbCHbI BHre, XYIC,
X311 COén, WaLlyH LWYTNar, y33n 60400, HUATMUIAH rapan yycarn, XePeHre YNHI3, HUArMUIH
Ganaan 33par AypblH SNraBaprynrasp Tarw 349MHa.

XYH Gyp @epuitH XyBUAH LLaXnMM OPOH 3ai, HAPTAN BamK HIP, OHMANH X333 HyyLIaH
XaMmraanax 3pxTa.

VIHTEpH3ITUIH yNuunraa ysyynary 6airyynnara, B3 cantaac XyHUn XyBUNH M3A33NIUIAT
anbGapaH raprax erexuir waapaax 6onoxryi. LWaapanaratan yen 30xux 3eBLUSSPNMIAH
YHAC3H 33p MIA33MMNIAr raprax ery 60nHo.

X3H Y4 ypbaunrcaH 3eBLUSepen aBanrynrasp canH gypaap HUAT3A XaHACaH UX X3MXKI3HMN
LaxvM LWyyaaH, cepBep KOMMbIOTEPT avaanarn yycrax xaBcpanT dann, xeHeenT Mporpam
XaHramxyyabir UNraax 3pxryi.

XyH BYyp WHTEPHIT33C M3O33MaN XaWxX, XYN33H aBax 3pXTal. [aruxyy SHIXyy 3apxad
34N9XA33 TyXalH XapunuaaHa TOrTOOCOH 3aH YINUAH XaM XAMXKI3r AaraH MepAeHse.
Llaxum 6a 60auT OpOH 3amg LUEeeHXMMH OOMOH X3parnarduir TycramnaH xamraasHa.
["a3ap3yiH xapbsianmbiH rapad écoop sin OHOrAyynax TOXMonaona opLmnH Gaviraa raspbiH
3pX 3yMH TOrTOMLIOOHOOC YI1 XamaapaH XyBb XYHUIN Cyypb 3PXUIT XYHASTIOHI.

XyH Oyp eepuiiHX Hb 3pX, 3PX Y6Nee 3epuurgex, XyBUWH M3 XOPTOMroop
almrnyynaxblH 3Cpar Xyynb 3y1MH xamraanantag 6anx apxTan.

Aryynra, oHnanH xapwvrnuaaran xonborgyynaH XSHUIAr 4 oyp 30proop XsiHax, Lianraxbir
XOPWITOHO.

XyH Byp 3px, yypras ToOOpXOWnyyrnax, TYYHUA 3Cpar sin TynracaH TOXvongong sinbiH
YHOSCN3NMIAr TOTTOONITOXO0p XapaaTt Oyc, wyaapra LWyyxasp Xyynb ECHbl, HI3NTT3M
[9rasp Wyynrax 6ypaH apxTai.

XyH 6yp TepuiiH 6awryynnara, UHTEPHITUIAH YANUYUITa3 y3yynaryaap gamxkyynaH Xyynuap
Tycrannas HyyuancHaac 6ycaa Maa33nang XaHgax apxXTan.

XyH 6yp eepuiiH xapunuaa xon6oo, Xanunas xaMmraanax TEXHOMNOMMIAr COHrox apxTan 6a
3H3 IPXMIT X3PINKYYIIAX3A Hb TEXHOMNOMMA XapLUaxbIr XOPUrfoHO.

XYH Oyp eepuiiH y33n 604100 4eneeTan UNIPXMNNSX IPXTIN. DHIXYY 3pX Hb MTran
YH3MLUWA, CYCar BULLPanas Tepen OypuiiH 3aH yinaap UNapXUANaX SpXUIAr MeH aryyrnHa.

427 Llaxum OpumH Jaxb XyHWIA 3pXWiAH TYraaman TyHxarnan, http://www.be-in.com/10/rightsdec.html
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14.

15.

16.

17.

18.
19.

20.

21.

22.

23.
24.

X3HUI Y y33n 604N00 UNIPXUANCIH 3aH YIMUNH X3N63pT Hb SN, 39MII3N XYN33a/raxmmnr
XOPWIIOHO.

XyYH OYp WHTEPHITUMH YUNUUAra3 Y3YYSrduiir 4eneeTal COHrox, TYYHUIArd3 COmnux
3pXTaN. MeH ynnumnrasHuim TenbepTar xonbooTonroop 6arpnan yn xapranaaH “yHaryin”,
“HUATUIH" YUNYUAr33r COHroX APXTIN.

X3HWI 4 xaHOanTblH 3px Byloy Laxum LWyyaaHrvidH BYpTranuidr YANYUNradHUM raHITUIAH
©6pYUNenT 33p3ar 30XMCIyN WanTtraaH, Ayp 30proop xaax, yCcTraxbir XOPUrfoHo.

XyH Byp eepTaliree oHnanHaap xonbdorgox 3Tras3ads YeneeTan COHroX 3PXTAN. XSHUAT Y
TOoOOpXOW BynarT xampyynax, Bab cavtag 3ounyynaxaap anbagaxbir XOPUrioHo.

X3H BYXHUI XYBUAH M3A33M3M, OHMAWH YN axunnaraa Hb XyBUIAH emy Gereen TyyHWUIAr
TyxaliH 3Trasg eepee xsHaHa. XyH 6yp 3Haxyy emuyee yHanax, un tog 6onrox, bycaaran
CONMUILIOX 3C3X33 86pee LUMNAIX IPXTIN.

XyH Gyp aLumr COHMPXOr, YHIT 3YIAr, YUT YYPrUiH OYNruir yycrax apxTan.

XYyH Oyp LIMH3 TEXHOMOMMAr 333MLUMX 3PXTIN. TepunH Gawryynnaraac Gyx HUNATIL
X3parnaaHuin nporpam xaHramxkyyn 6a oHmanH xapwunuaaHbl cypranTyyablr fByynax
YYparTah. AmbgpanbiH XyHO Hexueng 6airaa Xymyyc, eHOep HactaHryyn 60noH
X3paruaaT XyMyycT 30puyricaH cypranT Tycraw xeTenbepyyauir aBy y3H3. CypranT Hb
XyBb XYHA, YWINIC3H, TAOHUIN eepuiiree XyHONaX XyHOANanuir 63xkyymk, bue paacaH
Oananbir ASMXKUX3A YUMMSH3.

3uar, axyyyg eepuiiH y33n 604500p yp XYYXOUMHX33 OHMaWH xapwnuaar yavpaad
YUMYYNax apX, YYparTak. OH3 acyyanaap simap 4 banryynnara auar, 3XMNH COHronTbIr
YIYWCTaX 3pXryn.

XyH Byp 30XMOrYuiiH 3px3ap Xxamraanarfgax ytra 30Xvon, ypnarviH OOMNoH LIMHXMIaX
yxaaHbl 6yT33r133 6ycaaTan oHnaHaap XyBaanuax apXTan.

XyH Byp 3HaXyy TyHXarnang 3aacaH apXx, YYPruir XapankyynaH XyBbAaa aluvr, Opfioroton
B6Oonox apXxTan.

XyH Gyp ©6puIH 3aH YN, UIIPXUANIIS3 XapuyLax, eepuiiH 6amp cyypbtanm 6anx apxTan.
OHAXYy TyHXarnanblH 3ap4MyyabIr anb Har yrnc opoH, bynarnan, 6ue xyHui 3yrasac aHA
TyHXarnacaH 3px, 9pX 4Yeneer Yryicraxag YWIMIc3H anveaa YWn axwnnaraar asd
X3P3NKYYN3X, aryynrbir MyLUTMH ©6PUNeX, 66PUNOH X3p3arnaxXunr XOPUrnoHo.

BYN3r lil. MOHION YNCbIH KWBEP AIOYNIYW BAAANbIH 3PX 3YAH OPYMH

3.1 MOHIron ync AAXb KUBEP AIOYNIYW BAAOAN

MoHron YncelH Tep, 3acraac xapunuaa xonbooHbl canbapbir XenKyyrnaX Hb YIC OpHbl alynryi
Sananeir xaHraxag 4vyxan ad xon6orgonTon ragruir OHUrOMIoH aHxaapy 1922 oHooC 3axNaH
Hotooabir xamraanax raspbiH 6ytuag LWyynaH, TenedoH, paano, wudp XonbooHbI HAINKUIAT
Baviryymk MpcaH Hb MapgasannuiiH atoynryn 6amanbiH anba yycax ax cyypb 60mncoH. TexHuk
TEXHOMNOrM XypaTam xenkmx Oy eHeeruH HUAraMa MIO33NNuiiH arynryn 6ananbiH acyyoan
Xypuaap TaBurgax 6anHa.

MoHron YncelH YHA3CHWI atoynryin 6ananbiH y3an 6apumtnan, TarHyynbiH 6anryynnareiH Tyxam
xyynuiiH 11.1.6, Xapunuaa xon6ooHbl Tyxan xyynunH 20.3-T TepuinH Ganryynnaryygbir knoep

xangn
atoynr

araac xamraanax TorTonuoor 6ypayynaxuir 3aacaH 6ereepg, aHa uur yypruir MagaannuiH
Yy 6ananbiH razap XapankyyrnaH axunnax 6anHa.*?8

428 ntt,

p:/fisd.gov.mn/
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Tyc Gawryynnara Hb TOPUMIUH M3A33MaM, Xapwrudaa XornbOooHbl awynryi 6anmanbir XaHrax uur
YYPTUAH XYpasHa;

1. TepuiiH 6ONOH OHL, Yyxan M3A33MINUIAH CYIK33, xapunuaa xonbooHbl aloynryi 6anansir
XaHrax, LaxvM aryri, 3aHanTtam TaMuax;

2. Kubep atoynryii 6ananesiH Tanaap 6apumtnax 6oanorsiH 6apumT Guuruniir 6onoscpyynax;

3. TepwitH Ganryynnaryynan kubep atoynryin 6angan, mMaglaannuiiH aoynryin Ganpantai
Xon600TOM SPCAMNUIAH YHANI33 XUIX;

4. Knubep aroynryi 6ananbiH Tanaap cypranT cypranyunraa 30XuoH banryynax;

5. TepunH 60MOH HYTIMIAH eepee yampaax GawryynnarbiH XaparuaaHg aurnargax tycram
XOPAINI3HWIM WYYAAHTUAH YANYUTS3 Y3YYax;

6. TepuiiH GONOH TEPUINH 3axupraaHbl GanryynnaryyablH XOOPOHA TOPWIAH HyyL, M3433,
M3[33M3n AaMXyynax, COnuiLoX YEeWrWH Hyyunan awynryn 6ananbir xaHrax rocaH
UYUIMIAN33p YN axunnaraaraa siByyrmk 6anHa.

3.2 MOHIron YNncblH YHA3CHUA AIOYNIYW BAAANBIH Y3311 BAPUMTIAN

Mownron YncelH YHA3cHuiA Atoynryin BananeiH Y3an bapumTtnans MagaaniuviH aoynryin 6ananbiH
Tanaap 6apumtnax 6ognorbir fapaax 6angnaap To4opXonncoH Ganaar.

MapaannuitH aroynryn 6anpan

MapaannuitH canbapT YHOSCHUMA alur COHUPXMbIF Xamraanax, Tep, UPraH, XyBUNH X3BLUMUIAH
M3433NMMH  OypaH  OyTaH, HyyunargcaH, XypTaamkTam OGawmaneir GaTanraaxyynax Hb
M3433MNMMIH aroynry 6akanbIr XxaHrax YHA3C MeH.

3.6.1.MagaannuiiH canbapT YHASCHWUIA alluvr COHUPXIbIr Xamraanax

3.6.1.1.YHOocHUIN atoynryn ©amanbir XaHrax, Ync OpHbl XODKIWMAM O3MXMX, YHOICHUA YHIT
3YWNUIAT X3BLUYYII3X, HUATMUIH OIOYH CaHaar TerneBLUYYNaxa4 MIA331aM, M3A3NTMIH atoynryn
Garaan HaH Yyxan a4 xonborgonToi.

3.6.1.2.HviirmuiiH catran 3yin, TortBopTow Gavgan, XyBb XYHWUI yxamcap, €C 3yina XeHAneHreec
Herneenex oponanorbir xa3raapnaHa. [lancarHan, anrasapnaH ragyypxax y3an, y33H agantbir
cypTanuuncaH, [O3MXKC3H cypTanuuniraa, M3A33MnuiAr TacnmaH 30rcoox, CcaapMankyynax
YagasxbIr 6u 6ONrox, yn 3eBLLEBPeX CATIAXYNr HAAraM TONeBLUYYHI.

3.6.1.3.YHOSCHUI M3a3annniiH 434 6yTusa Xxangax arynaac xamraanax, 34uMnH 3acar, HUArMUnH
YagaBXbIr Cynpyynax OponAnoroTon TamMuUax Yaaaexbir 6uii 6onroHo.

3.6.1.4.MoHron Yncag ragaagblH XepeHre opyynantTan XaBnan M3A33MMNH Xaparcan YHA3CHUA
atoynryn 6avigang xapliuncaH yiun axunnaraa sisyynoan yin axunnaraa sisyynax 3pxXuir Hb
Xsi3raapnax 60nHo. X3Bran M3g3a/MAH X3PIrcnuinH 333MLLKI, Xapbsanan Hb un tog Ganx
Gereen ynn axunnaraa Hb GOAMTOW, TAHUBIPTAW, xapuyunarataw 6ariHa. MapgaannuinH
X3parcrnasp YHAICHWUN YHAT 3YWAUMIM TYNXYY HUATNAX, CypTanynaxbir JOMXWXK, ragHbl LUALLWH,
coén, TepwuiiH 6Gognorbir cypTanuuncaH —aryynratad  M3OS3MSIMAT  30XUCTOM  TYBLUMHA
Xsi3raapnaHa.
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3.6.1.5.MagaannunH atoynryn 6ananbiH YHOICHUN X3MXKXI3HMIN BOANOro, 3pX 3yMH 30XuLyynanT,
cTaHgdapT, yavpanara, 30XMoH GanryynanT, cypranTbiH TOrtonuoor 6ui 60nrox HUMram aax
ONNrOMT, M3ANAMMIT TONOBLLYYIHS.

3.6.1.7.Tep, XyBUiH XaBWNWIAH Banryynnarag M3A33NNWAH atoynryi GananeiH 6oanoro, aar,
3pCA3NVAH yavMpanara, 40TooA ayauT, YHIMNr33HUA YaaaBXxbIr Oun 60nroHo.

3.6.1.8.MagsannuitH atoynryii 6ananbiH OpYMH YEWNH A3BLUMNTAT, epTer Garatal Wvnanuiar
36BX6H 3PCAMUINH YHINM33HUIA YHAC3H 433 COHroH awuurnaHa. TepuiiH 6airyynnara, oHL, vyxan
030 OyTUUAH OBBEKTbIH M3L33MMWMIH alynryn 6ananbeir XxaHrax Yur Yypruir eHgep TYBLUMHA
GaNTraraaXk, UTFAMXITArACIH YHASICHUI MIPraXUNTHISP NYALSTIYYIIHS.

3.6.1.9.6pcengex vagBapTah M333nan, xapwunudaa XonbooHbl CUCTEM, TEXHUK X3Parcan,
nporpamM XaHram>XwiH yYHOSCHUI YMNAB3Ipnan G0NOH M3A33MMMIH aroynryn 6ananbiH Wwunaan
GonoBcpyynax axunnaraar 3MXKXUH XeNKYYJDK TEXHONOMIH xapaat 6anansir 6yypyynHa.

3.6.1.10.Magaanan, xapunuaa xon600HbI TEXHOMOMM, M3A33UUIAH atoynryn 6ananbiH YMrnanasp
YHO3CHMI cyypb BONOH XaBcapra cyfanraa, WWHXUIT33, CypranTbir OHUMOANOH A3MXUHA.

3.6.1.11.Knubep opunH gaxb ramMT siBaantan Tamudx, anvmeaa raMT Xapruir Unpyynax, HoTrnoxog,
TOOLIOOJIOX X3PArCNUAH KPUMUHANUCTUK TEXHUKUAH LUMHXUITS aluurnax YHA3CHMI YagaBXbir
©wuih 6onroHo.

3.6.1.12.MagaannuiiH aroynryin 6ananbir xaHrax, M3A33MNMIAH OPYUHA Cceprengex aroyrnaac
Caprumnax, kKMbep opuMH gaxb ramT siBAANTaM TAMUIX YAMN3NA ONOH YIChIH XaMThbIH axunnaraar
OPreXyynaH XerKyyrHa.

3.3 TATHYYNbIH BAATYYNIATbIH TYXAU XYYIb
11 ayraap 3ynn.TarHyyrnblH epeHXUN ra3pbiH YYpar
11.1.TarHyynbIH epeHxuii rasap gapaax yypar ryiuaTraHa:

11.1.6.TepuiiH GOMOH OHL| Yyxan M3A3IMNNIAH CYIK33, Xxapunuaa XonbooHb! alynryin 6ananbir
XaHrax, Laxvm atoyn, 3aHanTtan Tamuax; /OHa 3aanmad 2011 oHbl 6 dyz2aap capbiH 10-Hbl ©0puliH
xyynuap eep4nenm, 2015 oHbi 7 dyzaap capbiH 9-HUl e0puliH Xyynuap eepynieH HalpyyrncaH./

3.4 XAPUILIAA XONBOOHbI TYXAW XYYNb
20 pyraap 3ynn.Tycran xap3arnasHUi Xon600HbI CYIDK33

20.1.MoHron YncblH 6atnaH xamraanax, awynryn 6ananbir xaHrax, ramwiraac xamraanax, ramt
X3PArTon TAMUSX, HUATMUAH X3B XXypam caxuynax, TOpuMWH OONOH HYTMUAH yaupgnarbiH
GavryynnarbiH X3paruadHa 30puynaH Tycrah X3parfadHui XonbooHbl Cyrkaar Gauryynad
axunnyymx 6onHo. /OHa xacaem 2019 oHbi 05 Oyeaap capbiH 30-Hbl 60PULIH Xyynuap eepysenm
opyyrncaH./

20.2.Tycram xaparnaaHuii xonbooHbl CyIKIa TOpUH xaMraanantag 6anHa.

20.3.Tycram x3parnasHuii xonbooHbl Cyrmkad Oanryynax, awmrnax Xypmbeir 3acrviH rasap
TOITOOHO.

20.4.Tycram X3parmasHuMi  XONOOOHbI  CYMMK33HA LaxunraaH XonbooHbl CyBar, TOHOr
TOXOOPOMXKUIT YANUNaryTan 6anryyncaH rapasHuii YHACSH 433p allurnaHa.
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20.5.Xapunuaa xonb0o0Hbl CYIKIarasap Aamxyynax Tycrai XaparnasHui XondooHbl M3A33MNMNH
HyyLnanT, xamraananTbir 9H3 xyynuiH 20.1-4 3aacaH baviryynnara xapuyLHa.

BYNAr IV. FAOAAOLIH 3APUM OPHbl KUBEP AIOYITIYW BAUANbIC XAHIAX
BOANOrro, 3PX 3YWH OPYUH

4.1 AMEPUKWUMAH H3rAC3H YNC
I. Jaxum op4uH Oaxb 23mMm x3pauliH Hexuyen 6atidan

AHY-4 uaxvm raMT xaparTan TaMuax axun 1980-aag oHOOC 3xancaH 6ereeq TyyYHA TaBUX XSIHAMT,
LaxvMm raMT X3praac ypbAadunaH CIprumnax anxmyynd, LaxmMm Op4YHbIr 30Xuuyynax apX 3ymH
30XMLYYNanTyya Hb rAMT X3prvMiH rapant, Tepneec xamaapaH 6onoBcpoHryi 6oncoop GanHa.
2020 oHbl Gangnaap VIHTEPHIT ramT X3prviiH Tanaap romzosn XynaaH aBax TeBn OypTraracaH
LilaxMM ramT X3PruiiH Teperna XyBb XYHUI KpeauT KapTHbI Ayraap, KapTHbI HyYL, Ayraapbir MOXN3H
aBax (phishing) 60M0OH YYHTOM WXWUN TOPNUAH 3anWUnaHrnH X3pryya xamruiH ux GypTraracaH
6aiiHa.*?® Llaxum atoynryin 6ananeir xaHrax, apg Mprag, yrc opHbl atoynryin 6anansir xamraanax,
LiaxuM FraMT XOpraac ypbAunnaH CIpruimnax, Laxvm romMT Xapartan TaMU3X acyyanbir Xon6ooHb!
3acruiiH raspblH xapbsa areHTtnaryyg, XyBUMH X3BLUMN GOMOH ONOH HUWTWIAH Ganryynnaryyn,
HArA9H, XaMTpaH Xapankyysik banHa.

Il. LJaxum opyuH O0axb 23Mm x3pauliH cmpameau meJsiees1e2ee

Llaxum oOpuMH Hb apg vpraguiiH efdep TyTMbH ambpang Teaunryh sgunmH 3acar, 6atnad
Xamraanax 33par ync opHbl aMUH Yyxan canbapyyablH alynryi 6angantaim canwryin xonbooToin.
TexHWK TEXHOMNOIMINH A3BLUMUIAT Aaraaj Laxum xananara, raMT Xapar yrnam Hapuvincy, 4aBTaMX Hb
HAMIracaap Garraa Tyn yyHTam TamMuax 3opunroop 6oanorsiH 6apumT 6uuryyauiir 6onoscpyynaH
X3panKyymk 6anHa.

e 2018 oHa Epexxuiinery JoHang Tpamn “YHasacHun uaxum ctpatern” (National Cyber
Strategy)-uir wmHaunaH GarancaH.*® Crpartern Hb O6PBOH YHACOH X3Craac Bypasx
6ariHa.

Harayraap xacar: 3x OpoH, aphg TyM3H, AMeEpuVK ambfparblH X3B MasrMir xamraanax
(AMepuk4yyyablH amap TaiiBaH ambAparbIr XaMmraanax)

- Xon6GooHbI 3aCruiiH ra3pbiH Cymkaa 6a MagaannuiAH aroynryii 6ananeIr xaHrax;

- Ync opHbl Yyxan gsg 6yTuyyAvnH aloynryn 6ananeir xaHrax;

- Laxum raMT xapartan TOMLU3H, AMT X3PrUAr M3A33Max axrbIr camkpyynax;

- (Uaxvm TaHganT, KOMNbOTEPaap yrinaargax Oyn ramMT xapruiH Tanaapx Xyynuiar
LLUNMH3YNIX).

Xoépayraap xacar: AMEPUKUAH XONKU LBLIMIANTUIAT O3MXKMX

- Xypartan, XydTau, YAH XxaTaH, AmwKuTan SAUNH 3acruir Xenkyynax;
- AHY-bIH npraguiiH aBbsiac YaaBap, LUMHAMAr caHaar A3MXKUH XenKyynax, xaMmraanax;
- Uaxum aroynryi 6aignsir xamraanax WANASr axunnax Xy4YHUnr 6uin 6onrox.

429 https://www.statista.com/statistics/184083/commonly-reported-types-of-cyber-crime/
430 https://trumpwhitehouse.archives.gov/wp-content/uploads/2018/09/National-Cyber-Strategy.pdf
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lN'ypaBayraap xacar: ©epcaouiiH xyd Yagnaap amap aMmranaH 6angnaa xagranax

- Xapuyunaratah TOPUNH axXWn X3prasp AamxyynaH LaxuM OpYHbl TOrTBOPTOW
Gananbir 63axKyynax;
- Laxvm opunH paxb XynasH 3eBLUeeperaexryi YAnanuir unpyynax, TacnaH 30rcoox.

HDepeBayrasp xacar: AHY-bIH Heneer HamMarayynax

- HoeanTtran, xapunuaH awwurnax GONOMXKTOW, HamgsapTaw, alynry UHTEPHITUIAT
O3MXKUX;

- OnoH yncblH knbep YagaBxbir 61N 6ONrox 33par axnyyabir TONeBMNeH, XaP3arkKyyImkK
axnaapg 6anHa.

2021 oHbl lypaBgyraap capg Epenxunmnery Xoe bangeH “BorMHo XxyrauaaHbl
YHaacHun Awoynryn 6anpnbiH CtpaternnH Yauppamx” (Interim National Security
Strategic Guidance)-wiir 6atnaH rapracaH 6anHa.*3" AMepuK ync Hb O3NXUIAH TOPryynax
TYPHUIA XyBbA, ©6PUIAH YNC YHAICTHUIA aroynryin 6anansir CaxmH xamraanaxbiH 33paruas
OAOnNXui JaxuHbl aloynryi Gangnbir caxuH xamraanaxag 6Gapumtnax 6ognorbir Tyc
yaMpoamkug ToOAOPXOMNCoH GawHa. YyH33Cc uaxum awoynryi Gamgnaa xamraanaxag
Waapaargax gapaax axnyyabir YHAICHUA XaMXKI3HA, XUAX33P TeneBneceH b6arHa: YyHa,

Lunrknax yxaaH, TexHonorvinH 6aas3aa G3XKYYNCHIdP Laxum aloynryi Gaianbir HaH
TIPryyHWin 30opmnT BONroX, Laxum OpOH 3ailg eepcavinH vagsap, 6anaH Ganmgan, ysH
xaTaH 6angnaa 63xkyynHa. Llaxum aroynryn 6angnbir 3acrmiH raspbiH Oyxuii N TyBLUMHL,
yyxnaap aB4 Y3H3. HuMT Amepukdyygan awoynryn, HawWasaptal OHMawmH OpPYHbIF
Oypayynax, apcaolsnuir aaBaH rapax, XyBaanuax YYAH33C XyBUWH X3BLUWM, 3acCruiH
raspblH OyX TYBLHWA XaMTbIH axwunnaraar O3MXWH aunnaHa. YNc OopHoo kunbep
Xarngnaraac yp OYHTaM xamraanaxblH Tyng Aag 6yTuag opyyncaH XepeHre opyyrnantaa
eprexyynHa. lapan yycan xapransaxryn 6yx Amepukdyynap GOnMomX Onrox, Laxum
epTeHL 43X aBbsfacrnar XyYHUin Heeuunr Oypayynax 33par axnyyabir XMAXaap TeNeBneceH
GariHa.

2021 oHbl TaBgyraap capg Epenxunnery XKoe BangeH 4aspx yanpoamk 433p YHAICNSH
“YHgacHuin Llaxum Arwoynryn Gamanbir camxkpyynax tyxan” (Executive Order on
Improving the Nation’s Cybersecurity) sapnuruiir 6atnaH rapracad 6ainHa.*3? Tyc sapnur
Hb A93pX ©oanorbiH GapuMT Ouudryyg 093p YHASICNACIH Oereen LaxvM raMT X3PruiH
©HBeerviH Hexuen Gangang YHOSCN3H sapanTtan Xapankyynax ynn axunnaraar 10 6ary
aXnbIH XYP33HA TernesneceH 6aviHa. TepuiiH 60noH XyBWUiMH banryynnaryya pyy YarnacaH
Laxum xangnaryya, TYYHI3C Coprumnax, xamraanaxag Lwaappargax Heew 6ononuoo,
XYYMH YapMannThIr HOMIrQYYNax Waapgnaratanm 6aviraar oHUom«k33. YHA3CcHMIN CTaHgapT
TexHomnormnH XypaanaH (National Institute of Standards and Technology) 6onon Ku6ep
aloynryn 6ananbiH Xxampax XypasHWUi TaBaH YWr YYPruir To4oTroH, Xon6ooHsbl 3acruiH
raspblH Xxapbsa areHtnaryygq kubep raMT X3parTHyyd, Kubep XOproH CymTrax
axunnaraaHaac ypbauunaH COpruinax, Unpyynax, xapuy apra Xamxkaa aBax 39parT Xy4uH

431 https://www.whitehouse.gov/wp-content/uploads/2021/03/NSC-1v2.pdf

432 https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-

nations-cybersecurity/
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YapmannTaa HaM3IrgQyynaH, HArA3H axunnax Wwaapanaratan 6anraar UNIPXUNNCaH GanHa.
3apnurt TogoTrocHoop, XonbooHbl 6yX M3A33MNMUIAH CUCTEM Hb kKMbep atoynryin GananbsiH
TOOOPXOW Waapanaryyabir xaHracaH 6anx waapgnaratan raxas.

lll. Jaxum 23mMm x3paz2mali mamyax 6alicyynnazyyo

Llaxum raMT xapar Hb AaH rady OanryynnarbiH xapuyuaH X3parkyynax axun ouw 6ereep
Xon6ooHbI 3acruiH raspbiH xapbsia areHTnaryya, XyBuinH 6aviryynnaryya 60mnoH awrminH 6yc onoH
HUATUIAH Banryynnaryyn, TYYHYRaH ONoH yrcbiH GanryynnaryyablH XamTblH XY4YMH YapMannt
waapgaar 6arHa.

Xon600oHbI 3acruiiH raspbiH XapbfAa areHTnaryya

Batnan Xawmraanax Aam (Department of Defense)-Hbl xapbsia YHA3CHWIA Atoynryw
6anpneiH ArenTnar (National Security Agency) Hb AHY-bIH Xxapunuaa xon600HbI CyImKas,
M3O33MNNMAH CUCTEMUII Xamraanax, ragHbl yrc OpHyydaac Mpax Laxum Xangnarbir
TacnaH 30rcoox, ypbAunnaH Capruinax yin axunnaraar XxapankyynaH axvnnagar.
Hotooabir Aoynaac xamraanax Aam (Department of Homeland Security)-Hbl xapbsia
Llaxum Atoynryin 6angan, Oag 6ytumiin Atoynryn 6angnsiH AreHtnar (Cybersecurity and
Infrastructure Security Agency) Hb 2018 oHp GaviryynaraocaH 6ereeq 3acruiiH raspbiH 6yx
TYBLUMHA LaxvM awynryin 6ananbir xaHraH, yrnc opoH fasap uaxvmM awynryn 6angnbiH
XOTenGepuir XapankyymK, XoN6ooHbI Laxmm CyImkaa, LaxunraaHd CTaHu, AanaH rax mat
ync opHbl Yyxan A4ag 6yTuyyauiiH aoynryin, TOrTBopTow 6ananbir xaHraH axunnagar.
Jotooabir Atoynaac xamraanax fAamHbl xapbsa AHY-biH TarHyynbiH rasap (US Secret
Service) Hb goTooAbIH 6ONOH OMNOH YNCbIH KNGEP rAMT X3P3rTHYYAUNT UNPYYIAX YuUr Yypar
Oyxuin Llaxum ramMT X3partan TOMUIX X3MTacTan BanHa. Kubep TarHyymnblH X3MTaC Hb
YHASCT3H [JdaMHacaH kubep ramT X3parTHYyaudr OGapuBynaxaf OHUIOW YYyparTan
axvnnagar 6anHa. YyHuid cauyy TarHyynbiH rasap Hb Xyynb Caxuynax axunTHyyf,
MPOKYpPOP, LUYYrY HapT KMbep raMT X3parTan TAMLAX 30punroop knbep cyprant SBYYrxK,
M3a93n13n erger 6anHa.

Xyynb 3yiH siam (Department of Justice)-Hbl xapbsia areHTnar Xon6ooHsl Mepgex Tosuoo
(Federal Bureau of Investigation) Hb unir yypraspas MeH Liaxum ramT X3parTay ToMUOSL.
Llaxum ramT xapraac ypbaunnaH Caprmminax, TAMUIX axIblH XYP3SHA LLUMHI3P OyTa3racaH
OPYVH YEWNH A3BLUMMTAT TeXHUK OOMOH aHanuWTUK X3p3arcnyyaunr yun axunnaraaHgaa
awwvrnagar 6anHa.

o XonbooHbl Mepaex ToB40O Hb ©epuiiH 56 canbapTtaa TycravinaH 63anTracaH Laxum
rOMT X3parTay TaMUdX Tacrunr axunnyyngar 6amHa. TyxawH Tacar Hb yypraa
rynuaTraxgaa 6ycan areHTnaruiiH anba, Tacryyaran xamTpaH axunnasa.

o TOMOOXOH TraMT X3prvir WNpPyYynaH, sapantad Xapuy apra X3aMxa3 asax
lWaapanaratai TOXUONAONA XSOAX3H LarumH aoTop ync opoH pasiap  Knbep
axunnaraaHbl Wyypxan 6aruir 6ypayynaH axunnyyrnHa.

o [OanxuiH ync opHyyn gaxe AHY-bIH OnuuH carigblH samaag TyxalH yncbliH 60noH
OIOH yncbIH Banryynnaryyatai xamTpaH axunnax knbep romT xapartan TamLax
Teneener4ymnr TOMUINOH axwnnyynaar.

o WHTEepHaT ramT Xx3prviH Tamaap romgon xynasH aBax TeB (Internet Crime
Complaint Center) Hb ONOH HUIT33C MHTEPHIT AMT X3PIUAH Tanaapx romanbir
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XYN33H agaar. FoManeIr XynasH aBcHaap Tyc TeBUINH Mpragniii xepeHruvr 6yuaaH
aBax, 9praH Tenyynax 6ar Hb Kubep raMT X3apruiH XOXMporyaon Xa43H 3yyH MsHraH
JonnapbIr apryynaH aBaxap tycangar 6avita.

7 XOoHOTUH 24 uaraap Tacpantryn axwnnagar Knbep Xauant (CyWatch)-biH TeB
Hb YINC OPOH Jasiap YWn axunnaraa sByyrxk oyn 6ycag canbapyyaran xonborgoH,
rapcaH ramT X3pruiH Tanaap M3433Mar ereH, XaHanT TaBbX axunnagar.
Xon6ooHbl Mepgex ToB40O Hb KMGEP raMT X3parTa TAMUIX YN axunnaraaHg,
AHY-bIH 3acruiH raspblH TypLunaratai MIprakunTaH, LUMHX334433Cc OypacaH
YHaacHuii BatnaH xamraanax uaxum xon6oo (National Defence Cyber Alliance)
OOMOH  Xyynb  X3P3aNKyynarymg, XyBUMWUH X3BLWNWUAH Teneennyyn, 3apasm
LWMHXUArAaHMIN  Banryynnaryygaac 6ypacoH YHascHunm Knbep ramT xapruir
unpyynax CyprantbliH Xon6oo (National Cyber Forensics and Training Alliance)-
TOW XamTpaH axunnagar 6aiHa.

AHY-bIH 3acruiiH ras3pblH Oycag areHTnaryyn 6Gomnox TarHyyn OGofoH Xyynb
xapankyynard 30 opumm areHTnaraac 6ypacaH YHOacHuin Knbep apaH cypBarmknax
xamTapcaH 6ar (National Cyber Investigative Joint Task Force) 2008 oHp
GanryynargaH, yun axunnaraa ssyymx Oy G6ereepn XonbooHel Mepaex ToB40O
Tapryyngar 6avHa.

Xyynb 3yWH siaMHbl XYYXOuAr cagap camyyH, 6anruiiH mMerknereec xamraanax anba
(Child Exploitation and Obscenity Section) Hb 1987 oHp GavryynaracaH 6erees cagap
CaMyyHbIr cypTanynaxaac ypbAyunaH CIpruinax, 9H3 TOPIUAH rAMT X3Praac Xyyxauur
Xamraanax YHOAC3H uur yypartan 6ereeg 2002 oHA [3BLIMNTST TEXHOMOrM aluurnaH
mMepgeH wanrax Hank (High Technology Investigative Unit)-unr notoogaoo 6anryynaH,
OpPOH fasiap ywn axwnnaraa ssyyngar 94 canbap HAPKIsp AamxkyyrnaH, uaxumaap
YANA3rgsax 3H3 TOPNUIAH rAMT X3Pradc ypbAuUnaH CIPrUimK, UIpYyImK axunnax 6oncoH
OanHa. Tyc anba Hb 2006 OHOOC AWYNrym Xyyxag Hac XeTenbepumnr X3apankyyrnk
9X3k33.433

YnaacHu CtaHpaapt TexHonorunH XypaanaH He kubep atoynry 6ananeir xamraanaxag
6apvmTnax ctaHgapTeir 60NoBCpyynaH, Mepayynk axunnagar 6arHa.

IV. Xyynb 3px 3yliH OpYUH

Tyc yncag uaxum ramT X3prumnr 3oxuuyyncaH 6ue aaacaH xyynb 6anxryii 6ereeq xonbooHbI Xyynb
©ONOH MYXXUH Xyynuygaap 3oxuuyymk 6arHa. KomnbloTepT Xyynb Gycaap HIBTPIXUIAT XOPUTTIOX
Tyxanh xyynb (Computer Fraud and Abuse Act), Xon6ooHbl MagaannuiiH Awoynryin 6angnbiH
MeHexmeHTUIAH Tyxan xyynb (Federal Information Security Management Act), Liaxum Xapunuaa
xonbooHbl HyyunaneiH Tyxan xyynb (Electronic Communications Privacy Act), Llaxum Atoynryi
GananbiH Magaanan conunuox Tyxanm xyynb (Cybersecurity Information Sharing Act) 6onoH
xon6orgox 6ycas Xyynb TOrTOOMKOOP LLIaXUM OpYMH Aaxb Xapuruaar 30XuLyyrk 6anHa.

KomnioTepT Xyynb 6ycaap HIBTPIXUIAT XOPUITIOX Tyxam Xyynb*

OH3 Xxyynuap XonbooHbl 3acruiiH rasap, 6aHk GONMOH MHTEPHITAA, XonboracoH Byx KOMMbOTEPT

433 https://www.justice.gov/criminal-ceos

434 https://www.congress.gov/bill/99th-congress/house-bill/4718
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xyynb Bycaap, 3eBLUeepenryi HIBTPax, xangax (hacking)-ta xonbooTon acyyansir 3oxuuyyrnHa.
KomnbtoTepT xyynb Gycaap HIBTPaH aloyn y4ypyynax, XOXMPOOX, TarHaH TypLUMX 33par ramT
X3pryya, TYYHA HOTAOX AN WMATIAMWIAT 3HS Xyynuap 3oxuuyyncaH 6aiiHa.

Xon6ooHbl MagaannuitH Aloynryn 6ananbiH MeHeXXMeHTUNH Tyxan Xyynb*3®

OHa xyynuap XonbooHbl 3acruiH raspblH Xapbsia areHTnar Oyp eepuiiH [oTood Yun
axunnaraaraa XapxsH siByynax 6GonoH xamTpaH axwunnagar GauryynnaryyoTtairaa X9pxaH
XapbLiax, M333N30 TYYYN3H areHTnarvinH XepeHruinr XapxaH rafiHbl xananaraac xamraanax 39par
Laxum aroynry 6ananeiH cTaHgapTbir 60NOBCpYynNaH, Mepaex axunnaxsir Wwaapaaar 6avHa.

Llaxum Xapunuaa xon600HbI HyyunanbsiH Tyxam xyynb*®

Tyc xyynuap uaxumaap M3433 MIL33M3N AamKyynax, KOMNbTEPT XagranaracaH Magdanan
GOMNOH MHTEPHIT X3P3MNAryaniH XyBUMH HYYLIbIT X3PX3H Xamraanax 33par YAN4unraa yayynary
Ganryynnara ©GOMOH X3P3rnardyuiitH XOOPOHA YYCIX Xapwunuaa, Xynasx Yypar Xxapuyunarbir
30xuUyyncaH GaiiHa.

Laxum Aroynryi 6aManbiH M3433M301 CONUALIOX Tyxai Xyynb*3’

Tyc xyynuap yncblH 60noH xyBuinH 6anryynnara, komnaduyg AHY gaxb Laxum atoynryin 6angnsir
camkpyynax, eepuiH yiun axwnnaraar uaxvMm xangnaraac xamraanax, ypbadunaH CIprumnax
YYAHI3C Laxum atoyn, xananarbiH Tanaapx Magsanivir 3acruiiH rasapT M3433nax, XyBaanuax,
XapuiuaH Xynasx yypar xapuyunarbiH Tanaap xyyneuuncaH 6aiHa.

AHY-A uaxvm romMT X3pruiiH Tepen 60nox uaxvmm Xy4mpxunnan (cyber violence), NxaBUYNaH 3H
TOPNUIAH rAMT X3aPrUiAH 30MMoc 6oMAor Xyyxad XamraannbiH acyyaan aHxaapnbiH Tesq 6ancaap
6arHa. Llaxum xyumpxuiinan, TyyHuin xanbap 6onox xyyxaan Xop XeHeenTan matepuwan y3yynax,
XYYXAUWAr cagap camyyHA ypyy Tatax, xynrannax, 6anruiH merknerviiH 3onuoc 6onrox 3apar
rOMT X3Pryyaaac Xyyxag, ecBep YEMNHXHUAT Xxamraanax, ypbaunnaH Caprumnax Hanaaarym xyynb
TorTooMxuir 6arancaH 6anHa. YyHa, Llaxvm epteHuea XyyXAuniH HyyLbIr xamraanax Tyxam xyyrb
(Children’s Online Privacy Protection Act), IHTEpH3T OpuuHA XyyXQunr xamraanax Tyxan xyynb
(Children’s Internet Protection Act), Xyyxag xamraanan, atoynryi 6ananbiH Tyxan xyynbe (Child
Protection and Safety Act), 21-p 3yyHa xyyxaunr xamraanax Tyxan xyyns (Protecting Children in
the 215t Century Act), [JoM3aiiH H3p YHOH 3eB Baiix Tyxan xyynb (Truth in Domain Names Act),
Llaxvm ramT XaprumH MaA3SMNUIAH WNH3YNaNMIRH Tyxan xyynb (Cybertipline Modernization Act)
6onoH xonborgox 6ycan Xyynb TOFTOOMXOOP LlaxMM epTeHL, 43X XYYXOWAH 3pXWIAr xamraangar
6anHa.

Llaxum epTeHUen XYyXAMMH HyyLbIr XaMraanax Tyxan xyynb+3®

Tyc xyynuap 13-aac A0OLL HaCHbI XYyXd4 LUaxvum XyyacaHa xaHAax Ganraa ToXvonaong 3uar,
3XMINHX Hb 36BLLSOPeITYNraap XyBUINH MIAJANNUIT Hb aBaxryn 6anx Tanaap xyyne4nncaH 6arnHa.
XaparnaryguiH apx awruir xamraanax yypar 6yxun Xon6ooHbl XygangaaHel Komucc Hb Tyc
XYYIUAT X3P3ANKYynax xypmblr 6atancaH 6ereeq 2012 oHA WMHAYNAH GaTamk, Xyynb 3ep4CeH
KOMMaHWyaaz 30XMX apra Xamaar Horgyyrncaap UpcaH 6anHa.

435 https://www.congress.gov/bill/107th-congress/house-bill/3844

436 https://www.sciencedirect.com/topics/computer-science/electronic-communications-privacy-act

437 https://www.congress.gov/bill/114th-congress/senate-bill/754/text

438 hitps://www.ftc.gov/news-events/media-resources/protecting-consumer-privacy-security/kids-privacy-coppa
https://www.law.cornell.edu/uscode/text/15/chapter-91
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NHTepHIT OpUYMHA XYYXAMIT XaMraanax Tyxam xyynb*°

Tyc xyynuap XYyyxOWWAr WHTEPHITIdP 30XUCTYW, cajap CaMyyH MaTtepuan Xxapax, Y33x33c
CAOPrUNIIC3H 30XMLYYNanTbIr XMUCIH 6arHa. Cypryynb, HOMbIH CaHIyya Hb KOMMbIOTEPTS 30XUCTY
MaTepuanbIr Wyyx Nporpamblr Cyynrax waapgnaratan 6ereen UHTEPHITUIH atoynryn 6angnbiH
6oagnorbir bapumTnaH xapankyynaraa batanraaxyynaaryn toxwongong E-rate xeTten6epeec
ONrOAOr MHTEPHITUMH XeHrenenTuir 3anax Oonomxryn 6onox tom. XonbooHbl Xapunuaa
xon6ooHbl xopoo Hb (Federal Communication Commission) Tyc Xyymnuir xapankyyrnax Xypmbir
2001 oHbl 3x33p 6atnaH, 2011 oHA WKMHAYN3H BaTancaH banHa.

Xyyxag xamraanan, aloynryi 6ananbiH Tyxan xyynb*40

OHI XYYNUAT XYYUPXMANNUAH 3onmoc 6oncoH Agam Banww XyyrnH Hapaap HApnacaH GariHa. H3
Xyynuap uaxum xyygac xanx siBuaj caHaartaviraap XyHUNr TeeperayyrncaH Hap xasr, 3ypar TaBbX
XYMYYC, HacaHf Xypaarymh Xyyxauur cagap camyyHa ypyy Tatax, Xyyx4ag 30XUCryn, XopTou
KOHTEHT Y3YYIIOXMIT XOPUINOCOH BalHa.

TYYHUN3H 9H3 Xyynuap Yyrc OpoH Aasiap XYYMHIMIAH X3parT xonborgoxk 6ancaH ramt aTrasayyavnr
OYPTramKyynaxuir yypar 60nrocoH 6anHa. MaMT aTrasgyyauir riaMT X3PrUiH LIMHXI3C XaMaapaH
3 anrvnang (Tier 1, 2, 3) adrunax Gereef 2-xyHA, 3-OHL, XYHO X3Par YANAC3H 3TrasayyauniH
Tanaapx M3A33NNWAM ONOH HWWAT3A HIANTTOM Oanpluyynaxelilr MyX, OPOH HYTIMAH Xyynb
caxuvynarygag yypar 6onrocoH 6anHa.

- 1-p aHrMNAbIH rAMT X3P3arTHyYA4 15 XuUnuiAH TypL, xun 6yp OpLUMH cyyraa raspbiHxaa
LargaaruiH rasapt OypTryyrHa.
- 2-p aHrunmnbiH FAMT X3PArTHYYA4 25 XWnuiH Typw, 6 cap TyTaM OpLUMH cyyraa
raspblHxaa uargaaruiiH rasapTt OypTryynHa.
- 3-p aHrunmbIH rAaMT X3ParTHYYyA4 HacaH Typliaaa, 3 cap TyTam OpLUMH cyyraa raspbiHxaa
LargaaruviH ra3apt GypTryyrHa.
BypTran xvwinraaryi Toxuonaong Xyynb 3epyYceH/ TOOLIOH, XapuyLnara XynasnraHa.

21-p 3yyHA XYYXAWIAT XaMraanax Tyxan xyyns*

OH3 Xyynuap X3parnardyguiiH apx alrMir xamraanax yypar oyxuii Xon6ooHbl XyaangaaHbl
Komucct XyyxaumH atoynrym UHTEPHIT X3parnaar 3MXKux xetentep GonoBcpyynaH ync opoH
Aasiap Xxapankyynaxuwir yypar 6onrocoH 6GawHa. Tyc xetenGep Hb TepwuiiH GONOH XyBWIAH
X3BLUNUIAH BaviryynnaryyabiH Xaparnax Oyl WHTEPHITWIAH arynryn Ganpneir xaHrax apra
X3parcnyy4aac WWngar Typwnarelr LanrapyynaH, ypamilyynax, OfOH HWAT34 —Tyraax,
TaHWnuyynax, snaHrysia MUHTEPHITUIH arynryii 60NoH 30XUCTON X3Parnas, Laxum OpYMHZ OfOH
HUNTUIAH CYIDK33raap Y TaHMX XYHT3W X3PX3H xapunuax, LaxvMaap AOPOMXKOX, A33P3X3X
YWNAN33C X9PX3aH CIPruinax, xapuy erex Tanaap Xyyxad, ecBep HacHblXaHf cyprax, TaHuynax
cyprantblH xeTtenbepyyaunr 6artaacaH Ganx waapgnaratan 6arHa. Xon6ooHbl XygangaaHbl
Komucc Hb xunn 6yp KoHrpecct xyynuap XynaacaH 3HIXYY YYPrUAHX33 XIPIANKUNTUIH TanmnaHr
TaHunuyynax waapgnaratan 6anHa.

439 https://www.fcc.gov/consumers/guides/childrens-internet-protection-act

440 https://www.congress.gov/bill/108th-congress/senate-bill/800/text

441 https://www.ftc.gov/enforcement/statutes/protecting-children-21st-century-act
https://www.law.cornell.edu/uscode/text/15/chapter-91A
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[ OM3iiH H3p YH3H 36B 6aix Tyxan xyynb*+?

Tyc xyynuap XyMyycT 6OMOH HacaHA Xypaaryi Xyyxasn UHTEPHITa3p 30XUCTYI MaTepuman yayynax,
cafjap camyyHZ ypyy Tatax 30purroop Xyypamy OOMIWH H3p alumriiaxbir XOPUrIocoH GaiHa.
X3p3aB caHaaTairaap xyypamy JOM3VH H3p aluurnaH, XYHUIAr TeeperayynaH cagap camyyHz ypyy
TaTcaH TOXMONZONA MEHIeH Topryyrb Horayynax Gytoy 2 XuUnasc UXTyi Xyralaaraap Xopmx aCxyn
MeHIeH Topryynb Horgyynax G0MoH XOpuX WMWATIAN JaBxap HorgyynHa. XapaB caHaaTtaulraap
Xyypamy [OOM3WH H3p alurmaH, XYYXOUAr TeeperayynaH cajap camyyHi ypyy TaTcaH
TOXWONZONA, MeHreH Topryynb Horgyynax Oyty 10 unasc uxryii xyrauaaraap XOpux 3CXyn
MEHreH Topryynb Horgyynax 60MoH XOpuxX LWMATFAN faBxap HOrayynHa rax 3aaxas.

Llaxum ramT X3pruitH M3A33MMMIAH LWUMHIYIISNMIAH TyXan Xyynb*3

AHY-g ynn axunnaraa ssyymx 6anraa uaxmmaap yRnuunrasa apxnardmg Hb Xyyxaumr 6anruiiH
XYUUPXMIAN3N, cajap CaMyyH YWnAasng aluuvrriacaH matepuanbiH Tanaap M3AC3H Toxuonaong
Xyynb caxuynary 6anryynnarag H9H Aapyn M3aaraax yypartam 6anHa.

ApbC eHre, rapan yycar, Hac XYIC, LaLLWH LUYTI3N, XeNKNNAH 63pXLLU33n 33prasp Hb sinraBapnaH
ragyypxax, annrad cypayyncax (Cyber bullying, Cyber harassment) Toxvongong AAnrasapnaH
ragyypxax ramT Xaprasc ypbauunaH capruitnax tyxan (Hate Crimes Prevention Act)##
Xyynuap soxvuyyngar 6anHa.

HaracaH YnceiH Kog, Cagae 18 - MamT xapar 6onoH MamT xapruidH yin aeu, bynar 110A, Xacar
2261A-aap Mewrux 6onoH Laxumaap mewrux (Cyber stalking) ramTt xaprumr soxuuyyncaH
BanHa.**®

4.2 6Yr HAUPAMOAX COJIOHIOC Ync
1. Jaxum op4uH Oaxb 2aMm x3pauliH HexuyeJsi 6alidan:

2020 oHbl 6angnaap BHCY-bIH yargaarviiH 6aviryynnarag 234 MsiHra opuvMM LaxvM ramT Xapar
OypTrargcaH 6a 9H3 Hb BMHEeX OHOOC 54 MsHra OpYMM X3praap HaMaracaH banHa. Llaxum ramt
XOPrUH XaMrmmH TYraaMan ToxXuonanyyaan MHTEPHITUMH 3anunaH, CaHXYYrMiH 3anunat, rax
M3T MOZSASIITUIAH CYIPKISHMIA FOMT X3paryya 6ypTroracaH GaiiHa, 446

Il. Uaxum aroynayli 6alidnbiH 3acaanan

CyynuiiH >xunyyasg 3acrMnH rasap Laxvm xangnarbiH Tanaap MX33XaH aHxaapan XaHayyrk
6oanorbiH TyBLIMHA aBY Y3CcaH BaiiHa. Liaxum 3acarnansiH XyBba 3 areHTaac 6ypaaar.*4’ YyHa:

1. YHOSCHWUI TarHyynbliH anbaHbl Aapragax Uaxvm atoynryn 6angnbiH YHOICHUIA TeB
(National Cybersecurity Center)

2. WunHxnax yxaaH Maaaanan texHonorunH sam (Ministry of Science and ICT)

3. YHpacHun batnaH xamraanax siam (Ministry of National Defense)

442 https://www.law.cornell.edu/uscode/text/34/subtitle-1l/chapter-209

443 https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title 18-section2258 A&num=0&edition=prelim
444 https://www.fbi.gov/investigate/civil-rights/federal-civil-rights-statutes

445 https://www.law.cornell.edu/uscode/text/18/2261A#
448hitps://www.statista.com/statistics/1222208/south-korea-cyber-crime.

447 https://carnegieendowment.org/2021/08/17/korean-policies-of-cybersecurity-and-data-resilience-pub-85164
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3ypaz 1. Liaxum aroynzyti 6alidnbiH 3acaznarbiH cxem**®

National Security Council

1 1 1
Ministry of National Defense National Cyber Security Center Ministry of Sci. d1CT
ROK Cyber Command (National Intelligence Service) mistry o Sclence an

National defense Government/Public sector Private sector

Source: NIS et. al., “White Paper on Information Security 2018" (in Korean), 2018, p. 52.

BHCY-a 2015 oHooc axnaH EpeHxunnerung wyyn xapbaanargaar YHA3CHWUIA aroynryn 6anansiH
seBnen (YAB3) Hb kubep atoynryii Ganpgantai xonboOTOW acyyanyyabir 30XULYYIDK MPCaH
BaiiHa.**® YHgacHui aroynryin 6ananbiH 3eenenuind goopx Liaxum aroynryin 6angnsiH yHASCHWR
TEeB Hb LaxXvM r3MT X3par, Xxananara awynryi 6angantai xon6ooTon acyyanyyabir xapuyuaH
axunnagar 6anHa. Llaxum atoynry 6ananbiH YHO3ICHUMIA TeB Hb LLUMHXN3X yxaaH M3A33nan
TeXHoMNornH siam 6onoH YHA3cHMn BatnaH xamraanax samtan xaMTpaH XyBUIH X3BLUXN 60NoH
TOPUNH GarryynnaryygblH LaxuM awynryn 6angneir  xapuyuax XOoOpoHAO0O ysinjaartaw
axunnagar 6anna.

Ill. LJaxum opYyuH 0axb 23Mm x3p2uliH cmpame2u meJsiees162ee

©wmHep ConoHroc Ync Tepen OypuiiH knbep xangnara raMTt Xapraac capruinaH 2019 oHg Knbep
aroynryn 6ananbiH YHOAICHUA cTpaTerMnr 60noBCpyymkaa. Yr cTpaTern Hb 6 3opuntron GanHa.
YyHa:

1. YHoacHun aag 6yTumiiH atoynryi 6angneir Hamargyynax (Increase the Safety of National Core
Infrastructure)

e YHOSCHUI M3A33M3M, Xapuiuaa XonbG00HbI CYIMKI3HUIA aoynryin 6anansir 63xKyynax;
e Kunbep aroynryin 6aianbiH opyHbl 437 OyTUMIAr cabkpyynax;
o LLnH3 yeniiH knbep atoynryn 6ananbiH 434 OYTUMIAT XenKyyIax.

2. Kubep xangnarbiH xapuy apra XaMxad TYYHUA Xy4uH Yagnbir camkpyynax (Enhance Cyber
Attack Response Capabilities)

o Kunbep xangnaraac ypbauunaH Coprumnax;

e ToM XamxaaHui knbep xananarbiH acpar 6anaH 6ananbIr 63XKyynax;
e Kunbep xangnarbiH 3Cpar LOrL, MOIBXTAM apra Xamxkaa aBax;

e Llaxum raMT Xapartan TOMLIX YaaBapbIr camkpyynax.

448 NIS et al., “White Paper on Information Security 2004” (in Korean), 2004, p. 7.
449 From 2015 to 2018, the NSC designated the cybersecurity adviser to lead the cybersecurity efforts nation-wide,
however, this position was merged with the cyber information convergence adviser under the same NSC
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3. NTranuan, xamTblH axunnaraaHg cyypwncaH 3acarnaneir 6un 6onrox (Establish Governance
Based on Trust and Cooperation)

e Tep, XyBMINH X3BLUNI, LBPIMINH XaMTbIH axunnaraaHbl TOFTONLOOr camxpyynax;

e ¥Ync gasiap Ma433n35 ConumILox CUCTeMuir 6mmn 6onrox;

o Kunbep aroynryi 6ananbiH 3px 3yviH YHACUIAT calxpyynax.
4. Kubep atoynryn 6ananeiH canbapbiH ecenTtuir aamxux (Build Foundations for Cybersecurity
Industry Growth)

o Knbep aroynryi 6ananbliH XepeHre opyynanTbir HAM3rAYYnax;

e Kubep atoynryi 6anansiH axunnax xyd, TEXHOMOMMIH epcenaex Yaasapbir 63xKyynax;
e Kubep atoynryi 6anansiH KOMNaHWyAbIr XeNKMX OPYHbIr BYpAYYNax;

o Kunbep atoynryv 6ananbiH 3ax 3334 LWygapra epcenaesHnii 3apyamblir ouii 6onrox.

5. Knbep aroynryi 6anansiH coéneir 6uin 6onrox (Foster a Cybersecurity Culture)

e Kubep aroynryn G6ananbiH Tanaap Magnarvir A3sWnyynax, knbep awoynryii 6aianbiH
NPaKTUKUIAT B3XKYYNaX;
e YHOCSH apxuir knbep aroynryi 6angantan TaHLBIPXKYYNSX.

6.Knbep atoynryin 6angnbiH YArManasp ONOH YICbIH XaMTblH axunnaraar Hamarayynax (Lead
International Cooperation in Cybersecurity)

o Xoép TanblH 60MOH ONOH TaNT XaMTbIH aXunnaraaHbl CUCTEMUIT camxpyynax;
e OFOH YNCbIH XaMTbIH axunnaraar MaHnamnax.

IV. Xyynb apx 3yUH op4yuH

BHCY-biH QpyyruniiH Xxyynba Laxum raMT XaparTan xonbooton gapaax 3oxuuyynantyyn 6anpar.
YyHa:*®° Spyyruiid xyyne (Criminal Law)

e 3ynn 141. ONOH HUATUIAH BGapUMT BUUUr, HUATUIAH X3parcang xoxupon yudpyynax (The
invalidity of Public Documents, etc. and Destruction of Public Goods) TepuiiH anbaHg
awwurnagar 6apumT Ouuur, Bycag xaparcan, Ayy Ouunmar rax MIT Tycram xaBnan
M3[33MNNAH X3PArCNNIAT TAMTI3X, HYYH AapargyyncaH, CYWTr3C3H 3Trasguir 7 Kun
XYPTanx xopux sn acean 10 cas XypTanx BOHOOP TOProHO.

e 3ynn 227-2. HuwntuinH Ayy Guunarvir xyypamyaap 63ntrox 6ywy eepunex (False
Preparation or Alteration of Public Electromagnetic Records)

X3p3aB YYHT3M X0n600TON 3epunn yycraran 10 XypTanx XXunasp Xopux WNATIaNTan GanHa.

e 3ynn 316. Hyyy 3agpyynax (Violation of Secrecy) BuTyymxuncaH acsan Hyyunantan
3axupan, 6apyMT GuYur, 3ypriir HA3CAH ATIAJAMUIAT 3 XKUM XYPTIN XOPUX, ICXYN TaBaH cas
BOHOOP TOPryynb HOrAyyrHa.

e 3ynn 347-2. KomnbtoTep awwmrnax 3amaap 3anunad xuix (Fraud by The Use of Computer,
etc.) XaH HaraH xeHANeHrUIAH 3Trasg KOMMbIOTEpP alumrnaH OycablH 3eBLUeepenryi xyaan,
30XMCTYM M3O33Man aluurmaH awmr XypTaX, Xyynb 3epuceH Toxwuongong 10 xyptanx
XUIaap xopux acean 20 casi BOHOOP TOProHO.

450 https://www.cybercrimelaw.net/Korea.html
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e 3ynn 366. On xepeHrea xangax, cyntrax (Destruction and Damage, etc. of Property)
BycablH ag xepeHreTan xonbooton GapumTt Guuur, gyy OUYUNar rax MaT MILINNNAH
X3PIrCrWNT ycTrax, raMTa3X, HyYH Aapargyynax, TOXMonaona 3 XKun xypTarnx Xopux, 3CBan
7 casi XypTanx BOHOOP TOProHO.

BHCY 1980 oHoOC axn3H YHA3CHUI M3A33NNMIH aoynryi 6arngan 60roH HUArMUIAH CYITKISH 39X
acyyanyyabir 3oxvuyynax Xyynunr 6ornoBcpyyrmK axancaH 6a 1986 oHa Xapunuaa XonGooHbI
CYIKa3r camxpyynax Tyxaw xyynb (Expansion and promotion of utilization of communications
network act) aHx 6atamk 6ankaa.*®' Ogooroop knbep awoynryin Gangantan xon6ooTon acyyasbir
X3 X3[A3H Xyynuap 3oxuuyyrx GaiiHa. Tyxarnn6an:*52

o CymxaaHun Tyxan xyynb (Network act)

e Xapunuaa xonbooHbl Hyyublr xamraanax Tyxan xyynb (Protection of communication
secret act)

e Mapgaanan, xapunuaa xonbooHbl A34 OyTuwmir xamraanax tyxam xyynbe (The act on
protection of information and communication infrastructure)

e Llaxvm 3acarnansiH Tyxau xyynb (Electronic government act)

e YHOSCHMI GaTnaH xamraanaxblH M3439MMUAH 434 OyTumir 6uin 6onrox, MaA’33MnMnH
Heeuwnr yanpaax Tyxanm xyynb (Act on Establishment of infrastructure for information of
national defence and management of information resources for national defence)

o 333MMINH MIA3ANNUIH alLMrmanT, XxaMmraananTbiH Tyxan xXyyne (Credit information use and
protection act)

o bBanpwnbiH magaannuir xamraanax Tyxam xyynb (Act on protection use of location
information)

o YNNABIPNANuUH TEXHONOTMIAT Xamraanax Tyxawm xyynb (Act on Prevention of Divulgence
and protection of industrial technology)

e LlaxunraaH xon6GooHbl Ou3HECMH OOMOH CaHXYYTMAH MNyMBPbIH Tyxal Xyynb
(Telecommunication business act and special act on financial fraud) 3apar 6anHa.

YHASCHUN XOMX33HA KMbep xananaraac caprumnax 3opunroop “Kubep awoynryn 6angnbiH
MeHexmeHTUIH 3oxuuyynanTeiH (National cyber security management regulation) >xypam”-bir
YHaacHun Accambnen 6GatancaH GawHa. Yr xypmaap 3acruiH raspbiH GanryynnaryygbiH
(YHOSCHUI TarHyynbiH anbaHbl YHOSCHWA atoynry 6ananbiH TeB, Xex OopAoH Aaxb YHOSCHWUA
aloynryn GanonbiH anba) 9px yypar, OpornLoor TOOOpPXOirncoH GaiiHa.*%® Kubep xangnaraac
XaMmraanax MaaldannunH 034 OyTuMiH Tyxal Xyynb Hb YHOSCHWIA atoynryn Ganmgantanm wyya
xonborgaor 6a apuMM Xyd, apyyn MaHa, 6aHK CaHXyYruiH LaxvMm YW axunnaraar yr xyynuap
3oxuuyynaar 6arHa. ConoHrockiH 3acruiiH razap 2002 ong MagsannuiiH A4sa 6yTumninr xamraanax
Tyxan xyynunr (Protecting critical information infrastrucutre act) 6atancan 6anHa. Yr xyynb Hb
papaax 0yTautan 6arnHa.

451 Introduction to Korean cyber security Law
452 https://iclg.com/practice-areas/cybersecurity-laws-and-regulations/korea
453 |bid Page 28
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M333N31, XAPUINLAA XONBEOOHbI A3 BYTUUAT XAMIAANAX TYXAW XYYNb
(The Act On Protection Of Information And Communication Infrastructure)
1 ayraap 3ynn. 3opunro
OH3IXYY XYYNUIH 30pUITTO Hb Xapurilaa XxonbooHb! HyyL, HyyLbIF Xamraanax, xapuriaa Xorn600Hb!

9PX Yeneer Tortoox, 30XMx XypMbiH aryy UJVIVI,D,BSp raprax 3amMaap xapwunuaa XOnOOOHbI 3pX
vyerneer 3oxuuyynaxan OpLnHO.

2 pyraap 3ynn. Hap ToMmbE€oHbl Tannbap
3 gyraap 3ynn. Xapunuaa xonb0o0Hbl HyyLbIr Xamraanax

4 pyrasp 3yin. Xyynb Gyc XsHanT wanrantaap oMK aBcaH M3A33nan Xyynb Gycaap varHax,
LaxunraaH XonGooHbI aryynrbir HOTNOX GapUMT GONIOH alurmaxbilr XOPUIIoX Tyxai

5 gyraap 3ynn. QpyyrunH 6anuaanTtbiH M3AISNNUIAT Xsi3raapnax 3eBLUeepnuitH Wwaagnara

6 ayraap 3ynn. QpyyruiH 6anuaanTbiH M3A33MMMNT XA3raaprax 3eBLUeepUAH apra XaMxaa aBax
3pX ONroX xXypam

7 pyraap 3yvn. YHASCHWIA aoynryin 6angang HANLYYNCOH Xxapuruaa XonbooHb! XsiHanT
8 pyraap 3ywn. OHuro 6ananeiH yeunH xapunuaa xonboor xsisraapnax apra Xamxaa
9 oyraap 3yin. Xapunuaa xonbooH 4 XHanNT TaBUX apra XaMXK33HWUI X3P3NKUNT

10 gyraap 3yunn. YarHax TexeepemMXuiiH 3eBLUeepen Ofrox Xypam

11 pyraap 3ynn. HyyunanblH yypar

12 pyraap 3yin. Xapunuaa xonGoOHbl apra X3aMXa3rasp Ok aBcaH matepuarnbir awurnaxbir
Xsi3raapnax Tyxan

13 pyraap 3ynn. QpyyruiiH 6anuaaH WWMATISX YN axunnaraaHg M343ararn erex xypam
14 gyrasp 3yvn. bycabiH HYYLbIr 3a4pyYyNCaH 36pYnMnH Tyxamn

15 gyraap 3yinn. YHA3cHUA AccambnenH xsHant

16 gyraap 3yun. TopryynuinH 3aant

17 gyraap 3yinn. Topryynb OHOrgyynax Tyxan

18 gyraap 3yunn. 'amT Xapar yingaxvir 3aasgax Tyxam

4.3 MANAU3 YIIC
1. Jaxum opyuH daxb 23mMm x3apauliH Hexuyes 6atidan

KoBna-19 uap TaxnblH yea Laxum TEXHOMOMMIH X3parnas ecex Gavraa Hb KNOep ramt XapruinH
rapanTbir HaMarayyk, Manais YncelH atoynryin ©Gamgang Heneermx 6ariHa. MananabiH
uargaarviiH G6anryynnarbiH Maaa3ancHasp 2019 oHp knbep xangnara, ramT XapruiiH T1oo 3,787
GaricaH 6on 2020 oH raxag agraap xangnaryyn 4,194 6onx, 10%-aap HamaracaH banHa. 2021
OH/ 3H3 TOO Laalung H3Maraax TenesTan bariHa. *%*

454 Manans Ync Kubep ramt xapruitH Hexuen 6anaan The Star Hews
https://www.thestar.com.my/news/nation/2021/06/28/cybercrime-increasing-as-more-people-rely-on-digital-tech-
during-pandemic-says-pm
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3ypae 2. Manau3 YncbiH kubep 2amMm xapauliH cmamucmuk
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SOURCE: Royal Malaysian Police

Il. Jaxum op4uH Oaxb 23Mm x3pauliH cmpameau meJsieese2ee

Manaiis YncbiH kubep aroynayl 6ailidnbiH cmpameau Hb **> (Malaysia Cyber Security
Strategy) 2020-2024 oHg kubep awoynryin 6ananbiH TeneBnent, Xx3pankuntuur Gyx Tanaap
30xuLyynax 5 umrnang xapanknxaap 6onoscpyynaracaH 6anHa.

1.

Yp oyHTau 3acarnan 6a ygupanara (Effective Governance

and Management)

Opx 3yWH xypaa, rynuatranuir camxkpyynax (Strengthening legislative framework

and enforcement)

[anxuiH TyBLIHWIA MHHOBAL,, TEXHONOrK, cyganraa 6a ax ynnasap (Catalysing World
Class Innovation, Technology,

R&D and Industry)

YapaexbIr 433nyynax, Magnar, 6onoscponsir Hamarayynax (Enhancing Capacity
and Capability Building, Awareness and Education)
OnoH YncblH xaMTbIH axunnaraar 6axxkyynax (Strengthening Global Collaboration)

Oaapx Manans yncelH knbep awoynry 6ananbiH ctpaternT 3acruiiH rasap, 6usHec, HUNTMUIAH
(nprag) sH3 OypuiiH canbapt kubep awoynryn 6ananeir cavkpyynaxag uYWrnacsH  Yun
axunnaraaHyygblH Tenesnereer TO4OPXONIICOH.

Yp dynmalii 3acaznan 6a youpdnaeza (Effective Governance and Management)

Cmpameau 1.

calbxpyynax;

YHOacHul kubep aroyneyd 6alidnbiH 3acaenar,

aKocucmemutia

Cmpameeau 2. balieyynnaebiH MeHexmeHm 6a 6usHeculiH yUn axunnazaae calbkpyynax

(BacautiH 2azap, YHOacHUU M3033annuliH 030 bymay, 6a busHec);

Cmpameeau 3. Kubep aroyneyt 6alionbiH OCrbIH MEHEXMeEHM, Kubep xamaaarnanmabie

UO3BXXKYYII3X.

455 Malaysia Cyber Security Strategy (2020-2024) https://asset.mkn.gov.my/wp-
content/uploads/2020/10/MalaysiaCyberSecurityStrategy2020-2024.pdf
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Apx 3yliH Xypa3a, eylyameanulz calxpyynax (Strengthening legislative framework and
enforcement)

Cmpameau 4. Kubep 2amm xapae, xandnazble xsi3eaapnax byypyynax kubep aroynayl
6alidonbiH xyynule calxpyynax;
Cmpameeau 5. Ljaxum 2amMm x3p3azmall mamyax yadaex, Yadsapble callXpyynax.

Hanxuiin myewHuii uHHosau, mexHosioau, cydanzaa 6a ax yiindeap (Catalysing World
Class Innovation, Technology, R&D and Industry)

Cmpameau 6. YHO3cHuUli kubep aroyneyl 6allnbiH cydaneaa, WUHXUI233HUU
xemenbeputie UG3IBXXKYYIaX;
Cmpamezau 7. ©pcendex yadsapmali 00mooObIH yinde3pnan, mexHonoaulie O3MXKUX.

Yadaexwbi2z 033wnyynax, Maona2, 6oso0ecponbic HIM320yynax (Enhancing Capacity and
Capability Building, Awareness and Education)

Cmpameau 8. YHO3cHull kubep aroyneyt 6alionbiH Yadasxblie 63XKyynax;

Cmpameau 9. Kubep aroyneyl 6aldnbiH manaapx mMadnaaulie 033Wiyynax;

Cmpameau 10. Bonoscponoop gamxyynaH kubep aroynry 6anansiH Tanaap Magnarvir
HAM3IrQyynax.

Os10H YnicbiH xaMmbIH akusinnazaaz 63xxyynax (Strengthening Global Collaboration)

Cmpameau 11. Kubep aroyneyl 6alionbiH acyydnaapx Of0OH YrCbIH XaMMbIH axusnazaaa
B63XKYYIax;

Cmpameau 12. OnNoH yncbiH alynryn Gananbir CaxmH xamraanaxbiH Tyng atoynryw,
TOITBOPTOWN, 3HX TaMBaH KMOEP OPOH 3alr A3MXKUX TyXan amnanTtaa 3apnax.

IV. Xyynb apx 3yUlH op4uH

Manana Ync kubep atoynryn 6angantan xonbooton gapaax Lory xyynuyaelr 6atancaH 6avHa.
(XaBcpanT 4) YyHA:

e 30xuMoryniiH apxuinH Tyxan xyyne (The Copyright (AmendmentAct)

e TooH rapblH ycruiH Tyxam xyynb (The Digital Signature Act)

e TenemegnumHui Tyxan xyynb (The Telemedicine Act)

o Xapunuaa xon6oo 6a mynstumeanaH Tyxam xyynb (The Communications and Multimedia
Act)

e Llaxvm xyaangaaHxsl Tyxan xyyns( Electronic Commerce Act)

e TepuiiH uaxmm ynn axunnaraaHsl Tyxan xyynb (Electronic Government Activities Act)

o XyBUMH M3A33MNUIAr xamraanax Tyxawn xyynb (Personal Data Protection Act) SpyyrunH
xyynb (Penal Code)

o Xyypamy mMa3gaannuiiH acpar xyyne (The Anti-Fake News Act) rox maT.

Manana Ync 1997 oHa KomnblOTEPUIAH rAMT X3parTan TamMuax Tyxan xyynuir (The Computer
Crimes Act) 6atancaH 6a 2011 oHbl 12-p capblH 1-HA AaXWH WMHAYMNCIH GanHa. Yr xyynuap
30xuLYmK By xapunuaa:*s®

456 https://cyrilla.org/ar/entity/xgej2atn2lh?file=1568729651356shamgdeopv.pdf&page=5
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KOMMbIOTEPUWH MIMT X3P3rTaM TAML3IX TYXAM XYYIb, 1997 ("CCA")

Bynar 1. 3opunt
Hap ToMbE&oHbI Tannbap
Bynar 2.

KoMnbloTepuitH M3433n35 pyy 3eBLU6epPeryil H3BTP3ax

- bBycabiH KomnbloTep GOMOH KOMMBIOTEPUMH M3A33N3aNn  (AaTta)-4  3eBLUeepenryin,
CaHaaTaulraap HIBT3PC3H ram OypyyTam Hb TortoorgBon 50 MsiHraH PUHITUTI3C UXTYI
TOpryynb Horgyynax Oyly TaBaH >XWM33C O33Ny Xyrauaaraap Xopux LUMATIM
HorayyrHa.

©epee 6onoH 6ycap XyH33p xananara yungax,

- OH3 X3CarT 3aacHbl Aaryy raMT X3par YANAcaH ram Oypyytai atrasgag 150 msHraH
PUHITUT33C WXTYN X3MDKISHWIA TOPryynb HOFAyynax, 9CXyfll apBaH XWnaac A33Lryn
Xyravaaraap xopux sinaap LWWATIIHS.

AnuBaa KOMNbLIOTEPUINH ereraen aryynrbir 3eBLIOOPOIITy eepunex

- bycablH KOMMbIOTEPUIH aryynrbir 36BLUESPONry eepunex ynnaan XMACc3H ToxXMongons
100-500 MsiIHraH PUHITUTI3C AJSLWINYW TOPryynb Horgyyrnax, acxyn [orioorooc apsaH
XKUNUAH XOPUX 9naap LWNATIIHI.

3eBlieepenryn xapunuax

- KomnbtoTepT HIBTPax gyraap, Kog, Hyyl yr acsan Oycag xaparcnuir wyyn 6onoH gam
Garignaap M3A3racaH ToXMonaona 25 MsHraH pUHITMTI3C A33LUNYA TOPryyrnb Horgyynax,
3CXYI FYpBaH Wi Xopux sinaap LWWATI3HS.

Bynar 3.

HamanT 6omnoH epeHxuin 3aantyyn*>’
XananarbiH Lap xypa3

- OHaXyy XyynuinH 3aanTyya Hb rAMT 3TrO34UMH MPraHLLMI GOMOH OPLUMH CYyX Xapbsiannaac
yn xamaapaH MananablH HyTar 43BCrapT XY4MH Terengep ynnunax 6ereep xyynsz 3aacaH
FAMT X3par YANAC3H STrA34MNIN XYYNUIH Aaryy WWATragar 6anHa.

Op3H cypBamknax, xypaax, 6apmBunax 6ypaH apx

- OH3 XyynbA 3aacHbl garyy ramT X3par YUnacaH 60noxbir HOTNox GapumTtaHg yHASCNaX
3CBAN LWYYIYMIH WKnasap rapsan, banuaardaac gaaw yonton (above the  rank of
Inspector) anbaH xaardy roMT X3pruMH rasap Xy4aap HOBTP3X, LlWaapgnaratam 6Gon
caatyynax, TaHA 6airaa HoTnox 6apuMTbIr Xarx, Xypaax apxTan banaar.

Mepanert caap yuypyynax

- Yr xyynbf 3aacHbl garyy anbaH xaaryuiH 3pX, YYPruiH garyy mepaner xvix sBuaj
xangax, caag yupyynax, 6anuaantbir XONLWyynaxbsir XOPUrnoaor.
Annax

- Yr XyynuiH garyy sinnax axunnaraar YncbiH annardmind anbaH écHul LUMnaBapaac bycan
ToXxuongong Annaxryu.

457 https://www.nacsa.gov.my/legal.php
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4.4 ANOH YNC
I. Jaxum opyuH daxb 2amMm xapauliH Hexues 6atidan**®

2021 oHbl 3-p capblH 6angnaap YHO3CHMI LargaarviiH raspaac siByyncaH cyganraaraap 18-aac
poow HacHbl 1819 xyyxag 2020 OHA HUATMUIAH CYIDKI3TIM XONOOOTOM rAMT X3PruiH XOXMPOry
60ncoH 6onoxbIr TOrTooXkaa. XoxuporyabliH 6apar 90 xyBb Hb 6ara, axnax CypryynuiH cypardung
GawncaH Gereep yyHuii 35,3 XyBUWAr TBUTTEP alumrnary 3335k 6anHa. Xagniraap 2019 oHbl MeH
yetan (2082) xapbuyynaxag 12,6%-aap 6yypcaH 6onos4 2013 0HOOC XOWLW cyynuinH 5 xung 4.6
XyBUap ©CCOH Y3YYNanTTak 6amkas. [aMT XapruiH TepnuiAr aHrunnaap Hb aBy Y3Bar, XyyXOQuir
Xamraanax Xyyrb, XypMbIr 3epyceH 738, Xyyxaunr cagap camyyHg ypyy TatcaH 597, xyyxauiH
6ures yHanax segan 311 Ganraa 60n XyHZ FAMT X3PrMiAH XyBb Xyrramnax ramt X3par eCCeH
Y3YYNANTTOM rapyaa. XOoXuMporygblH HIBTPAX X3PIrCAMWH XyBbh yXaanar rap yrac Hb HUNT
MHTEPHAT xaparnaryguind 90 opunm XyBWIAr 333k OancaH 6on awwmrnagar CyrmKasHUM XyBbA
TeutTep A33p 642, NHcTerpam Aaap 221, Xumabe aaap 160, Tuk Tok A33p 76, Koé Tomo aaap 63
6ancaH 6ariHa. 2019 oHA oHNanH GaHKHbI NYWBPLIH yriMaac 2.5 TapOym rapyii UeHWUI Xoxvpon
yunpcaH 6anHa. 2020 oHA TeneBU3WIH peanuTu LyBpan H3BTPYYNSrT OPOMUCOH 3M3rTan
M3praknumnH 6ex XaHa Kumypa amma XOprocoHTOM XONBOOTOMroop Laxum OpYuHA A33P3MX3X
siBAarn Hb yNc OPOHA, TOMOOXOH acyyaan 60mxkaa.

Il. Jaxum op4uH 0axb 23Mm x3p2uliH cmpameau meJees1e2ee
Knbep aroynryn 6ananein ctpareru (2021)

2021 oHbl 9 capa Knbep atoynryn 6angnsiH 3 Aaxb cTpatery tenesnereer 6atnaH rapracaH 6anHa.
YHACSH 3apuvmMa M3433MMnIH YeneeT ypceranbiH 6atanraa, XyynuiH 3acarnan, HaanTTan bangan,
6ue paacaH Ganpan, OnoH TanT XaMTblH axunnaraatam 6avHa rax Tycraxas. Mpax 3 xung
X3PANKYYNaX CTPaTervinH 30pUIIro, YUIManaa:

1. Hutizam 30uliH 3acauliH moemeopmoul xeaxiutie HamM320yyrnax:

- Owxkutan atoynryin 6angnsiH M3AN3MMIT A33LWUNYYAX;

- OpoH Hytar 6onoH XXAY spxnaryguii ayHa “Laxvm atoynryin 6aipan 6yxuin DX’-uir
cypranynax;

- Cymka3HMI HangBapTan 6ananbIr XxaHrax.

2. Arwoyneyt 6atidan, duxuman Hulizamulie yxamcapnax:

- Hwiiram 60noH xymyycuiar xamraanax knbep atoynryin 6anansiH opyuHbIr 6ypayynax;

- Hwiram, sguiH 3acruiiH  A34 OYTUMWM  TYLUMIMISCAH OpOMuory  TanyyAablH  XYYWH
YapmMavnTbIr A3AMXKX;

- Kubep xananarag xapuy erex 6anaH 6ananbir xaHrax.

3. SAnoHbi yHO3cHUl aroyrieyl 6alidrnbie xaHeax:

- Yeneer, wypapra, aloynrym Laxum OPOH 3ailr XaHrax;

- Kubep atoynryin 6ananbiH xaMmraanant, ypbAunraH Coprunnax Yageapbir 63xKyynax;
- OnOoH yNCbIH XaMTbIH aXunnaraaHbl OPONLOOr A33LUMNYYIIAX;

- XYHuUI HeeuMIr Bypayynax, Xerkyynax 3opunroop 6atancaH 6anHa.

458 Cabinet Office https://www8.cao.go.jp/youth/kankyou/index.html
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lll. Xon6oz2dox 6aiicyynnazyyd

Llargaarniii EpeHxvii rasap Hb OpyyruiAH Xyynb 00MoH xonboraox XyynuiH garyy uaxum ramT
XOPrumr MepaeH Lianrax, TacrnaH 30rcoox yypartan axwunnagar. Med LlargaarunH Epenxuin
raspbiH “Knubep ramt xapartan TamuaxX TeB”-eecC Myx OypuiiH uargaa HapT Knbep ramTt X3pruiiH
Tanaap M3493n3n, 3aaBap 36Breree ery axunnagar. 3acruiiH raspbiH Xapar apxax rasap Hb
XyyXxag, 3anyydyyablH XODKur, O3MXKIIMMAH Tanaap TeneBnent, Wk GypaH 30xuuyynanT XuMnx
yypar 6yxuii TepuiH GaiiryynnarbiH XyBbz, YHAC3H Lory, 6oanorsir 6onoscpyyrcaH 6ereef aHaxyy
6oanoreir YyHA3CNaH xonborgox sam, areHTnaryyq OpoH HYTIWIAH 3acruiH rasap 6onoH 6ycag
xonborgox TepuiH 60MOH XyBWUIH X3BLUNWIAH Ganryynnaryyq yuin axunnaraaraa XopanKyyngor.
YYH33C ragHa MHTepHaT opunHg ynn axunnaraa asyyngar GREE, CyberAgent, DeNA, Facebook
Japan, Mixi, LINE, Twitter Japan 33par onepatopyyd H3raaH “OCBep YEUWHXHUA WHTEPHIT
awnrnanTbiH OPYHbIF Camkpyynax 3eBnen”-uir ofioH HUNTUAH caniTyydaac YYAINTIN XyyXaunr
raMT33X anveBaa yMnanasac ypbaqunaH CIprumnax Xy4nH YapmavinTbir cypTanynax 30punroop
2017 oHp baviryyncaH. 3eBnern Hb XYyXOWIH aloynryin MHTEPHAT OPYHbIr Bypayynaxaap Maa3anan
conunuox, cyganraa, GonoBcpon, COEH raraapyynax yun axwunnaraa asyyngar. MeH Ignis,
Cocone, Nanameue, Moi, Yudo, ITI, C studio, Social Town, Maleo 33par komMnaHuya xamTpaH
opornuox 6oncoH. Tyc 3eenen Hb LlargaaruiiH epeHxuii raszapra xamTpaH axunnagar 6anHa.
Llaxvum opumH gaxb Xyyxag, 3anyyyyyabir xamraanax acyyaneir “HacaHg xypasaryn XymMyycuiiH
WHTEPHITUIH aloynry opyHbIr Bypayynax Tyxan xyyne”, HacaHg Xypaaryi XyMyyCUIRH atoynryi
WHTEPHAT X3parnaar 6w 6onrox YHOCAH Tenesnereer yYHASCN3H [loToOO X3pruiiH siam,
Bonoscpon, coén, cnopT, LWMHXI3X yXaaH TEXHONOMMIH sam, xonborgox areHTnaryya, YHO3CHWNA
uargaarviH rasap 6ycap TepuiiH 6onoH xyBuiH Gairyynnaryyn xamaapax 6ereep T34rasp Hb
WHTEPHITUIAH aloyrryi X3aparnaaHui Tanaap cypranynax axmbir TOrTMor 30X1oH bavryynaar.

» Knbep aroynryn GananbiH ctpatermiH TeB wrtab (National center of Incidient
readiness and Strategy For Cybersecutity(NISC))**°

2014 oHp 3acrviH raspbiH gaprag GanryynargaH Tyc wrab Hb kubep awoynryi 6ananbiH
CTpaTervir yp AyHT3i, LOrLoop Hb CypTanynax, XapankunTag XsiHanT TaBux Yur YYparTau.

> Knbep ramt xapartan Tamuax TeB (Japan Cybercrime Control Center)*6°

2014 oHA uUaxvMM TAMT X3PrMMH YHO3C CYypuUIAr OIK TOrToOoX, Oyypyynax, caapmankyyrk
JapaarvinH yunpd 60nox aryn ocnooc ypbAayunaH CIPrunnax 3opunroop Tep 60roH XyBuH
X3BLUMMTAM XaMTapcaH awwruinH 6yc 6anryynnara 60nox AnoHbl KNOEpP ramMT XaparTan TOMLIX TEB
GaviryynargcaH. YIn axunnaraaHbl YArman:

e  OOuiH 3acar, CaHXYYruiiH Knubep raMT xapar;

e 30punTOT Xangnara (Magaanan xynrannax);

e Llaxvm xynangaaHbl nnatdopM A433p 3anvnaH Maxnax yiun axwnnaraa;
e XOpTOM NpOrpambIH LUNHXNITIY;

o MapgaannuiiH aroynryn 6anparn;

e OroH YNCbIH XaMTbIH aXurnaraa racaH YirnanTan GaiiHa.

459 National center of Incidient readiness and Strategy For Cybersecutity https://www.nisc.go.jp/eng/index.html
460 Japan Cybercrime Control Center https://www.jc3.or.jp/english/
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Knbep opuvH Jdaxb awyn 3aHanxuinan, raMT X3pruiH Tanaapx M3433Mn3n UyrmyymK AyH
LUMHXUIT33 XUWAX, YPbAYMIAH COPrUNNaxX cyprantbliH xeTentep 6GomnoBcpyynax, LOrloop Hb
LUWAABIPAXMIAH TyNA UargaaruinH epeHxuid rasap, M343anan TexHonoruH Gamryynnara, 6aHk
CaHXyyruiH Oavryynnara, XyBUAH X3BLUWAH KOMMaHW OOMOH OfoOH  YNCbIH  XaMTbIH
fawryynnaratan HArT xaMTpaH axunnagar 6anHa.

> @Police*®! yaxum Maga3NNMINH cant

YHA3CHWIA LargaarvitH raspbiH KMGEP rAMT X3P3arTaii TAMLUBX X3MTCI3C KMbep ramT xapar, kubep
Xananaraac ypbayuaH Caprinax 30punroop axunnyynaar axmm MagdannuinH caT oM.

> Kubep aroynryn 6anansiH cyganraanbl Tes (Cybersecurity Research Institute)*6?

Magaanan, xapunuaa Xxornboo TEXHONMOrMWH YHOICHWUIA XYPIAN3HrUiH xapbsia Kubep aroynryi
6arionbiH cyganraaHbl TOB Hb HWWAAMQA CYYNWAH YewH Tynrampax Oaviraa kubep aroynryim
6anianbiH Tanaap cyganraa LUMHXUITISHUIA aXun XUnaar.

IV. Xyynb apx 3yliH op4YuH
> 3JpyyruiH xyynb (Japan Penal Code)*®®

OH3 Xyynb AnNoH YNCbiH HyTar 43BCrap 60M0H ANOH YNCbIH Xener OHroL, OHroLOHA, FAMT X3par
YWANACSH XyH Oypa agvn xamaapHa.

161(2) Oyzaap 3yun. Spx Gapurdy 6onoH TepuiiH anbaH xaaryablH 6ypTran, 6apyMThBIr almvrnaH
6UuUnNar XMnH ONOH HUNUT3A, TapaacaH Toxuongona 10 Xun XypTanx xyrauaaraap XOopux 3Cxyn
1,000,000 neHun Topryynb HOrayynHa.

168 Oyzaap 3yun. KomnsromepuliH supyc 60s510H bypyy komaHObIH 6ypmean (Improper Command
Records):

Improper Command Records ragar Hb (a) KOMMNbIOTEPUIT ONEepaToOpPbIH 3CP3r axunnyynax, bypyy
KOMaHp erex LaxunraaH COPOH30H BUYNArMIAT X3mnHa.

KomnbtoTepuiin Bupyc 60noH 6ypyy KoMaHAbIH BypTran yycrax OycabliH KOMNbOTEPT BUPYC OONOH
30XUCTYM BUYnar TapaacaH 3T1rasg GOMNoH Tapaaxbir 3aBAcCaH 3Tra’aasg 3 KU Xopux A acxyn
500,000 neHasp ToproHo.

Hacking axunnaraang 0ypyy kKoMaHAblH OYpTranuir awmrnacaH ToXMonaong 3 Xur Xopux aCxyn
1,000,000 neHun Topryynbe HorayysHa.

Phishing (a) xynrannax, 3anunaH Maxnax, 3aHanxuinnax 3apar xyynb 6yc apraap axun onroryuniiH
XyAanaaaHbl HyyLbIr OfK aBax;

(b) xymangaaHbl HyyubIr awwurnax, oycgag 3agpyyncad Toxuvongong 10 XMMuiH xopux sn
wuntran acxyn 20,000,000 neHnn Topryynb HorgyynHa.

175(1) Oyaasp 3yun. dnekmpomasHem bu4nae azyyrncaH 6ydyynae udeyypeyl azyyneamal
buynae y3yynax:

461 @Police https://www.npa.go.jp/cyberpolice/english/index.html
462 Cybersecurity Research Institute https://www.nict.go.jp/en/csri/
463 Japan Penal Code http://www.isc.meiji.ac.jp/~sumwel h/Codes/comp-crim.htm
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OrnoH HWIAT3A nuryypryn Gyayynar 6apumT, 3ypmarn 3ypar, aneKTpoMarHeT 6uunar 6yxuii acxyrn
Oycapg aryynra 6yxvin mMagaanan 6uunarasp xaHracaH 3CXyn Y3YYSICOH 3Trasgunr 2-00C Unyyryn
Xnnaap xopux, acxyn 2,500,000-aac nxryn neHasp ToproHo. byayynar anekrpoMarHeTnk ouynar
acxyn Tene xapunuaaraap gamxyyncaH eep 6ycaag Ovunar TyrascaH STrasguir MeH agun
LUMATIOHA.

3ynn 3(1)-MnH 3aanmaap y4Ypax Xxoxupaooc ypbO4yuniaH capaulinax myxad

TaHUXTYM XYMYYCT 3CXYN X3 X3A3H XYMYYCT XYBUWH BUUnaruir Tene xapunuaaHbl wyramaap
OaMXyyrmkK, yrnmaap rypaegard 3Trasg TyXxaH Aypc Ouunar A3X XYHWAr OHOOH TaHbCaH
ToXvongong TyxanH 6uunar gamxkyyrncaH 3Trasguir 3-aac nnyyrym xunaap xopmx acxyn 500,000-
aac VXTy NeH33P TOProX LLUMWATIIHI.

222 (1) pyraap 3ynn. Cypoyynax:

BycablH amb Hac, 3px Yenee, H3P XYHA, 3 XePeHre 3aHanXWAImK CypAYYNCaH STrasguir 2-00C
NXTyn Xmnaap xopux acxyn 300,000-aac Mxrym neHasap TOProHo.

223 (1) dyaasp 3yun. LLlaxanm:

BycablH amb Hac, apX 4enee, HAp XYHA, 34 XOPeHTMIr LOPOMXKIION, X3PUrUAnan Xaparnax
Oychaap ynn ynngyynax, acxyn 0ycabir ©epuiiH 3y ECHbl 3pX33 3413X34 Hb caag 6onox 33prasp
3aHaNXWAMK CYPAYYCOH 3Traaanir 3-aac Uiyyrym XXumnasp XOpbX LWMNATIIHI.

230 (1) dyaaap 3yun. 'ymeanae:

OnOH HUATUAH ©MHe BapUMT O3MraH M3JYYK OycabIr r'yTracaH STrasauiir, TyxaH 6apuMT YHIH,
Xyanaac yn wantraanaH, 3-aac Unyyrym xurnasap Xopmx acxyn axun anda apxnyynaxryn 6anx,
acxyn 500,000-aac nxrym MeHaap TOProHo.

231 Qyeaap 3yun. [ymaaH OOpOMXKIIOX:

Bycabir onHbl 8MHe ryTaaH LOPOMXWUIICOH 3Tra34MNN X3Au TAp Hb iMapBaa 6apyMT HOTOMroo
Gonoxryv G6arcaH 4 Xxegenvepnex 3pXMNUr Xacax, XXWKUr FAMT X3PrUiH HEXLIeNeep XOpuX 3CXyn
6ara xaMx33HWI Topryyrnb HOrAYynHa.

233 dyeaap 3yun. busHecm caad y4ypyynax:

Bypyy xyman uyypxan Tapaax 3Ccxyn 3anunaH M3axnax apra 3amaap 6ycablH 6u3HecuiiH Hap
XYHAUWr CIBTYYN3X, 3CXYN caaj ydpyyncaH 6on 3-aac nnyyryi xunaap xopux acxyn 500,000-aac
UXTYA NEH33P TOProxX LLUMATIAN HOrayymnHa.

BpyyaulH XyynulH HaIM3IMm eep41enm

234(2) pyraap 3ynn. KomnbloTepuiH nporpamMbir caHaatanraap raMTaax, onepaTopbiH 3cpar
awwurnax, 6ycablH GU3HECT XOXVMpon yypyynax, Xyypamy M3433nan erex, 3oxucryin lNporpam
cyynracaH Toxmongong 5 xwun xopux acxyn 1,000,000 nexuit Topryynb HorayynHa.

246(2) pyraap 3ywn. Xyypamu M3433nnasp Ouunar xuiAx, 9cxXyn rypaBgard 9TrasguiH
GonoBcpyyncaH bypTranaap caHxyyrmiH awmr onicoH Toxuongong 10 xypTanx xyrawaaraap Xopux
AN LWWATIOHI.
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» XyyxauurH 61ea yHInax, XyyxaunmH NopHo ymnaang xapuyunara Horayynax 60mnoH
XYyxAaumnr xamraanax tyxam xyynb (Act on Punishment of Activities Relating to
Child Prostitution and Child Pornography, and the Protection of Children)+6

OHaxXyy Xyynvap XYYXAuUAH 3pXUAr UNT3L 36p4YCeH cafap CaMmyyHbIr cypTanyuncaH GonoH
XYYXOWAr cagap camyyH, 6rues yHanax, SpyyruvH xapuyunara Horgyynax, XYYXQWRH SpXuir
Xamraanax yHAC3H 30punrotoil. MeH xyynuap MHTEpPHIT33p HacaHg XYp3ary XyMyYyCUH NOPHO
6uunar TapaacaH, 614nar YAnacaH aTrasaaj Xynaasnrax xapuyunarbir XyyneinncaH. 6anHa.

7(6) Oyzaaap 3ylnmat xon160200x Xyyrib XypaM, WulimaanuiH myxad

HacaHg xypaaryn xymyyc 6ytoy 18 Hac xypaaryin xymyyc 6rnes yHancaH 6on 5-aac 433Luryi xun
XOpUX AN OHOOX, 3CXYN 5 casiac UXIy MeH33p TOProxX AN HOrayynHa. XapuH XYYX4WrAH NOpHO
GUYNArMIr TapaacaH 3TradA3f, MeH agun AN Horayynaxaap 3aaxaa.

» HacaHa xypaaryl XyMYYCUWH MHTEPHITUMH aloysry OpuYHbIr Oypayynax Tyxam
xyynb(Act on Development of an Environment that Provides Safe and Secure
Internet Use for Young People)*6®

Tyc xyynuir 2008 oHp 6atancaH 6ereeq xyynuap Hacang xypaaryn Oytoy 18-aac gooLw HaCHbI
XYMYYCT WHTEPHITUAT 30XMCTOM aluurmax Yaasapbir 333MLUYYNAX, LWYYATYYPUAH TapxanTbir
O9MXKNX 3amMaap HacaHg Xypaary XYMYYCUMH XOpTOW aryynra Oyxuin MILg3annuir y3ax
H6onomxunr 6aracrax, Uprogag MHTEPHITUIH 30XMCTOM X3PIrNaar 30XMLyyrax yypruur Horgyymnx,
TYYHWIAr Tep 3acraac Aamxux Gognorbir GapumtancaH. MeH xonGorgox 3acar 3axupraa,
MHTEPHITTAN XO0N600TOM BU3HEC 3pXNaryma, 3Uar ax4yy4, acpaH xamraanardgag Xyyxaumr xop
XOHOOnT3N M3O33MM33C XaMraanax apra Xamxad aBax (MHTEPHITUIH 30XMCTOW X3P3rNasHUM
Tanaap cyprandnax, 6ornoBcpon 0nrox, XyyxauiH Xaparnax Oyn Laxmm Texeepemxug yynTyyp
X3parnax Oyn acaxag XsAHaNT TaBUX IM) YYpPar XxapuyLnarbir Horgyynax 60ncoH 6avHa.

HacaHg Xxypaarym XyyxauiH acpaH Xxamraanard XOpTOM MIL33INAM LWyyrY  YANYMnraar
almrnaxry’ racsH XxycanT rapracHaac 6Oycap Toxuongong Laxum TeXeepemX YWnaB3Iprard,
YANUMAras apxnaryaasc Wyyrd nporpambir awmrnaxag xsanbap 6angnaap cyypunyymk TyxanH
OYTIaraaXYYHUIAr Gopriyynax, YWNUUnras y3yynax Yypartanh. OHIXyy Yypras Owvenyynasrym
ToXMonaona 3aasarn bruenyynaxuir waapaax apxTan.

XyynbA 3aacHaap LaxvM OpYMH Aaxb XYYXOUAH 3PXWMIAr Xamraanax 60anorbir Xapankyynax ynn
axvnnaraar “Llaxvm opuvHA HacaHg Xypaaryi XYMYYCT aloynryi M3A3arnnvitH opyHbIr 6ypayynax
X0Opo0” xapuyLiaxaap 3aacaH baiiHa.

OH3 XyynuIH ron 30punro Hb Xyyx434 Cepreep Heneenex M3f33Mnasc ypbauunaH CIprumnnax,
wyyry Mporpam xaHramXuir epreH HABTPYY3X BONOMXKUIAT BUn BONTOX, MHIACHIAP XYYXAYYANAr
LaxvMM raMT X3pruinH 3omMoc 60noxooc ypbavmnaH Caprunnax a4 xonooraonTon om.

464 Act on Punishment of Activities Relating to Child Prostitution and Child Pornography, and the Protection of
Children https://antislaverylaw.ac.uk/wp-content/uploads/2019/08/Japan-Child-Prostitution-and-Child-
Pornography-Law.pdf

465 Act on Development of an Environment that Provides Safe and Secure Internet Use for Young People
https://www8.cao.go.jp/youth/youth-harm/law/pdf/for_english.pdf
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» 3eBLeepenrymrasp KOMbHTEpT HIBTP3IX Tyxam xyynb (Act on Prohibition of
Unauthorized Computer Access)*%

XyynuiiH 30puiro Hb Xxapunuaa XonGooHb! X3parcnasp AamKyynaH KOMMbTEPTOW XonGooToi
FIMT X3Prasc ypbauMIaH CIOPruinax, KOMNbIOTEPT 36BLISEPOITYIN HIBTPIX YUANANUIAT XOPUIOX,
TYYHA aBax apra Xamxa3 60MoH OHorayynax WWATIaN 33prasp Xxapuruaa XonGooHb! A3r XKYpMbIr
CaxuH GUenyynaxag OpLUMHO.

3 gyraap 3ynn. BycablH KOMMbIOTEPT 36BLLESPENTyil HOBTPaX 3aarThir 36PHCOH TOXMONAONA,
rypBaH XWun XypTanx xyrayaaraap Xopux;

4 nyrasp 3ynn. XaparnardniH TaHUX KOAbIT 36BLUOePenryli aBcaH TOXMONA0N HAr XXWUn XypTanx
xyrauaaraap xopux, acxyn 500,000 neHaap Toprox;

5 pyraap 3yWn. XaparnarduiiH TaHuWX KOAbIF afMWH, 3CXYN rypaBgard 9Trasgsg AamxyyrcaH
Toxvnongong 300,00 neHasp Toprox;

6 gyraap 3yunn. Xyynb 6ycaap ormk aBcaH XaparnarduniiH TaHWX Kogblr xaaranax;
7 pyraap 3yin. AIMUHUCTPATOPbIH AYyp 3Crax;

(a) Xyypamy agMuH/UCTpaTopaac Xaparnardvir TaHUX KOO0 Opyynaxbir XYCCIH BabcanT
yycrax;

(b) Xyypamu agMuHuUCTpaTopaac X3p3rmardyvir TaHUX KOO4OoO Opyynaxbil XYCC3H Liaxum
LyyAaH Ura3acaH TOXMONMAONA, HAr XU XypTanx xXyrauaaraap xopux acxyn 500,000 nenun
TOPryynb HOrAyyrnHa.

Xakepgax — 3 »un xypTan xyrauaaraap xopux acxyn 1,000,000 neHwuii Topryynb HorgyynHa.
> Kubep aroynryin 6ananbii Tyxai xyynb(The Basic Act on Cybersecurity)*’

MagaannuiiH YeneeT ypcranbir xaHrax, kubep awynryin 6ananbir xamraanax 3Haxyy XyyrnuiiH
30puIro Hb knbep atoynryn 6angnsiH 6ognoro:

e YHOacHui knbep atoynryin 6ananeiH 3apumyyabir Tycrax;

e 3acrvinH rasap, OpoH HYTIMIH 3acar 3axupraa 6onoH 6ycag xonborgox OnoH HUNTUMIH
GanryynnarbiH yypar xapuyunarbir Togopxon 6onrox;

e Knbep awoynryn 6GavgnbiH cTpaTerwir 6GoMNoOBCPYyyrK kubep awoynryn Gangantam
xonbooTon 6oanorog 3annwryi Wwaapgnaratam 3yAnMnr Togopxonnox;

e Mapga3anan, xapuruaa Xon000oHbI A3BLUMITIT CYIDKI3 HANFAMNAr Ganryynax Tyxam yHOC3H
xyynb (2000 oHbl 144 TOOT Xyyrnb)-MIUH XaMT kubep atoynryn 6ananeiH cTpaTterviiH TeB
wrab OGanryyncHaap apa TYMHUI awoynryin GanWpan, awynryn HUWraMg ambapax
BONOMXTOM HEeXLeNuIr Bypayynax, OfoH YCbIH 9HX TariBaH, aloynryn 6angan, yHA3CHUA
aroynryi 6ananeir xamraanaxag XyBb HOM3p opyynaxag, OpLUMHO.

18 pyraap 3ynn. 3acruiiH rasap kubep raMT X3pruir TacrnaH 30rcooX, XOXUPMooC ypbauvunaH
CIOPrMnnax yypartan.

466 Act on Prohibition of Unauthorized Computer Access
http://www.japaneselawtranslation.go.jp/law/detail main?re=01&vm=02&id=2250

467 The Basic Act on Cybersecurity
http://www.japaneselawtranslation.go.jp/law/detail/?printiD=&re=02&vm=02&id=2760&lvm=01
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4.5 TEPMAH YNnC
1. Jaxum op4uH daxs 2amm x3apauliH Hexyes 6alidan‘t®

2020 oHp lepmaH Yncag 108,474 kubep ramT xapar 6yptraracaH Hb 2019 oHbixooc 7.9%-nap,
2015 oOHbIXOOC 2 p[paxvH H3MIrACSH OawviHa. Xyyxsg 3anyydyyabir LaxuM OpuYMH  [daxb
XYYMPXMINAJ3C Xamraanax ywWn axwnnaraa, xsHanteir sasyyngar Jungendschutz.net uaxum
Xyyacang O6ypTraracaH 7513 3epunuiiH  aHrMnbIr @By y33xa4 XYYXOMWUr cagap camyyHn ypyy
Tatax raMT xapar 41%-uir a3amk 6ariraa 6on ync TepUNH XaT Tynnwpantan XondooTon Luaxmm
rAMT X3Par, NopHorpadTan xonbooTon, Xyyxas 3anyycT XOp XeHeenTan Maaaanan 33par Hb 6ycag,
XYBUWT 3335k 6ariHa. 3araap uaxuMaap YNnaaracaH ramt xapruiiH 86% Hb ragaagblH cepBepaac
npcaH 6ereep aryynrbiH Tan OpyYyMM XyBb Hb NNaTopM A433p unapyaa. AnaHrysa Facebook (14%),
YouTube (10%), Twitter (6%), Instagram (5%), Tumblr (4%) Hap UX33X3H XyBUIT 333K BaKaa.
XOp XeHeeNnTan MaA3NIUIAT YCTrax aMXuUNTbiH XyBb Hb 40TOOALIH cepBep A33p 100%, ragaaablH
cepBepyyauMnH xyBba 92% 6anHa. XyrauaaHwbl xyBbg [epmang gyHoxaap 4,8 XOHOrWiAH
Xyrauaang yctragar 6on ragaagblH cepBepyya 7,8 XOHOIT ycTragar 6avHa.

”

EBponbiH  Xonb6ooHooc kun  OypuiiH 10 capbir  “Kubep awoynryn 6angneiH - cap
(CyberSecMonth) “6° GonroH 3apnax wprag 6GonoH 6Ganryynnarag kuGep awynryin Ganarnbir
cypTanunax, calH Typlunarbir H3BTPYYNaX, XyBaanuax 3amaap OHnawH awynryin GananbiH
XaMrUH CYYNUIAH YeuiiH Maa33annaap xaHragar 6aviHa. 2021 oHp Knbep aHxHbl Tycnamx, Maptas
X3PX3H Knbep aroynry 6angnbir xaHrax B3 racoH c343BTan H6arHa.

Il. Jaxum opyuH daxb 23mMm x3pauliH cmpameau mesiees1e26ee

Llaxum ramT xapraac ypbauumnaH caprunnax sopunroop FepmaH YncbliH 3acruiiH rasap 60moH
OpyyriH uargaarvnH - rasap, MProHWA  HWAMSM, XyBUWH cekTopyyg ©6a OnoH  yncbiH
GaviryynnaryygblH XaMTblH axunnaraaHbl Xxanbapasp Maw epreH uap XypaaTan caHan
CaHaauunryyapir raprad, 4aMxux 6ognorsir GapumTiaH axunnagar. SH3 XypasHa Xyynb 3pX 3yWH
OpYHBIr 6ONOBCPOHTYIA BOMroX, XaPaNKUNTIHA, XAHaNT TaBux, 6oanoro xetenbep 6onoecpyynax,
XYYX34 3anyycT M3Anar Ofnrox, Laxum OpYHbIr awmrnax 6omnoBCponbIr A33LNYYNaX, M3433
M3433M133pP XaHrax, LLaxmm raMT X3par, XY4YMPXMIINSIC XaMmraanax apra Xaparcrivinr HaBTpyynax
33p3r OPreH XYP3sHUI LIOrL, apra XaMXKaar aBy MpcaH banHa. Tyxannban:

> Ku6ep aroyneyii 6aiidnbiH cmpameau 2021470

XonbooHbl 3acrniH radpbiH Tortoonoop 2011, 2016 oHa kubep awoynryn GananbiH
cTpaTern Teneenereer 6atnaH X3p3anKYYrmK UPCaH. JH3 yaoaarumH 2021 oHbl cTpaTeru
TONeBnereeHa:

1. TepuiiH Ganryynnara, GU3HeC, HUAraMm, LUMHXIAX yXaaHbl XaMTbIH XapuyLnaraap Laxum
aroynryin 6ananeir 6ypayynax;

2. Tep, BU3HEC, LWMHXNAX YXaaH, HUATMUAH Laxum xangawryn 6angnsir 63xKyynax;

3. Llaxum xenknuitH atoynryi 6ananeir xaHrax;

4. XomMXuUraaxynu XMnraaa un tog 60nrox racaH 4 YMrmanuiiH aaryy XapankyyrHa.

468 Children on the Internet
https://www.jugendschutz.net/fileadmin/download/pdf/Report 2019 _Children_on_the_Internet.pdf

469 European Cybersecurity Month 2021 https://www.nixu.com/

470 CyberSecurity Strategy for Germany 2021 https://www.bundesregierung.de/breg-en/news/new-cyber-security-
strategy-1958688
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> PatiHnaHobiH 10 3yinm xemen6ep (Rhineland's 10 Point Program)- VHTepHaTUIH
30XVCTOW X3P3rnasHUiA Tanaapx M3AN3riAr 433LWUNYYIDK, Cyypb M3ANarTain 6onrox samaap
XYYx34, 3anyydyygpir alynta  uaxum - aryynraac xamraanax —30purrotonroop
6onoBcpyymk 2007 OHOOC X3P3aNKYYrCaH. JHaxyy xetenbep Hb EBponbiH Xon6ooHooc
caHxyyxaar Kukcend (Kicksafe) 3apar xetenbepyyaran xamTpaH axunnagar.

» Kukceligp xemenbep (Kicksafe)- MeH xyyxag, 3anyyqyyablH MHTEPH3T GOMOH Laxum
XYUMPXUANNUAH Tanaapx yxamcap, M3anaruir 4a3aLwnyynax sopunrotomroop 2009 oHooc
X3P3ANKYYIDK 9X3MNCaH. XeTenbep Hb Xyyxad, 3anyyqyyabir @epuiiH “Xyyxag 3anyyqyynpiH”
LaxvMm Xyyacaap AamxkyyrnaH HartroXx, LWWMHI3p Tynramgax Oy acyyanyyabir
TaHunuyyngar. H3 xeTenbepuiiH XypasHA xun 6ypuiiH 2 gyraap capbiH 5-Hbl egpuir
EBponblH “Unyy aroyneyl uHmepHamuliH edep” GONroH TaMA3rnaaar 6a 3acruiiH raspbiH
©0MnoH XyBUINH X3BLUNWUIAH ONOH Gairyynnaryyaran xamTpaH aXunnax, MHTePHST OpYHbI
atoynryi 6angan 6a Laxum Xy4MpXUANIIUAH Tanaapx M3433Nnnyya3sp xaHragar. EBponbiH
XonGoOoHbI XaMX33HA, YNC OPOH TyC GYPWIH OHLMOr acyyanbir XeHOeH Y33X YYAH33C
TYCranncaH uaxvm CysrmkasHyyaunr 6uin 6onroH axunnyyngar 6annHa.

» Freiwillige Selbstkontrolle Multimedia-Diensteanbieter (FSM) 6yioy CaviH AypbiH
eepunres 3oxuuyynax MynsTUMeAua YWUNUYUrad y3yynardyauinH accoumauun Hb Xyyxan
3anyyqyyabir alynTad uaxum aryynraac xamraanax 3opunroop 1997 oHA YYCraH
baviryynargcaH 6ereen xyynb Gyc GonoH awynTan Laxum aryynrbiH Tanaapx Magaar
WuHxXNaH y3gar (Hotline)-bir axunnyyngar. FSM Hb 1999 oHpg INHOPE Haptan
WHTEPHITUIAH XOTNanH axunnyynaryabiH OnoH yncbiH accoumaumnr 6ycaatan xamTpaH
YYCraH bawryyncaH 6a aHA vnxaBunaH EBponT Garipnax 20 rapyi MHTEPHITUIH XOTManH
HargaH opcoH 6GariHa. INHOPE Hb MHTEepHSTWIH atoynryi Gananbir xaHraH axuwnnagar
Hotline axunnnax opyHbIr HEXLONAYYIMK, XaMTpaH axunnagar.

» WHmepHam 6a Quxuman HulizmuliH naenax- [Owxutan yp 4agsap, GonoBcponbir
O33LUNYYNaX YAMNINI3p 36BMeree ery, rapbiH aBnaraap xaHraH axunnagar. 9Hg 6ac Myx
YNCbIH TyBWWHA ynn axunnaraa ssyyngar “Medienpass NRW” xetenGep (xaBnan
M3A33MMWIH CYBIMIAH NacMopT) 33pruir Aypaax 6omnHo.

lll. Xon6oz2dox 6aticyynnazyyd

Llaxum 60MoH HANTMUIAH CYIMK33H 43X anvBaa ramT X3apar, Xxananaraac apg Uprauir xamraanax
yvin axwunnaraar Xon6ooHbl Xyynb 3yiH fam, [sp OynuiiH sam, LargaarunH Gavryynnara,
OpyyrviiH LargaarviH rasap xapuyuaxaac ragHa [ap OynunH samMHbl xapbsa Xyyxag,
3anyyyyynan XopTon MIO33/UIMNH XAHaNTbiH Xon6ooHbl 3esnen (BPJM), Llaxum opynH gaxb
Xyyxag, 3anyydyyabir xamraanax komwmcc (KJM) 3apar Gaviryynnaryyn xapuyuaH axunnagar.
Opraap TepuiH 3axvpraadbl Gaviryynnaryyn Hbe Xyyxad, 3anyydyyapir xamraanax Xyynb,
HWUArMUIH CyImmKasH 43X XyyXa4, 3anyyyyyablH XaMmraanmblH Tyxal My XOOPOHAbIH rapa3 33par
9pX 3YMH OpPYHbI XYPI3HA YWANMUUAraa ya3yynary OGavryynnaryydblH YN axunnaraar xsHax,
M3O33NMUIAT  MHAEKOXKYYNAX, TOMAON XYN3sH aeax, LWWAOBIPMaX, XYYXOWAH  Laxum
XYUUPXMANNUIAH 3CPar xeTenbep, YN axunnaraa xapankyynax 33prasp xsaHanT TaBbaar.
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Apyyaulin yazdaazuiiH 2azap (Bundeskriminalamt)*’!

OpyyruiH LargaaruiH rasap Hb YNc TOPWUAH 30pPUITOTON FAMT X3par, TEPPOpU3M, Xap
TamxuTa XonboOoTOM rAMT X3pPar, LaxMm raMT X3pruir xapuyuaH axunnagar. Spyyruiit
uargaaruiiH raspbliH xapbsia Kubep raMT xapartai TamMuaX XaNT3C Hb JOTPOO FAMT X3pruiiH
Tanaap M3A33M3M Uyrfyynax TeB, YWN axunnaraaHg AyH LUMHXWANTSS XWUAX TeB,
cynanraaHbl TeB, XYYX3[, 6CBOP YEUAHXHUIN FAMT X3P3rTal TAMLIX TOB FACIH HANKYYATIN
GariHa.

Xon6ooHbi M3p 6ynuiin ssam (Federal Ministry for Family Affairs)*?

Llaxum 60n0OH HUArMUIAH CYIK33H O3X XYYUPXMINIIMIAH anuBaa ramT X3par, Xangnaraac
Xyyxag, 3anyy yewir xamraanax ywn axwunnaraar XornbooHbl rap OynuiiH siam
Xapuyuaxaac ragHa TyC sfamHbl xapbsia Xyyxag, 3anyydyynaz XopTol M3A33mnnuiH
XSIHanNTbIH X0on6ooHbl 3eBnen (BPJM)473, Llaxum opuvH Oaxb Xyyxad, 3anyydyyabir
xamraanax komucc (KJM)*4 razap aspar Ganryynnaryyn xapuyuaH axunnagar. 3arasp
TOPUVH 3axupraaHbl Gawryynnaryyn Hb Xyyxag, 3anyyuqyydabir xamraanax Xyynb,
HUArMUIH CyImKkasH 49X Xyyxag, 3anyyyyyablH XamraansiblH TyXal My>X XOOPOHAbIH rapad
339par 3pX 3YMH OPYHbI XYP3ISHA YAMYMNraa y3yyrary GanryynnaryyablH yiAn axunnaraar
XSIHaX, M3A33NIMIT UHAEKCXKYYNAX, FOMAON XY33H aBax, LWNAABIPMAX, XYYXAUNH Laxum
XYYVPXUANIUIAH 9CPar xeTenbep, yin axunnaraa Xxapankyynax 33prasap xsaHanTt TaBbaar.
MeH 34rasp Hb XonbooHbl Xyynb 3yiH sam, FepmaHbl uargaarvini Gavryynnara, TeOpuiiH
OONOH XyBMWIH, ONOH HUNTWUIAH BanryynnaryyaTtan HArT xamTpaH axunnagar 6aviHa.
Laxum opyuH Oaxb xyyxa0d, 3asyy4yyyobi2 xameaanax komucc (The Commission for
the Protection of Minors in the Media)*"®

VIHTEpH3TUIMH H3BTPYYyNruir GarHra xsHax TeB 3axupraa Hb aryynra HWATMASH Tyraary
HapbIr 3anyydyyablr Xxamraanax Xyyfb 9pX 3yn4 HUNLYYNSH axunnax sBAanbir
GaTtanraaxyyngar TOPUAH X3BMan MIAMNUNAH  3oxuuyynard Ganmryynnara tom. Tyc
Komuce Hb Xyynb Xypam 3epYurAceH 3COXVIAT TOQOPXOWMMK, YAUpAaH Yvrmyynax apra
XOMXKI3HUA LUMAABIPUNAN rapraHa. TyxalH H3ar aryynrbir XOpUrnox 3SCXyn Topryyrb
HOTAYYyNnax rax4naH 36pUrniiH XYHA, XOHTOH XaN03puinH XaMX33HIIC XxamaapaH XxapunuaH
agunryn siH3 OypuinH XyynuiiH xapuyunarbir HorgayynHa. YyHa, TyxaiH HURTNan, aryynra
TYr33r4vMinH xapbsia MY>XWAH X3BIaN MIOJ3NNNNAH 3axupraa Hb 30XMX apra XamKaar aed
X3PINKYYMaX YYPIrTan.

TeneghoH 3eenezee, yinyunaasHuli mee (Nummer gegen Kummer)*®

Xyyxag CITranviH AapamTaj Oopox yedds 3anrax Tycnamx aBax 6onomxkron “Xyyxag,
3anyydvyynag Tycnax wyram (“Nummer gegen Kummer”) 6yioy TenedoH 3eeneree,
Yn4uMnrasHun teBuinH 116 111 ytacHbl ayraapeir axwnnyyngar. QHa egepT AyHOxaap
X0&p Ayyanara TYTMbIH H3I Hb LIaXMM Xy4MPXMNNanTan xonbootown 6anaar 6anHa.

471Bundeskriminalamt https://www.bka.de/EN/Home/home_node.html

472 Federal Ministry for Family Affairs https://www.bmfsfj.de/bmfsfi/meta/en

473 BPJM https://www.bzkj.de/bzkj/meta/en

474 The Commission for the Protection of Minors in the Media https://www.kjm-online.de/en/
475 The Commission for the Protection of Minors in the Media https://www.kjm-online.de/en/
476 Nummer gegen Kummer https://www.nummergegenkummer.de/

411



“MAPNAMEHT” CYJAITTAAHBI SMX3TI a1 XXXVII 6otb

e jugendschutz.net “’7 uaxum XxyyOoac Hb MYXWMH 3axvpraaHbl 30PUMTO, 30PWMTOO
X3P3NKYYIIAX3M Hb A3MXKUH Tycangar 6ereef; MHTEPHIT aryynrbir xsHax, 3anyyqyynbir
Xamraanax Xyyrnb 36pUCeH YINAMiAr TOFTOOH TaHbX, KOMUCCT fapaarniti apra Xamxaar
aexyynaxaap ynamxusiHa.

e Xyyxad, 3anyy4yydad xopmol M3033//1uliH XsiHanmbIH X0s1600HbI 3eenesn (The
Federal Review Board for Media Harmful to Minors) “’® Hb oHnaiiH aryynreir
3anyyyyygag aloyntanm 3CIOXUNAr LWNnaax YYpar xXynasaHa. 3eenen Hb Gycag 3axupraaHbl
OanryynnaryyoblH anbaH XycanTasp YWn axwunnaraaraa sByynax 6a “vHOekc
xarcaantag” URLs-yyabir opyynHa. YyH33c ragHa XonbooHbl XsiHaH Luanrax 3eBrnes Hb
WHTEPH3T OpYMHA, XYYX34, 3anyychir HaaBapTan xamraanaxag yuvmpy 6onsowryii ramt
YANANYYAS4 Xapuy apra XaMxaa aBax anbaH CHbl 3pX YYparTai 3eBren oM.

IV. Xyynb 3px 3yliH Op4YUH

Tyc yncblH Xyynb 3pX 3yWA4 3aacaH Uaxum OpuMHA ynMngaraax Gaviraa ramT Xxapryyg Hb
BypanewtuinH KoHBEeHUTON Tap Oyp wyyn xonboragorryi ydpaac FepMaHa TapXyy KOHBEHLbIH
60aMT YagaMXKUIAT LaxvMM raMT XaPTUAr SIBLYY XYP33rasap aBy y34ar rax AyrHaxaa. Llaxvm opumH
[axb FAMT X3prunr IpyyrunH Xyynb O0MOH HUArMWUIAH CYIDKI3H 03X XYYNUAH X3P3DKUNTUNAT
XaHrax Tyxal xyynb, Tene magsannuiH Tyxal Xyynuap HURTRar soxvuyyngar 6aviHa. YyH33c
ragHa uUaxvM CYIDK39H O9X XYYX3[4 XamraannbiH acyyanbir “3anyydyyabir xamraanax Tyxaw
xyynb” (JuSchG)*”® Hb CD 33par 61eT MOAIIMNUIAT HANTSL TYra3X acyyanbir 30XULYYITK, YyXam
anuir xyyxag, 3anyydyyaan XopTor M3A33MUIAH Xarcaantag opyynaxsir TOAOPXOUHO. My>XuiiH
TyBwurHA, (Lander level) “HunrmmniiH cymkasH 43X Xyyxag, 3anyydyyablH XxamraansbiH Tyxah Myx
XOOPOH[bIH r3p33”48 (JMStV) Hb MHTEPHAT GONOH EPreH HABTPYYNAIT X3PArNaraaar LOPbIH raHLy
XyyIb 3pX 3YWH YHASC OM.

¢ TlepmaHbl pyyruitH xyyne (Criminal Code)*®’

F'epmaH Ync 6ycaa opHyyAblH H3r3H agunaap LaxvM OpuMH AaxXb FAMT X3Pruinr LWMNOBIPNIXaa,
OpYYrUH XYynuiiH 3aanTyyabir xaparnax OGawmHa. Tyxannban, Xyynb Oyc cyprtan yxyymnrbiH
mMaTepuan Tapaax Oyly YHOCSH XyynbA XapluwncaH GanryynnarbiH TOMOSMNAraar awumrnax,
TOPUINH 3CP3r OHL, XYHA FAMT X3P3r YANOSXMIAr O3MXUX, XYYPaH M3XM3X AMT Xapar YANAsIXunr
3aBfax, ONOH HUATWIAT rAIMT X3ParT ypuanax, MeH y33H siaxblr eerwyynax 6onoH 6ycag ramt
YANONUAH  TOXMoNanyyaaa JAapaax OpYYruAH - XYYNUAH — 3yAn  3aanTyygbir  XOparnsH
LWMABIPNAHA. YYHA!

OpyyruinH xyynunH 202 gyraap xacar (a) HaBTpaxunr XOpurnocoH xamraanarfcaH ereraeng
Xyynb 6ycaap H3BTIPCOH TOXMONAONA 3 XU XypTanx Xyrauaaraap XOpux 3CXyn Topryyrnb
HoorayynHa (b)Phishing xniicaH Toxmongong, 2 xxun XypTanx Xyrayaaraap Xopux aCxXyn Topryynb
HoorgyynHa. 263 gyraap xacar (KOMMbIOTEPUMH 3anmunaH)- 5 Xun XypTanx xyrauaaraap Xopux
3CXYN TOPryyrnb HoorgyymnHa. 269 oyrasp xacar (TEXHUKUAH OYpTranuiur xyypamvaap ymungax),
238 pyraap xacar (bycapir xyynb 6ycaap mewwrux), 240 gyrasp xacar (6ycabir 3aHanXunnNax, Xy

477 Jugendschutz.net _ https://www.jugendschutz.net/en/index.html

478The Federal Review Board for Media Harmful to Minors https://www.bzkj.de/bzkj/Service/english.html
479 German Law Archive https:/germanlawarchive.iuscomp.org/?p=724

4®Interstate Treaty on the Protection of minors https://www.kjm-online.de/

481 Criminal Code (Strafgesetzbuch, StGB) https://germanlawarchive.iuscomp.org/?p=752
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X3P3arnax xanbapasp ynn ynngyynax, 30BoOX 3CXyN 3¢ ynnayynax), 241 gyraap xacar (ramT xapar
YWANASXasp cypayynax), 176 gyraap 3ywn (xyyxguir xyumpxuinax), 185 gyraap xacar (rytaaH
aopomxrnox), 186 ayraap xacar (rytrax), 187 gyraap xacar (caHaaTawraap rytrax), 201 gyrasp
X3Car (Yr spyaHbl XyBUIH HyyubIr angargyynaHd 3epymnx), 201a xacar (XyBUAH HyyLbIr 3ypar aBu
3epumnx) 6a Yayynax ypnaruiH 6yTaan, oTo 3ypruiiH 30XMOr4ninH 3pXTaN Xon00oTon XyynuinH 33
ayraap xacar 33par 6artaHa. dpyyrmiH xyynuiii 238 gyraap xacarT (Xyynb Oycaap mewurux) tene
Xapunuaasbl apra 3am (1-p goron MepuiiH 2 gyraapT) 3CXYS X3H HIrHWA XyBUAH MIA3NNUIAT
awwurnax (1-p goron mMepHwWi 3 AyraapT) 33pruir Mawl Togopxow 3aacaH Ganpar. XyyxaunH
XYUMPXUANNWIAr 3aacad 176 gyraap XaCarT 4 MeH agun Tene xapwvnuaaHbl apra xanoapuir
TOOOPXOW XampyynaH 3aacaH (4-p goron mepHuii 3 6a 4 oyraspr).

e  HMArMMIAH CYMK33H A3X XYYNUNH XIPIrKUNTUWAr xaHrax Tyxam xyynb (Network
Enforcement Act)*5?

2017 oHbl 6 gyraap capaac Xy4uH Terenaep MepaeX aXancaH “HUArMUNH CyImKaaH A3X XyYIUAH
XIPIDKUMTUAM XaHrax Tyxan Xxyynb'*8% up JpyyruiH XyynuilH XyuuH Tererngep yunuurmx Gy
32anTyyabir HANTMUAH CYJKISHUI OHLIFON OPYMHL X3P3NKYYNAX, HUAMMUIAH CYIDK33 3pXNarygag
romgon XynasH ae4y Oapargyynax yp ereexran, Ui To4 MEHEXMEHTUUr HIBTPYYNaX YYpPruwvr
XYN33Mrax, HUATMUAH CYIDKID 3pXnaryni, TepuiiH 3axvpraadbl OanryynnaryygblH M3A43raan,
WYYXUAH 3apraH ayyaax, WyYYXUiH WrAaBap XYNasH aBax, T3AraapTan xapunuax TYHLUWAT Hap
3aaH TOMUIIOX 33Pruiir 30XMuyyrHa.

HUArMUAH  CYmXaaHa XyynunH X3panKUMTUAr XaHrax Tyxal Xyynb Hb HUATMUAH CYIDK33
apXIaryasa 3opuyncaH xyyne 6ereef 2 casac unyy OypTranTai xaparnard 6yxui HURFMUAH
LaxvM Cymmkaa Oypuiar caHan roManbir yp AyHTaM Gapargyynax MeHeXMeHTTan 6anxbir
waappaar 6a Togopxon uar, XypasHa OpyYruiH XyyrnunH TOAOPXON 3ynn 3aanTyyabir 30pUCeH
Xyynb Oyc aryynrbir M3AaraAcaH Aapyna Hb YCTrax aCcxXyn xaax YYPrumr XyrnaaHa. XapuH xyBmapaa
HUATMUIWH CYIDK33 Xaparnaryaag YWnynaxrym.

Xyynvap HUArMUIH CYIMK33 3pXnaryaag WWAAB3p raprax TOAOPXOW XyralaaHbl Xsidraapbir 3aax
©orceH. MeH HUArMUIAH CyIKaa 3PXMaryaa3c XaparnaryauinH roMansr XynasH asy Gaparayynax
XaHAanTblH anveaa caaaryn, ounroMXTON, U To4 apradnansir HOBTPYYNAXWIAT LWaapaaar yypaac
YANUUAraa apxnaryvg TSAHWM nnateopMm A33p [epMaHbl 3pyyruinH Xyynb 3epyceH 6anmxk
Gon3owryi aryynrelH Tanaap M3493513n erexef aluurnax OWITOMXTOW, xsanbap Gonomxuir
X3P3rnaryaag onrox ECTon. HUArMmninH cymkas apxnaryumg 34rasp MaAI3MNIAT XYII93H aBmarw, HoH
Aapyn Xyynuap TOrTOOCOH Xyrauaang 6arraaH 60noBCpyyrk rapracaH LUMAABIPI3 TaHUMLyynax
écTon.

X3pB33 HUATMUIAH CYIK33 3pXMarymg Xyynuap HorgyyrncaH yypar 60ormox romMpon XynasH aBu
Gapargyynax MeHeXMEHTUIAr HIBTPYYNIaryh, Xyrauaa X3TPYYncaH, acBan [epmaHbl 3pyyruH
XYYNUIAH 30XMX 3aanTyyAblH Aaryy aryynrbir ycTrax, Xaax Yypraa yn ToOMcoprnocoH 6on 5 cas
XYPT3MX €BPOr1NH MEHIEH TOPryyrb TereX, OHL, HoLTon Toxuongons 50 cas XypTanx eBporniH
TOPryynb TONeXx oM.

482 Y3310 604100 YerneeTait UN3pXMnax 3aar xasraap. Opengpux d6epTuitH ca. 2018 oH.
http://library.fes.de/pdf-files/bueros/mongolei/14077.pdf

483 Network Enforcement Act https://germanlawarchive.iuscomp.org/?p=1245
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HWArMmMiAH cyImkaa apxnaryng Xyynb 3yn, TOPUIAH 3axupraaHbl Ganryynnaryys 60mnoH npraguinH
3yraac aryynrbiH 60noH 6ycag acyyanaap xaHgax G6avx 6anHrblH TYHLWMIAT HAP 3aaH TOMUITOX
YYPrumr xynasHa. TyxalH TyHWWUA xaHacaH acyynTtag 48 uaruinH gotop xapuy erex 6a xyrauaa
X3TPYYNC3H TOXMOMNAONA MOHIeH TOPryyrb HOrayynHa.

XyynuiiH X3pankunTtag XAHaNT TaBUX, MOHIeH TOpryynb HOrayynax, HWAMWUAH CYIK33
3PXMaryaniiH Tanaap MpraguinH rapracaH roMmanbir Xon600oHb! Xyynb 3yh, XaparnardaunH spxXuir
XaMraarnax siamMmHbl xapbsia Xon6booHb! Xyyrb 3y/H rasap xapuyuHa.

OHaxyy xyynb 6atnargcaHtan xonbootonroop Tene M3a33anNfUNH X3P3rciiMiH Tyxan xXyynba
©epuUnenT opyyrk (MHTEPHITUIT 30XMuyynax Cyypb Xyyrnb) OHL, HOLTOW TOXWONAOMNA HUArMUAH
CYIK33 3pXNaryasf Xyynb 36pyceH aryynrblH 30XWOMYUMWH M3OJ3MNuAr mun 6onrox yyprunr
Horgyynax 3pXWWr LUYYX34 ONrocoH. Tyxannban, AOPOMXIyyncaH MPraH 30XMOMYUMAr MProHuin
LIYYX34 erd 6orHo. MHracHasp JOpOMXKIIONA 6pTCOH XYH HUATMUIAH CYIDK3HA TyXalH UPraHUIAT
OOPOMXWICOH, TYTF3C3H aryynra HUATIYYICHUAX Hb TOrnee 30XMOr4ooC XOXWUPIibH MOHre
Tenyynax 6onomx 6ypacaH GanHa.

MeH HUArMUIH CymKaaHA XYYNUAH X3PIDKUITUIAM XaHrax Tyxam Xyynb €Coop HUAMMUIH CYIKaa
3PXN3Ard KOMNaHMya xarac Xun Tytama Tannad raprax €cton 6angar 6anHa. Tyc XyynunH YHACIH
ay xonborgon Hb 3eBXeH nprag 6onoH baviryynnaryyn, TepuiH 3axupraaHbl banryynnaryynpbiH
3Yroac M333N3M UPC3H TOXMONAONA Yr M3A33MMAN YHASCNSH TyXalH aryynrblH MeH vaHap,
TYYHTO Xx0n60o0TOMroop TyXalH aryynrbir ycTrax, Xaax TyXau LUMAOBIPUAT 9XN334 HUNMUNH
CYIDKI3 3pXIIarymng, rapragart opLmMHO. TUAM yypaac 3H3 Xyynb Hb HUATMUIAH LLaXMM CYIDKISHA
3pyyn 36B OpYHbIr Bypangyynax, uaxum JapamTt waxant O60noH OHManH XyYUpXUANuiAr
30rcOOX0/A, Yyxan XyBb HIMIPTaN Bairaa axaa. (9H3 xyynb bamnazdcaHaap ®alcOyyk KomnaHu
29x30 511 lepmaH yrcad eepuliH 23C3H 2 KOHMeHm ycmaarnblH meesutie balicyynaad balizcaa 6a
map Hb 1200 axunmaHmalieaap XsHanm warnezanmbiH yUn axumnnazaae 24 yasaap AeyyimK
6atiHa. Xapag myc KoHmeHm ycmearbiH mes [epmaH YrcbiH Hymae 038c2ap 033px DalicbyyKuliH
X3p32/133, KOHMeHmMoO baliHebiH xapaa XxsHanm masux 6a simMap H323H 3epHunImal KOHMeHm
unapean myyHule Hb 24 yaauliH domop ycmaax yypaamal.)

Xyyxag, 3anyydyygag aloynTan aryynra rogarTt Xuwwaanban HacaHa XypardauiH MOpPHO 3acxyn
“Xyyxag, sanyyyyyaan xop XeHeenTan M3433nan” rax xarcaantag (MHAEKC xarcaanT) OpcoH
aryynryyabir TooLox 6a 3araspuir 3eBXeH HacaHg Xypardgag n y3yymk 6onHo. QWS aryynrag,
XYYX34, 3anyyyyyn HIBTPax SBAMbIF Xaax YYAHI3C LiaxXMM CYIDK33rasp xaHrard Hap Luaapanara
XaHraxynu TYBLUHWI “Hac TOrtToox cuctemuinr” (age verification system)-uir HeBTPYYNaH awumrnax
écton. MeH Maw ux Byxumpaan, anacbIr Tepyyrnaxyn xopmod azyynaad HIBTPaX XA3raapnanTbir
Yy33X34 MEH TOOOPXOW XA3raapnanTbir XWX Luaapanarbir Laxum CYIDKad apxnaryaas TaBuHa.
Yynun  Tyna  KJM-33C  XYMnasH 36BLUGOPCOH HIBTPAX TEXHUKWWH XamraananTblH —apra
XaMxa3Hyyaunr (technical protection _measures) aB4 x3parkyynH3. MeH Tenesusopoop
Xsi3raapranT TOrTOOCOH 33P3rManuiiH aaryy uauax 60nHo (Kuwaanaxag,16 gyraap 33parnanuidH
aryynrbir 22 uaraac XonLl y3yynax rax Mar).

3ap cyptanuunraatan xon6ooTon Tycram Xypmyyn Guid: 3ap cypTanyuiraa Tyrasrymg Xyyxag
OarayvyyablH raHaH, Typwnararyi 6angnbir awmrnad amap Har 6yTaarasxyyH, 3CXyn yunyamnraar
XyfAanziaH aBaxbir LWyya XaH4aH cypTanyuimk 6onoxryi.
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OH3 MITYMNAH [33pX XYYNWUH ONnoH canbap Xypa3 Hb Laxum JdapamT waxant 6a uaxvum
XYUMPXUANNA3C ypbaUuMIaH COpruninaxTan xonborgox Ganmaar. SpyyrunH xyynb 60MoH aaraap
xyynuac ragHa WpraHun xyynb (HexeH Tenbep, apunrax 6a xopurnox), XegenvepunH Xxyynb
(caHyynax xyygac), UargaaruiH xyynb 6a YAnuunras y3yynaryauiH xxypam 33prunr 6arraacaH
3axupraaHbl Xyynb 33part xonborgox 3yin 3aantyyn 6uin. Tyxann6an, UpraHuin XyynuiH
Xyuvpxunnan 6a Melurex ywnanaac ypbaouunaH CIpruinax 3aanTyyd Hb LIYYX34 UaawgbiH
ypbAYUnaH Caprunnax apra Xamxkaar asax yHaacnan 6onpor 6aiiHa.

4.6 UX BPUTAHU, YMAPAO UPNAHAObIH HArAC3H XAAHT YIC
1. Jaxum op4uH daxb 23Mm x3ap2uliH Hexyes 6alidan

MBYWHXY-A uaxum ramT X3par Hb Lap Xypa3 Hb HAMITA3X, XyBb XYMYYCUUT 3pyyn M3HA 60noH
3OUVH 3aCTUiH XyBb[, XOXMPOOX, aloyn, 3pcasani opyyrnaxaac axnaag yrnc OpHbl HUAMAM, 3AUNH
3acruiiH Yyxan cyypb 434 6yTau, 3ainwryi waapgnaratam TepuinH 60MoH XyBUAH X3BLUMUIAH ax
axymH Hank, OaunryynnaryyoblH yYWn axwunnaraar Ttacangyynax, gorongyynax, uaawnaag
YHO3CHUI atoynryin 6angang 3aHanxvunnax XamKasHW Xapryya Laxvmaap YWngaraax, TOOLoX
Gapuwryn xoxvpon yypyyngar 6anHa. XyBb XyH GoroH Ganryynnaryyn Hb atoynryi 6angnaa
XaHraaryiH yrmMaac LaxvM ramMT Xapar YnaarcaumH ereew 6oncoop 6aviHa. MOMT X3parTHyyg
Hyyy yr, ©apyMT M3493Man 33pruvr Xynraumk raMT X3partad awmrnaxaac ragHa OaHKHb
[aHCHaac Wyya MeHre Xynrawnax 33pruir uaxumaap ynngax 6aviHa. Llaxumaap xamruiiH mx
YANaaraak 6y ramMmt XapruiH Tepnyyasa:

e HuirMuiH cymkaa GOMOH Laxum LWyyaaHrMAH HyyLL YT allnrnaH xakepgax

o Xyypamy LaxuMm LlyyaaH awwurnand aynryin 6anansiH M3433N3N1, XyBUAH M3A33Man aBax
(phishing)

e XopTton [lporpaM XxaHraMx-ramMT XOparTHyya annyyabir Xynraumk KOMMbITEPUIH
cucteM BOMNoH cymkaaHa xangax (malicious software)

e MeHre xynramnax 30puinroop Laxvum Xyyoac pyy xangax WHraxaad TyxailH uaxum
XYYLOacHbl CyImKa3 GOMOH CepBEpUNr XaT UX adyaannax 3amaap ynnaax (Distributed denial
of service) 33par opgor 6aviHa.

Il. Jaxum opyuH Oaxb 23mMm x3pauliH cmpameau meJsieesie2ee

Tyc ync Hb 5 xun Tytam “YHgacHun Llaxum Aroynryn 6angnbiH Ctpatern” (National Cyber Security
Strategy)-uir wmHaunaH Gonoscpyymx, Gatangar 6anHa. ‘% Tyc ctpatern Hb NBYWHXY-biH
Laxum OpuYHbl atoynryi Ganmaneir gotooanoo OONOH ragaaj opuvHA, xamraanaxag 3acruiH
raspaac aB4 X3pP3aNKyyrax yun axwunnaraanbl tenesneree oM. 2016-2021 oHA LaxvMM OpYHbI
atoynryn 6ananeir xamraanax XapankunTuiiH Teneeneree He (Implementation plan):

o Xamraanax
o WpaBxTanm yaxmm xamraananTtbir 6un 6onrox;
o Wnyy HangBapTal nHTEpHaT xonboo xapunuaar 6un 6onrox;
o 3acruiH raspbir xamraanax;

484https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/567242/nation
al_cyber security strategy 2016.pdf
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o YHAScHUM Jyxan pAs3a OyTumiH  Ganryynamxkyyn 6onoH Oycag  Tapryynax
canbapyygaa xamraanax;

o OnoH HUATKIH BONOH BU3HEC SPXNArYAUINH XaHAnarbIr eepunex;

o [amT xaprunr Wnnasapnax, Laxmm arymbiH Taraapx ONronTbir HOMArAyYax.

e YpbAauunaH caprumnax

YpbauunaH coprumnax yun axunnaraad gaxo LaxuM op4Hbl yypar;
Llaxum ramT xaprunr 6yypyynax;

Bycap ync opHbl Laxmm raMT X3parTHyyaTan TaMLaX;
Teppopr3MooC ypbaunnaH Caprumnax;

Llaxum xapuy apra xaMxa3HWUIN YagaBXblr HIMIrAYYnax;
KpuntorpadbIr HaMarayynax.

O O O O O

o XenKyynax
o LUaxum atoynryn 6angnsir xamraanax yp 4agBapbir 63xKyynax;
o Uaxum atoynryw 6aianbiH canbapbir eprexyynax;
o Uaxum atoynryi 6angnbiH canbap Aaxb LUMHXIGX yXaaH, TEXHONOMMIAH A3BLUUIAT
O3MXKMX 33par 3 Lory, YN axunnnaraaHaac 6ypaax 6anHa.

lll.Jaxum 2amm x3p3z2mali mamyax b6alicyynnazyyo

YHO3CHWI [aMT xaparTaii Tamuax areHtnar (National Crime Agency)*® Hb YHASCHUIN X3MXKI3HT
Laxum 60noH Oycaz TeprvnH rAMT XaparTanm Tamuaar 6arnHa.

Llaxum ramT x3par Hb A3MXuiA HUATWAT XxamapcaH awyn Gonoop Gairaa yy4vp OMOH YNCbIH
Ganryynnaryyg, ync opHyy4 XOOPOHAbIH XaMTblH aXunnaraa 3annwryi waapgnaratan 6arvHa.
Tyc yncbliH YHASCHWUIA [aMT xapartan TamMuax areHtnar Hb MBYWUHXY-biH Llargaaruiin rasap,
OYCUIH 30XMOH Banryynantram ramT X3parTa TAOMUIX HIMKYYA, OMOH YICbIH Xyynb caxuynax
Gaviryynnaryyn, Tyxann6an, EBponbiH Xon6ooHbl Mepgex ToB4oo, AHY-biH TarHyynbiH anbta
33PArTan M3AI3 MIAIIIMINII XyBaanuaH XaMTapy axurnaxbiH 39parLad XyBUAH X3BLUNIMNHXIHTIN
TEXHVUKWIAH TypLunaraa xyBaarnuaH, yp AyHTa/Araap xamtpaH axwnnagar 6anHa.

TYYHUN3H Mprag, ONOH HWWT, BM3HeC 3PXNarygunr uaxvMm xangnaraac ypbadvrnaH Caprumnax
30punroop TepuiH 60noH TepuiiH Byc Ganryynnaryyaram xamTapy axunnagar. YyHa: YHO3CHUN
Llaxum Atoynryin Gangnsid Tes (National Cyber Security Centre)*, Tyc TeBuitH xapbsia 3eBneree
erex TeB, AYNryn MHTEPHAT X3P3rnasHUA Tanaap MIpraXxunTHui 3esneree erex TeB (Get Safe
Online Free expert advice)*®” 3apar onox Ganryynnaryyn 6artaHa.

YHO3CHUIA FAMT X3ParToll TAMU3X areHTnar Hb LaxuM OpYMHA TAMT X3par YWngard ecsep
HacHbIXaH GOMOH 3anyy4yyabIr Laxum X3aparTaH 60M10X00C Capruinnk, TIAr3PUNH LLaXUM OpYMHL,
axunnax yp YaaBapbilr 3eBeep alwwurnax, xaaHa axunnax OGonomxrToy Tanaap 3eBreree
M3433M13N erex 30pUroop T3A3HTAN OONMOH 3UJr 3XTIM Hb YyN3ax spunuax, ramT X3prasac
xongyynax wart gapaartan apra xamxkaar aBax Llaxum conront (CyberChoices) asiHbIr 30xu1oH
Gaviryynaar 6aiHa.

485 hitps://www.nationalcrimeagency.gov.uk/what-we-do/crime-threats/cyber-crime
486 hitps://www.ncsc.gov.uk/
487 hitps://www.getsafeonline.org/

416



“MAPITAMEHT” CYJAITTAAHBI SMX3TI a1 XXXVII 6otb

IV. Xyynb apx 3yliH OpYUH

KomnbloTepuitH 3y 6yc xaparnasHui Tyxan XxXyynb (Computer Misuse Act 1990) 48
Xapunuaa xon60oHbI Tyxan xyynb (Communications Act 2003)%%°, Xop HeneeTai xapunuaa
xon6o0oHbI Tyxan xyynb (Malicious Communications Act 1988)*%, Ouxutan 3anitH 3acruiH
Tyxan xyynb (Digital Economy Act 2017)*!, Ainran cypayynaxaac xamraanax Tyxaw Xyynb
(Protection from Harassment Act 1997)*2, I'aMT x3aparTaHA xapuyunara TooLox 6a HUATUIAH
X3B XypMbIr caxuynax Tyxan Xyynb (Criminal Justice and Public Order Act 1994)*3 GonoH
xonborgox 6ycaa Xyynb TOFTOOMXOOP 30XMLYYIDK 6arHa.

X3H HIrHUA HUArMUAH CyIK3S OOMOH LaxXuM LUYYOAHTMAH XasirHbl HyYL, YIWAT Xynrawinad
[93panxaxX, [OOPOMXIIOX TF3MT X3par yunacsH Ttoxuongonsa KomnbroTepuiH 3ym  Gyc
X3PIrN33HUN TyXan Xyynvap LWMNOBIPMA3HI.

Byayynrasp AOPOMXKUICOH, 30XUCTYI, cagap camyyH 6OMOH CYpAyYMCaH, 3aHaNXUANC3H Liaxum
3ypBac Unrasx Ho Xapuruaa xon600HbI Tyxan XyynuinH 127-p XacarT 3aacHbl Aaryy ramTt XaparTt
TOOLIOTA0HO.

AnvBaa xon6o00, xapwnuaaHbl X3parcan aluurnaH XYHWIr amiraH cypayyrbk, angac TyrwyypT
aBTyynax, CaTran caHaaHbl rytpang opyynax raMT X3par YWnAcaH Toxuongong Xop HeneeTamn
Xapunuaa Xon600HbI Tyxan Xyynvap LWnunasapnagar 6arvHa.

Owvoxkntan 3aninH 3acruinH Tyxam xyynb (Digital Economy Act 2017)-uiH 103-p xacarT 3aacHaap
3aCrUIH ra3ap Hb HUATMUIAH CYIHKI3HWUIM YANYUTA3 Y3YYNaryasag 30puyrK, HUIMFMUNH CYIDKIarasap
3y OyC, rAMT X3APIUMAH LLUNMHXTAW JI3PIANXCIH, AOPOMXKMUIICOH, ainraH CypayyncaH yTra aryynra
Oyxuii maTepuanbir HUATMAX, TYF33XMIUr XOpuUrnox, xonborgox Ganryynnarag magargax Tyxan
rapblH aBnara 60NoBCpyynaH, XapanKyyrmK axunnaxbir XyyneduncaH bainHa.

Mewrux (stalking) 6onoH uaxumaap mewrux (cyberstalking) xaprunr AWnraH cypayynaxaac
Xamraanax Tyxam XyynuinH 2A X3Crasp 30XuuyynHa. OH3 Xyynvap MeLrnx roMT XIpruiH
XOXMPOrYMITr Xamraarnaxaap 3aacaH xa4un 4 LLaxum xananarbiH XOXMpor4yuir 4aexap xamraangar
baviHa.

Tyc Xyynuap MeLUrMHe Tr3AarT X3H HArHaac canaxryi, GawHrbiH XOMHOOC Hb AaraH, angacT
aBTyynax YWNanuvinur xXamnHa raxas. Togopxow xoxuporyton GaviHra, Tortmon xonboo 6apwux,
xon6oo 6apux oponanoryyn TacpanTryn XMnx YANAnNMAr Mewwrnx rana. Mewwrmx 60noH uaxvMaap
MOLUMMX FAMT X3Par Hb XOXuUpordumnr GarHra awmnraH cypayymx, catran caHaa 6onoH 6ue
MaxboablH XOXMPON y4pyynaar Tyn XOXUPIbIH X3MXK33 O0MOH raMT YNANa3c xamaapaH 6 capaac
5 Xun XypTan XyrauaaHg Xopux anaap LUMATIaxXasp XyynbyuncaH 6anHa.

Llaxvm ramT X3pruiiH XOXUpOryablH AUANISOHX X3CTUIAT XYyXd4, ©CBOp HaCHbIXaH 333k GaiHa.
Xyyxaa Hb HacaHA XYPC3H FaMT X3PIrTHYYAMNH 30/1M0C BOMOX00C ragHa ye TOHMMINH XYYXAYYAUNH
OOPOMXKWUICOH, ainraH CypAayyrcaH 3yi 6yc yinanuiH 3onuoc 6ongor 6aiHa.

488 hitps://www.legislation.gov.uk/ukpga/1990/18/contents

489 https://www.legislation.gov.uk/ukpga/2003/21/contents

490 https://www.legislation.gov.uk/ukpga/1988/27

491 https://www.legislation.gov.uk/ukpga/2017/30/contents/enacted
492 https://www.legislation.gov.uk/ukpga/1997/40/contents

493 https://www.legislation.gov.uk/ukpga/1994/33/contents
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BonoBcpon 60MoH XAHaNT WanNranTbiH Tyxal Xyynuap CypryynuiH yaupanarag cypryynb,
cypranTtblH GawryynnarblH 3praH TOMPOHA cypanuard Xxyyxayyd OonoH 6arw cypraH
XYMYYXKYYIISryasaa apyyn, awynryi OopumH Oypayyimk axkunnaxelr yypar GonrocoH 6anHa.
TyyHUN3H 3H3 Xyynuap Oycag cyparygbir 493p3anxaxX, JOPOMXKIOX, annraH cypayynax ynngan
GaviHra y3ayymk Oy cyparugbir XyYMYYXKyynax, caxunra 6at caxuynax TOZOPXOW SpXUAr
(Tyxann6an, yypaH TenedoHbl YTCbIr XypaaH aBax 33par) 6arw, cypraH XyMYYXyynaryaag
OIrOCOH Gereef, Xy4MpXUNNan ynnaard Xyyxayya 00noH TaaraspuiiH SUar, aX4yyaan Xy4UMpXunnan
Hb TOBYMK BOMLUrYIM raMT YIANA3n 60M0XbIr OANTYYIDK, YYHUAT TacnaH 30rcooxbIiH Tyna yaaa gapaa
XYUMPXMIANAN YANASMY XYYXOUAH 3U3M, SXMIAM LUYYXMIAH LUMAOBIPIBP XYYXAID XYMYYXKYYNaxX
anbapgaH cypranTaHg xampyynax, uaawnaag 1000 xypTanx ¢YHT CTEpPrMHIMAH TOPryyrb
Horgyynax XypTan apra XamMxa3 aBaxaap XyyneuuncaH 6arHa.

Xyyxauir uaxmmaap cagap camyyHz ypyy TaTtax, Xynrannax, Xy4npxuinnax, 63anrvinH memknerviH
3onmoc 60roxo0c ypbavMnaH CIPrunnax 30punroop TepunH 6onoH TepuinH Byc Ganryynnaryyn
HArOSH YWn axwunnaraaraa ssyyngar 6amHa. 3acruiiH rasap, Xyynb caxuynardvg, spasm
LUMHXUNIrasHUIA Banryynnaryy, ax axynH Hankyya, 60MoH auar ax4yyavnH Teneenneec 6ypacaH
MBYWNHXY-biH XYyXAuMH Laxum opyHbl aloynryin 6anansir xaHrax sesnen (UK Council for
Child Internet Safety)*** Hb xyyxaa, 3anyycbiH LlaxXUM OpYHbI aloynryit Gananbir XaHraxbliH TeNee
yvn axunnaraa ssyyngar 6anHa.

YHO3CHUA [OMT X3parTa TOMUIX areHTnarunH xapbsia XyyxauuH memxkner 6a OHnawH
xamraannbiH TeB (Child Exploitation and Online Protection Center)*®® Hb xyyxaa Garadyyabir
rAMT X3PruiH XOoXupory 60Mnoxooc ypbauwmnaH CIprunlmK, auar, axdyyd, Oarw, cypraH
XYMYYXKYynardma 60noH Xyyxayyasa 30puyrncaH ramT X3praac ypbAuunaH CIprumnax, Tamuox,
TacrnaH 30rcoox Tepen GypuiiH 3eeneree magaannuiir 6arraacad ThinkUKnow*®® uaxum xyyaceir
axunnyyngaar.

Xyyxpap xapruc XapurMii xaHgaxaac ypbauyvnaH C3pruinax YHA3ICHUA HUAramnar
(National Society for the Prevention of Cruelty to Children) Hb XyyxauiiH Xy4mpxuinnuiar Tacnas
30rCOOXbIH Tenee TaMUary, carlH OypblH Tapryynardy Gawryynnara tom. Tyc Gawnryynnara Hb
XYYVMPXVANANA epTCeH XYYXAYyyAd4 Tycnax, arynj epTex 6on3owryi Xyyxayyamnr xamraanax,
XYYVMPXUAN3N YANA3rAaxaac ypbaununaH CIpruinnax 33par Yiun axwnnaraar Xapankyynaar 6anta.
Tyc 6aviryynnara Hb 1883 oHA yin axunnaraaraa axnyyrx 6amkaa.

Xyyxaa xamraannbiH TyxaW Xxyynb (Protection of Children Act 1978) 497 , BanruinH
XYUUPXUANINTIN TIMUIX Tyxan Xyynb (Sexual Offences Act 2003)*°® GonoH xon6orgox 6ycaa
Xyynuap xyyxauir 63nrmiH MermknermnH 30n11moc 6010Xo0c ypbadnnaH Capruinax, aH3 TepnuiiH
rAMT X3PIMAr TacnaH 30rCOOX, FAMT X3PIrToHA Xapuyunara Horgyynax 33par xapunuaar
3oxuuyynaar 6anHa. OArasp Xyynuyabir Xapankyynax axrblH XYP3a3dHA, 3acrviiH ra3pbiH Xxapbsa
BonoscponbiH rasap (Department for Education) Hb “XyyxauinH awoynryi cypax OpYHbIM
6ypayynax” yaupgoamxkuir GonoscpyynaH, cypranTeiH Ganryynnara 6OnMoH auar, axyyyaan
MOepAYYNaH axunnax b6anHa.

494 hitps://www.gov.uk/government/groups/uk-council-for-child-internet-safety-ukccis
495 hitps://www.ceop.police.uk/Safety-Centre/

496 hitps://www.thinkuknow.co.uk/

497 https://www.legislation.gov.uk/ukpga/1978/37

498 hitps://www.legislation.gov.uk/ukpga/2003/42/contents
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XABCPANT

XaBcpanT 1. Kubep aroynryun 6ananbiH YATN3N33p YA axunnaraa sByyrmk 6yn onoH
yncbiH 6anryynnaryyn®®®

BanryynnarbiH Hap Xon6ooc Xampax
Xypa3
United Nations Internet Governance Forum https://www.intgovforum. | Global

org/multilingual/

United States National Cyber security and https://www.cisa.gov/ab | National,
Communications Integration Center (NCCIC) out-cisa Global
Messaging and Anti Abuse Working Group (MAAWG) www.maawg.org Global
Anti-Abuse Working Group www.ripe.net Global
Forum for Incident Response Security Teams (FIRST) www.firest.org Global
Asia Pacific Computer Emergency Response Team www.apcert.org Regional
(AP CERT)

Network Operators Groups (NOGs) https://en.wikipedia.org/ | Global

wiki/Internet_network_o
perators%27_group

Asia Pacific Economic Cooperation (APEC) www.apec.org Regional
ICANN Security and Stability Working Group www.icann.org Global
Cooperative Cyber Defense and Center of Excellence www.ccdcoe.org Regional,
(CCDCOE) Global
Council of Europe; Convention on Cybercrime www.conventions.coe.int | Global
INTERPOL Interpolnyc.com Global
Internet Society (ISOC) www.internetsociety.org | Global

499 https://www.itic.org/dotAsset/c/c/cc91d83a-e8a9-40ac-8d75-0f544bad 1a71.pdf
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XaecpanT 2. ByganewTuitH KOHBEHLOA HArA3H OPCOH OpHYya>®

(2020 oHbI 6 capbiH Gangnaap)

KoHBeHL 04 HArA3H OPCOH yncyya
Andorra Latvia
Argentina Liechtenstein
Armenia Lithuania
Australia Luxembourg
Austria Malta
Azerbaijan Mauritius
Belgium Republic of Moldova
Bosnia and Herzegovina Monaco
Bulgaria Montenegro
Cabo Verde Morocco
Canada Netherlands
Chile North Macedonia
Colombia Norway
Costa Rica Panama
Croatia Paraguay
Cyprus Peru
Czech Republic Philippines
Denmark Poland
Dominican Republic Portugal
Estonia Romania
Finland San Marino
France Senegal
Georgia Serbia Slovak
Germany Republic Slovenia
Ghana Spain
Greece Sri Lanka
Hungary Switzerland
Iceland Tonga
Israel Turkey
Italy Ukraine
Japan United Kingdom

United States of America

500 https://rm.coe.int/t-cy-2020-16-bc-benefits-rep-

provisional/16809ef6ac#:~:text=The%20Budapest%20Convention%20requires%20States,cybercrime%20but%
20any%?20offence%20where
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XaBcpant 3. BypanewTtuitH Knbep ramt xapartan TaMuaX Tyxanh KOHBEHUbIH 6yTay,

Bue paacaH xyynb

HoTnox 6apumT, MepaeH
OanuaaxTan xonodooromn
npouenypbIH Xyynb

OnoH YNCbIH XaMTbIH
axunnaraa

Art. 2 — lllegal access

Art. 3 — lllegal interception
Art. 4 — Data interference
Art. 5 — System interference
Art. 6 — Misuse of devices
Art. 7 — Computer-related
forgery

Art. 8 — Computer-related
fraud

Art. 9 — Child pornography
Art. 10 — IPR offences Art.
11 — Attempt, aiding,
abetting

Art. 12 — Corporate liability

Art. 14 — Scope of
procedural provisions

Art. 15 — Conditions and
safeguards

Art. 16 — Expedited
preservation

Art. 17 — Expedited
preservation and partial
disclosure of traffic data
Art. 18 — Production order
Art. 19 — Search and
seizure Art. 20 — Real-time
collection traffic data

Art. 21 — Interception of
content data

Art. 23 — General principles
Art. 24 — Extradition

Art. 25 — General rules

Art. 26 — Spontaneous
information

Art. 27 — MLA in absence of
treaty

Art. 28 — Confidentiality Art.
29 — Expedited preservation
Art. 30 — Partial disclosure
traffic data

Art. 31 — MLA accessing
data

Art. 32 — Transborder
access Art. 33 — MLA
collection traffic data

Art. 34 — MLA interception
content

Art. 35 — 24/7 point of
contact
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XaBcpanTt 4. Manan3 YncbiH kubep ramt xapar, kubep aroynryn 6ananbiH
xon6orpox xyynuyn

Malaysia Cyber Security Strategy 2020-2024

EXISTING LAWS FOR CYBERCRIME AND
CYBER SECURITY ISSUES IN MALAYSIA

( Criminal Procedure Code Penal Code

F Sedition Act 1948 Evidence Act 1950

F Defamation Act 1957 Prevention of Crime Act 195
F Official Secrets Act 1972 Trade Marks Act 1976

F Patents Act 1983 Copyright Act 1987

1

Direct Sales and Anti-Pyramid

Scheme Act 1993 Computer Crimes Act 1997

Digital Signature Act 1997 Telemedicine Act 1997

Communications and

Multimedia Act 1998 Consumer Protection Act 19

Optical Discs Act 2000 Child Act 2001

1Y)

Anti-Money Laundering,
Anti-Terrorism Financing and Proceeds Film Censorship Act 2002
of Unlawful Activities Act 2001

) ) INIIDID))

Mutual Assistance in Electronic Commerce
Criminal Matters Act 2002 Act 2006
Capital Market and Electronic Government
Services Act 2007 Activities Act 2007
Personal Data Protection Security Offences
Act 2010 (Special Measures) Act 2012

Islamic Financial Services

Financial Services Act 2013 Act 2013

171121

National Security Council

Prevention of Terrorism Act 2015 Act 2016

Sexual Offences Against Children Act 2017

Al
9 J)J)
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AWUIMACAH MATEPUAN

- MapaannuinH atoynryn 6ananeiH rasap http://www.isd.gov.mn/?lang=mné&cat=7

- TepwinH magaanan xonbooHsl rasap https://www.cita.gov.mn/

- Opx 3yr M3gaannuiiH cuctem https://www.legalinfo.mn/

- https://www.nato.int/cps/en/natohg/topics_140739.htm

- https://www.dcaf.ch/sites/default/files/publications/documents/OnCyberwarfare-Schreier.pdf

- https://www.vmware.com/topics/glossary/content/cyber-espionage

- https://www.iso.org/standard/44375.html

- https://www.itu.int/en/ITU-D/Cybersecurity/Pages/global-cybersecurity-index.aspx

- https://www.secureworldexpo.com/industry-news/countries-dedicated-to-cybersecurity

- https://www.cyberdb.co/top-10-countries-best-prepared-cyber-attacks/

- https://www.cyberdb.co

- https://cyberdb1.wpengine.com/database/usa/

- https://www.cyberdb.co/top-10-countries-best-prepared-cyber-attacks/

- https://cyberdb1.wpengine.com/database/israel/

- https://www.broadcom.com/products/cyber-security

- BSAInternational Cybersecurity Policy Framwork 2018
https://www.coe.int/en/web/conventions/full-list/~/conventions/treaty/185

- https://statesassembly.gov.je/scrutinyreviewresearches/2018/research%20-%20briefing%20paper
%200n%20council%200f%20europe%20convention%200n%20cybercrime%20-%2031%20octob
er%202018.pdf

- https://rm.coe.int/t-cy-2020-16-bc-benefits-rep-
provisional/16809ef6ac#:~:text=The%20Budapest%20Convention%20requires%20States,cybercr
ime%20but%20any%20offence%20where

- National center of Incidient readiness and Strategy For Cybersecutity
https://www.nisc.go.jp/eng/index.html

- Japan Cybercrime Control Center https://www.jc3.or.jp/english/

- @Police https://lwww.npa.go.jp/cyberpolice/english/index.html

- Cybersecurity Research Institute https://www.nict.go.jp/en/csri/

- Act on Punishment of Activities Relating to Child Prostitution and Child Pornography, and the
Protection of Children https://antislaverylaw.ac.uk/wp-content/uploads/2019/08/Japan-Child-
Prostitution-and-Child-Pornography-Law.pdf

- Act on Development of an Environment that Provides Safe and Secure Internet Use for Young
People https://www8.cao.go.jp/youth/youth-harm/law/pdf/for_english.pdf

- Japan Penal Code http://www.isc.meiji.ac.jp/~sumwel_h/Codes/comp-crim.htm

- Act on Prohibition of Unauthorized Computer Access
http://www.japaneselawtranslation.go.jp/law/detail_main?re=01&vm=02&id=2250

- The Basic Act on Cybersecurity
http://www.japaneselawtranslation.go.jp/law/detail/?printID=&re=02&vm=02&id=2760&lvm=01

- Children on the Internet
https://www.jugendschutz.net/fileadmin/download/pdf/Report_2019_Children_on_the_Internet.pdf

- European Cybersecurity Month 2021 https://www.nixu.com/

- CyberSecurity Strategy for Germany 202 https://www.bundesregierung.de/breg-en/news/new-
cyber-security-strategy-1958688

- Bundeskriminalamt https://www.bka.de/EN/Home/home_node.html

- Federal Ministry for Family Affairs https://www.bmfsfj.de/bmfsfj/meta/en

- BPJM https://lwww.bzkj.de/bzkj/meta/en
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- The Commission for the Protection of Minors in the Media https://www.kjm-online.de/en/

- The Commission for the Protection of Minors in the Media https://www.kjm-online.de/en/

- Nummer gegen Kummer https://www.nummergegenkummer.de/

- Jugendschutz.net https://www.jugendschutz.net/en/index.html
https://www.jugendschutz.net/en/index.html

- The Federal Review Board for Media Harmful to Minors
https://www.bzkj.de/bzkj/Service/english.html

- German Law Archive https://germanlawarchive.iuscomp.org/?p=724

- Interstate Treaty on the Protection of minors https://www.kjm-online.de/

- Criminal Code (Strafgesetzbuch, StGB) https://germanlawarchive.iuscomp.org/?p=752

- Y3an 604n0o YeneeTan UNapxuinnax saar xsasraap. Ppevigpmx 36eptuiiH caH. 2018 oH.

- http://library.fes.de/pdf-files/bueros/mongolei/14077.pdf

- Network Enforcement Act https://germanlawarchive.iuscomp.org/?p=1245

- President Biden’s Executive Order
https://www.mondag.com/unitedstates/security/1074554/what39s-in-president-biden39s-
executive-order-on-improving-the-nation39s-cybersecurity

- https://www.everycrsreport.com/reports/97-
1025.html#:~:text=The%20Computer%20Fraud%20and%20Abuse,computers%20connected%20
t0%20the%20Internet.

- Prosecuting Computer Crimes https://www.justice.gov/sites/default/files/criminal-
ccips/legacy/2015/01/14/ccmanual.pdf

- United States Code
http://uscode.house.gov/search.xhtml?edition=prelim&searchString=cybercrime&pageNumber=1
&itemsPerPage=100&sortField=CODE_ORDER&action=search&q=Y3liZXJjcmitZQ%3D%3D%7
C%3A%3A%3A%3A%3A%3A%3A%3Afalse%3A%7C%3A%3A%3A%3A%3A%3A%3A%3Afalse
%3A%7Cfalse%7C%5B%3A%3A%3A%3A%3A%3A%3A%3Afalse%3A%5D%7C%5B%3A%S5D

- Cybersecurity laws and Regulations https://iclg.com/practice-areas/cybersecurity-laws-and-
regulations/usa

- Cybersecurity bills https://www.csoonline.com/article/3626908/18-new-cybersecurity-bills-
introduced-as-us-congressional-interest-heats-up.html
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